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Introduction

NetSuite offers a variety of ways for users and systems to authenticate, each balancing security and

convenience. As a CFO or NetSuite Administrator, it’s important to understand how employees and

integrations can log in to NetSuite – from the standard username/password and two-factor

authentication, to single sign-on (SSO) with corporate identity providers, to token-based access for APIs.

This guide provides an educational overview of all current NetSuite login methods (including 2FA, SSO via
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SAML and OIDC, OAuth 2.0, token-based authentication, etc.), discusses legacy methods (like

SuiteSignOn) and their deprecation status, explains how integrations (web services, SuiteTalk, RESTlets)

authenticate, and outlines best practices for secure access management. Real-world examples are

included to illustrate how companies configure NetSuite authentication in practice. The goal is to give

CFOs and admins a clear, practical understanding of NetSuite authentication options – avoiding

unnecessary technical jargon while covering the essential details.

Current NetSuite Login Methods Overview

NetSuite supports multiple authentication methods to access the system’s user interface and APIs. Below

is an overview of the primary login mechanisms available today:

Standard Email/Password Login – Users log in with their NetSuite account ID, email address, and

password via NetSuite’s login page (or mobile app) using credentials set in NetSuite (Source:

docs.oracle.com). This is the traditional login method, now often supplemented by additional security

measures like 2FA.

Two-Factor Authentication (2FA) – A secondary verification step for UI logins. Users must enter a

one-time code (e.g. from a mobile authenticator app) after entering their password (Source:

docs.oracle.com). NetSuite requires 2FA for all administrator and other high-privilege roles by

default (Source: docs.oracle.com), and 2FA can be enabled for other roles as needed to enhance

security.

Single Sign-On (SSO) via SAML 2.0 – Integration with external identity providers (like Okta, Azure

AD, etc.) using the SAML 2.0 standard. Employees can authenticate through the company’s central

IdP and gain access to NetSuite without a separate NetSuite password (Source: docs.oracle.com).

NetSuite acts as the service provider and trusts the SAML assertions from the IdP, allowing a

seamless login experience.

Single Sign-On via OpenID Connect (OIDC) – An alternative modern SSO method (introduced in

NetSuite 2019.2) based on OAuth 2.0 and JSON web tokens (Source: docs.oracle.com). OIDC allows

NetSuite to accept identity tokens from providers like Azure AD B2C, Okta, etc., and offers benefits

such as easier role switching across multiple NetSuite accounts when the same OIDC configuration is

shared (Source: docs.oracle.com).

OAuth 2.0 Authorization – OAuth 2.0 is used mainly for integrations (not for interactive UI logins)

and allows an external application to obtain a token to access NetSuite REST web services, RESTlets,

or SuiteAnalytics Connect on a user’s behalf (Source: docs.oracle.com). It eliminates the need to
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store a user’s password in integration code and is now the preferred method for API authentication

(more straightforward than legacy token signing) (Source: docs.oracle.com).

Token-Based Authentication (TBA) – NetSuite’s token-based access using OAuth 1.0a. An

integration can use a consumer key/secret and a token ID/secret pair to authenticate API calls without

a user login session (Source: info.ennvee.com). TBA was introduced to support secure API

integrations and remains widely used for SOAP web services, RESTlets, and older integration

methods (Source: docs.oracle.com)(Source: docs.oracle.com). (NetSuite now recommends OAuth

2.0 for new REST integrations, but TBA is still fully supported.)

Role-Based Access Controls Affecting Login – NetSuite’s role system influences how users log in

and what access they have. Each user has one or more roles, and upon login they operate under a

specific role’s permissions. Certain roles enforce added login requirements (for example, “2FA

required” roles cannot be used without two-factor auth) (Source: docs.oracle.com). Some roles can

be flagged as “SAML Single Sign-on” roles or “OIDC SSO” roles, meaning those users must log in

via the SSO IdP instead of using a NetSuite password (Source: docs.oracle.com)(Source:

docs.oracle.com). Additionally, an “Integration” or “Web Services Only” role can be used to restrict

a user to API access only (no UI login) for security (Source: docs.oracle.com). We’ll discuss these

role-based controls in detail later.

Each of these methods serves different use cases – for instance, employees logging in via a browser will

typically use SSO or 2FA, whereas an automated integration will use a token or OAuth. Next, we’ll dive

deeper into each current login method.

Standard Username & Password Login

The most basic way to log in to NetSuite is with an account-specific user ID (usually an email address)

and password. When accessing the NetSuite UI through the browser login page, users enter their email

and password, along with the Account ID of the NetSuite instance if required (NetSuite uses unique

account IDs to identify the customer account/instance) (Source: docs.oracle.com)(Source:

docs.oracle.com). This standard login grants access according to the user’s assigned role permissions.

NetSuite enforces strong password policies by default – administrators can configure minimum length,

complexity, and rotation requirements for passwords in accordance with company security policies

(Source: netsuite.com). It’s important to note that since 2018-2019, basic username/password alone is

no longer considered sufficient for highly privileged access. NetSuite now requires 2FA for

administrators and similar roles, meaning even if the correct password is entered, a second factor is

needed for those accounts (Source: docs.oracle.com). (We will cover 2FA in the next section.)

NetSuite Login & Authentication: Guide for Admins & CFOs

Page 3 of 25

https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_157769826287.html#:~:text=OAuth%202,instead%20of%20TBA%20whenever%20possible
https://info.ennvee.com/ns-tba-assessment-guide-read#:~:text=NetSuite%20supports%20Token,feature%20was%20built%20for%20integrations
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_4369651411.html#:~:text=%E2%80%94
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_4369651411.html#:~:text=Supported,for%20REST%20web%20services%20authentication
https://houseblend.io/articles/netsuite-career-paths-guide
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_1532968056.html#:~:text=NetSuite%20requires%20two,Factor%20Authentication
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_N3825119.html#:~:text=The%20SAML%20Single%20Sign,SAML%20SSO%20access%20to%20NetSuite
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_N327688.html#:~:text=,the%202FA%20requirement%20is%20ignored
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N3424894.html#:~:text=The%20Web%20Services%20Only%20role,sensitive%20records
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N3445710.html#:~:text=With%20this%20approach%2C%20the%20request,Internal%20IDs%20Associated%20with%20Roles
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N3445710.html#:~:text=For%20requests%20that%20use%20the,For%20details%2C%20see%20Integration%20Management
https://www.netsuite.com/portal/platform/infrastructure/operational-security.shtml#:~:text=NetSuite%20Application%20and%20Operational%20Security,additional%20protection%2C%20including%20multi
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_1532968056.html#:~:text=NetSuite%20requires%20two,Factor%20Authentication
https://houseblend.io/?utm_source=pdf
https://houseblend.io/articles/netsuite-login-authentication-guide


From the end-user perspective, the standard login process is straightforward but does require managing

yet another set of credentials unless SSO is implemented. Many organizations choose to implement

single sign-on to avoid users needing a separate NetSuite password (improving convenience and

centralizing authentication control), which we discuss below.

Two-Factor Authentication (2FA)

Two-Factor Authentication adds a one-time verification code requirement on top of the standard login

credentials to greatly improve security. NetSuite’s 2FA implementation uses time-based one-time

passcodes (TOTP) generated by an authenticator app (or obtained via SMS/voice in legacy mode)

(Source: docs.oracle.com)

https://technologyblog.rsmus.com/technologies/netsuite/two-factor-authentication-2fa-for-netsuite/

. When 2FA is enabled, a user must enter their email and password and then input a 6-digit verification

code from their authenticator app (such as Google Authenticator or Microsoft Authenticator) for each

login (Source: docs.oracle.com). The code is unique and expires after a short time, so even if a password

is stolen, an attacker cannot log in without the second factor.

NetSuite mandates 2FA for all Administrator and other high-privilege roles in all accounts

(production, sandbox, etc.) (Source: docs.oracle.com). These roles are flagged as “2FA required” by

default and this cannot be removed – it’s a built-in security requirement. In fact, certain sensitive

permissions (like Access to Financials, SuiteScript deployments, etc.) will automatically mark any custom

role that contains them as 2FA-required (Source: docs.oracle.com). The system provides an admin page

(“Two-Factor Authentication Roles”) where you can see which roles require 2FA and optionally enable

2FA for additional roles as a best practice. Administrators have the flexibility to enforce 2FA on other roles

(e.g. all accounting users) via this page, and to define the trusted device duration (how often 2FA is

prompted – from every login to every 30 days on a device) (Source: technologyblog.rsmus.com)(Source:

technologyblog.rsmus.com).

When a user with a 2FA-enabled role logs in, NetSuite will prompt for a second factor. The first time a

user logs in with 2FA, they may receive a verification code via email to confirm their identity and then will

be guided through setting up their preferred 2FA method (Source: technologyblog.rsmus.com). Users are

encouraged to use an authenticator app (TOTP compliant) as the primary method, which is more secure

and is the default recommended option during setup. (Historically, NetSuite also allowed SMS or phone

call verification codes as an alternative, but Oracle has announced the end of support for 2FA via

SMS/voice as of early 2024 (Source: withum.com), reflecting a shift to authenticator apps as the sole

method going forward.) During 2FA setup, users are provided a set of backup codes – one-time use

codes that can be saved in case the primary 2FA device is lost or unavailable (Source: docs.oracle.com).
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From an administrator perspective, 2FA in NetSuite has several advantages: it’s included at no extra cost

(no special license or token hardware required) and users self-manage their 2FA devices and codes via

the NetSuite UI (Source: docs.oracle.com). Once 2FA is enforced, users with those roles won’t even be

prompted for the older security questions on login – the 2FA code replaces that functionality with a much

higher level of assurance (Source: docs.oracle.com). (Security questions only come into play if a 2FA user

needs to reset their password and has no other way to verify identity.) Importantly, 2FA is only for UI

login – it is not used for background integrations/web services. In fact, if a role is 2FA-required, you

cannot use that role’s credentials for SOAP web services or RESTlet calls at all (Source: docs.oracle.com)

(Source: docs.oracle.com). Those non-UI scenarios must use token authentication or OAuth (discussed

later), which is why NetSuite introduced token auth that can coexist with 2FA policies (Source:

info.ennvee.com)(Source: docs.oracle.com).

In summary, 2FA is a critical layer of defense for NetSuite access. CFOs should be aware that NetSuite

likely already requires them to use 2FA if they have an admin or other privileged role – meaning you’ll use

an authenticator app to get a code each time (or at least every 30 days, depending on settings). This

dramatically reduces the risk of account compromise, protecting sensitive financial data from

unauthorized access (Source: docs.oracle.com). NetSuite administrators should ensure all applicable

roles have 2FA enforced and educate users on the simple setup process. The slight extra step in login is

well worth the security payoff in safeguarding your ERP.

Single Sign-On (SSO) via SAML 2.0

Single Sign-On allows users to authenticate through an external Identity Provider (IdP) – such as Okta,

Microsoft Entra ID (Azure AD), OneLogin, Ping Identity, etc. – and then access NetSuite without entering

separate NetSuite credentials. NetSuite supports SSO using the SAML 2.0 standard, which is widely

used in enterprise identity systems. In a SAML SSO integration, the IdP handles verifying the user (for

example, via the company’s network login, AD domain credentials, or multi-factor auth), and then passes

a secure assertion to NetSuite indicating the user’s identity and that they are authenticated (Source:

docs.oracle.com). NetSuite trusts this assertion and logs the user in, directing them to their NetSuite

home page without prompting for a password (Source: docs.oracle.com).

From the user’s viewpoint, SAML SSO means they might log into a central portal (e.g. an Okta dashboard

or Microsoft 365) and click the NetSuite icon, or they visit the NetSuite URL and get redirected to their

company’s login page. After entering their usual corporate credentials (and any required MFA there), they

seamlessly land in NetSuite. This improves convenience (one less password to manage) and gives the

company’s IT centralized control over authentication policies (password complexity, login hours, MFA,

etc., are enforced by the IdP). For CFOs, adopting SSO can simplify the login process and ensure that if,

for example, an employee leaves the company, disabling their account in the central directory also cuts

off NetSuite access immediately.
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Setting up SAML SSO in NetSuite involves enabling the feature and exchanging metadata between

NetSuite and the IdP. Administrators must enable the SAML Single Sign-on feature in NetSuite (under

Setup > Company > Enable Features > SuiteCloud) and then configure SAML settings in NetSuite with the

IdP’s metadata (certificates, SSO URL, entity ID, etc.) (Source: technologyblog.rsmus.com)(Source:

technologyblog.rsmus.com). They also need to assign the “SAML Single Sign-on” permission to any role

that should be allowed to use SSO (Source: technologyblog.rsmus.com) – only users with a role that has

this permission can log in via SAML. Typically, an admin would create or customize roles for SSO usage

(for instance, you might have an “Employee Center (SSO)” role). Users are then assigned those SSO-

enabled roles. NetSuite allows fine-grained control – you could require some roles to use SAML SSO

while others (perhaps external contractors) still log in via password.

One important note: If a role is marked for SAML SSO, that requirement takes precedence over 2FA for

that role (Source: docs.oracle.com). In practice, this means NetSuite will not prompt a 2FA code for a

SAML-based login; it assumes the IdP’s authentication (which may itself include MFA) is sufficient. This

prevents a conflict of two different MFA systems. Companies often enforce MFA in their SAML IdP (e.g.,

Okta Verify or Microsoft Authenticator for all app access), so NetSuite trusts the SAML assertion and

does not double-prompt 2FA in those cases (Source: docs.oracle.com).

SSO via SAML is widely used by NetSuite customers. For example, many organizations use Okta as the

IdP for NetSuite – employees log into Okta, which then handles SAML handoff to NetSuite (Source:

technologyblog.rsmus.com). The result is a streamlined login flow: users click a NetSuite tile and are in

the system without typing a separate password (and the organization’s security policies on Okta apply to

NetSuite access). From an ROI perspective, SSO can reduce helpdesk calls for forgotten passwords and

improve compliance by centralizing audit logs of user login activity.

Single Sign-On via OpenID Connect (OIDC)

OpenID Connect is another SSO method supported by NetSuite, providing similar benefits to SAML but

using a more modern OAuth2-based protocol and JSON web tokens. NetSuite’s OIDC Single Sign-on

feature (added in 2019.2) allows NetSuite to act as an OAuth2 client (relying party) that trusts an external

OpenID Connect identity provider (Source: docs.oracle.com). In simpler terms, NetSuite can accept a

user login via OIDC tokens issued by providers like Azure AD, Okta (OIDC mode), Google, etc.

OIDC SSO setup is conceptually similar to SAML setup: the admin enables the OpenID Connect SSO

feature in NetSuite, registers NetSuite as an application in the IdP (you obtain a client ID/secret and

redirect URLs), and configures the OIDC settings in NetSuite (issuer URL, client ID, scopes, etc.) (Source:

docs.oracle.com)(Source: docs.oracle.com). Roles that should use OIDC SSO need the “OpenID Connect

Single Sign-on” permission assigned (Source: docs.oracle.com), analogous to the SAML permission.
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Once configured, users will have an option to log in via OIDC. The user experience is again that they

authenticate with the external provider and then are redirected into NetSuite without using a NetSuite-

specific password.

Why OIDC when SAML already exists? OIDC is built on OAuth2 and uses JSON payloads, which some find

easier to implement and more flexible (for example, OIDC can allow token-based logout flows and API-

level authentication delegation). One practical advantage noted is that if a company has multiple

NetSuite accounts (say, a production account and a sandbox, or multiple subsidiaries with separate

accounts), and they configure the same OIDC IdP for all of them, a user can switch between those

accounts’ roles without needing to log in again each time (Source: docs.oracle.com). The NetSuite UI will

allow seamless role/account switching as long as the OIDC session is valid. This is a boost for

administrators or CFOs who work across multiple environments.

NetSuite recommends OIDC or SAML as the alternatives to the older proprietary SSO methods that have

been deprecated (more on that in the legacy section). Whether an organization chooses SAML or OIDC

often depends on their IdP’s capabilities or preferences – both achieve the goal of centralizing login. The

key takeaway is that NetSuite fully supports modern SSO standards, giving you flexibility to integrate it

into your existing single sign-on infrastructure for a smooth and secure user login experience (Source:

docs.oracle.com).

Token-Based Authentication (Access Tokens)

For integrations and automated scripts, NetSuite provides Token-Based Authentication (TBA), which

issues persistent access tokens that can be used in lieu of a username/password. TBA is based on OAuth

1.0a and uses a token ID/secret (linked to a specific NetSuite user and role) plus a consumer key/secret

(from an integration record) to sign API requests (Source: docs.oracle.com)(Source: docs.oracle.com). In

practice, once TBA is set up, an external integration (like a CRM, e-commerce site, or middleware) can

call NetSuite’s SOAP or REST APIs by including an authorization header with the token credentials (often

referred to as NLAuth or OAuth1 header), instead of needing to handle interactive logins or store a user’s

password.

How TBA is set up: An administrator first enables the “Token-Based Authentication” feature in NetSuite

(under Setup > Company > Enable Features > Manage Authentication)

https://info.ennvee.com/ns-tba-assessment-guide-read

. Then, an Integration Record is created (Setup > Integration > Manage Integrations) to register the

external application – this generates a consumer key and secret unique to that application. Next, the

admin ensures the user account that will be used for integration has a role with the proper permissions

(notably the role needs the “User Access Tokens” permission to allow creating tokens, and whatever data

permissions the integration requires) (Source: info.ennvee.com). That role can be a dedicated
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“integration role” with limited access. The admin (or the user) then generates a Token ID and Token

Secret for the specific user+role and integration combination (this is done under Access Tokens in

NetSuite’s UI, selecting the application, user, and role) (Source: docs.oracle.com)(Source:

docs.oracle.com). NetSuite will produce a Token ID & Secret, each a long string, which should be copied

immediately – they are shown only once (Source: docs.oracle.com). These credentials (consumer

key/secret + token ID/secret) are then configured in the external integration’s code or config. From that

point on, the integration can authenticate by signing its requests with these tokens.

One big advantage of TBA is that it decouples integration authentication from any individual’s

interactive login password. The integration’s access doesn’t break if a user changes their password or

leaves the company, and you don’t have to hard-code passwords. It’s also immune to 2FA requirements –

TBA tokens can be used even if the user’s role requires 2FA for UI login (Source: info.ennvee.com). In

fact, TBA was introduced partly to allow API integrations to continue working in an environment

where 2FA and SSO are enforced for UI(Source: info.ennvee.com)(Source: info.ennvee.com). For

example, as of 2018.2, NetSuite enforced 2FA for all Admin roles, which would have broken any

integration using the admin’s credentials – the solution was to use TBA tokens for that admin role

(supported since 2018.1) so the integration could authenticate via token despite 2FA (Source:

info.ennvee.com). TBA essentially bypasses UI-centric policies but in a controlled way, since tokens are

granted by an admin and can be revoked at any time without affecting the user’s normal login.

Another benefit: TBA tokens do not expire unless revoked, and are not subject to password rotation

policies (Source: info.ennvee.com). This reduces maintenance overhead (no need to update the

integration’s stored credentials regularly). However, admins should periodically review active tokens and

revoke any that are no longer needed, as a security hygiene measure.

NetSuite’s token-based auth is considered an inbound single sign-on mechanism for

integrations(Source: info.ennvee.com). It’s effectively an API-level SSO. It’s well-supported by the

NetSuite SuiteTalk (SOAP) API and by RESTlets. As of 2020+, NetSuite has even allowed certain newer

integration technologies (like the REST web services and SuiteAnalytics Connect ODBC) to authenticate

via tokens or OAuth2 instead of passwords (Source: docs.oracle.com)(Source: docs.oracle.com).

In summary, TBA (Access Tokens) are the go-to method for authenticating external systems connecting

to NetSuite. They enhance security (no password sharing, works with 2FA) (Source: info.ennvee.com) and

are required now in many cases (NetSuite has deprecated the older practice of using raw user credentials

for API logins, described in the legacy section). CFOs might hear about “token-based integration” in

conversations with IT – this just means the integrations are using these secure tokens rather than

someone’s password. It is highly recommended to use TBA or OAuth for any custom integration to

NetSuite.
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OAuth 2.0 for REST Integrations

NetSuite introduced OAuth 2.0 support to provide a more standard and simplified way for integrations to

authenticate, particularly with REST-based services. With OAuth 2.0, third-party applications can obtain

an access token from NetSuite through an authorization flow, then use that token (a bearer token) to

make API calls to NetSuite’s REST web services or RESTlets (Source: docs.oracle.com). Unlike

OAuth1/TBA, there’s no need to sign each request with a token signature; the OAuth2 token itself is

presented to authorize requests, making it easier to implement for developers.

Key points about NetSuite’s OAuth 2.0 implementation:

Supported Integration Types: OAuth 2.0 can be used for SuiteTalk REST Web Services (the REST

Records API), for RESTlet calls, and even for SuiteAnalytics Connect (ODBC/JDBC) access (Source:

docs.oracle.com). It is not supported for SOAP web services (SOAP still uses TBA) (Source:

docs.oracle.com)(Source: docs.oracle.com).

Flows: NetSuite supports both the Authorization Code Grant (for user-delegated access via an

interactive consent) and the Client Credentials Grant (for direct server-to-server integrations)

(Source: docs.oracle.com)(Source: docs.oracle.com). The Authorization Code flow is useful if an

application needs a specific NetSuite user’s permission (it will redirect the user to NetSuite’s

login/consent page). The Client Credentials flow allows a server integration to directly exchange

credentials (client ID/secret) for a token without user interaction – suitable for background

integrations running under a fixed integration user (Source: docs.oracle.com).

Setup: To use OAuth2, an admin must create an integration application record in NetSuite and

enable the “OAuth 2.0” option on it (similar to how TBA requires enabling on the integration record).

This provides a client ID and secret. The admin also needs to assign REST integration permissions

to the role being used, such as “REST Web Services” and/or appropriate RESTlet permissions, and

crucially the role must have “User Access Tokens” permission if using auth code flow (to allow that

user to authorize the token). For client credentials flow, the integration record itself must be

configured to allow it and is typically tied to an integration user.

Security & Convenience: OAuth 2.0 is considered NetSuite’s “preferred authentication method”

for REST integrations now (Source: docs.oracle.com). Oracle’s documentation explicitly states you

should use OAuth 2.0 instead of TBA whenever possible (Source: docs.oracle.com). This is partly

because OAuth2 is an industry-standard approach that many developers and tools support out-of-

the-box (for example, if building a mobile app or using an integration platform that supports OAuth2

token refresh, etc.), and it removes the complexity of generating and managing HMAC-SHA1
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signatures for each request as required by OAuth1. Additionally, OAuth2 tokens can be scoped and

have a limited lifespan, adding to security (TBA tokens by contrast don’t expire unless manually

revoked).

No UI Login Needed: With OAuth 2.0, an external system doesn’t need a NetSuite

username/password at all – it just needs the token. Users can explicitly grant or revoke OAuth

applications in NetSuite (there’s a management interface for OAuth 2.0 authorized applications)

(Source: docs.oracle.com), giving administrators visibility and control over which external apps have

access.

To illustrate, imagine a third-party expense reporting app that needs to pull data from NetSuite via REST

API. Using OAuth 2.0, the app can either prompt an admin once to authorize access (Auth Code flow,

where the admin logs in and approves the connection, generating a token tied to their role), or use a pre-

configured integration user and client credentials to get a token. The app then stores the token and uses

it to retrieve or push data to NetSuite, without ever handling a NetSuite password. The OAuth token can

be revoked by an admin at any time via NetSuite’s UI, and it likely has a fixed expiration requiring periodic

refresh – all good security practices.

For CFOs and admins, the main point is that OAuth 2.0 and Token-Based Auth are the methods to use

for integrations – they keep your NetSuite credentials safe and segregated. If an integration or vendor

asks for a NetSuite username and password, that’s a red flag these days; the integration should be using

a token or OAuth app grant instead, which you can provision securely. NetSuite’s move toward OAuth 2.0

(and phasing out basic auth) aligns with broader industry trends to bolster security (Source:

docs.oracle.com)(Source: docs.oracle.com).

Role-Based Access Control and Login Implications

NetSuite’s role-based permission model not only governs what data/actions a user can perform once

logged in, but it also affects how users can log in. Here are some role-related login considerations to be

aware of:

2FA Requirements by Role: As discussed, certain roles are designated “Two-Factor Authentication

Required” by default (Admin and other highly sensitive roles) (Source: docs.oracle.com). If a role is

marked 2FA required, any login to NetSuite with that role must go through 2FA. If a user tries to use

that role’s credentials for an integration (e.g. SOAP web services using just email/password), the

authentication will be blocked – NetSuite will not allow an API login for a 2FA-required role using only

user credentials (Source: docs.oracle.com). This is why token auth is mandatory for integrations

involving such roles. Admins cannot remove the 2FA flag from default roles, but they can extend 2FA

to additional roles as a policy decision (e.g. require 2FA for all roles that can approve payments, etc.).

The Two-Factor Auth Roles page in NetSuite is where these settings reside (Source:

technologyblog.rsmus.com)(Source: technologyblog.rsmus.com).
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SSO-only Roles: Similarly, when using SSO, you control which roles can use SAML or OIDC SSO by

granting the appropriate permission. Users logging in via SSO will only have access to roles that have

been SSO-enabled. If a role lacks the SSO permission, the user won’t be able to access NetSuite

with that role via the SSO login (they would need to log in using NetSuite credentials for that role, if

allowed). This can be used to ensure certain roles are only used in certain contexts. For instance, you

might require that your employees use SSO for their primary roles (so that all logins go through your

IdP), but you might keep an “Emergency Admin” role that is password-based in case your IdP is

down – that role would intentionally not have the SAML permission. Note that if a role has both SSO

and 2FA required, the SSO login will bypass the 2FA prompt in NetSuite (Source: docs.oracle.com)

(the assumption being the IdP handles MFA).

Multiple Roles and Role Selection: NetSuite allows users to be assigned multiple roles. Upon

interactive login, if a user has more than one role, they can switch between roles after logging in (via

a role selection dropdown in the UI). However, it’s important to understand that the login

authentication is tied to one role at a time. For example, if a user has an “Employee” role and an

“Administrator” role, and only the Admin role requires 2FA, when they log in as Admin they’ll do 2FA,

but if they switch to the Employee role the session is still considered authenticated (they don’t re-

login, just switching context). With SAML SSO, an IdP can actually specify which role to log the user

into by default via the SAML assertion attributes (Source: docs.oracle.com). In practice, companies

with SSO often manage role assignment carefully – possibly giving each user a single primary role to

avoid confusion, or guiding them on how to switch roles in NetSuite as needed. The interface will

show “Currently logged in as [Role]” and allow switching if other roles are available (subject to any

restrictions like Web Services only). Figure: The screenshot below shows an example of a user being

prompted for a 2FA verification code when logging in, with the option to choose an alternate role if

available. Notice that the user’s role (MFG – Sales) is indicated during login, and other roles would be

listed as options if applicable

https://technologyblog.rsmus.com/technologies/netsuite/two-factor-authentication-2fa-for-

netsuite/

.

Web Services Only Roles: NetSuite provides a checkbox on roles called “Web Services Only Role”.

Marking a role as web-services-only means that role cannot be used to log in through the

NetSuite UI – it’s exclusively for API (SuiteTalk) access (Source: docs.oracle.com)(Source:

docs.oracle.com). If a user somehow tries to log in interactively with that role, NetSuite will throw a

validation error and prevent it (Source: docs.oracle.com). This is a security feature: you might create

a role with elevated permissions that an integration needs, but you never want a human to use that

role in the web interface (because they could then use those permissions in unintended ways). For

example, say an integration role has permission to edit financial records (because an automated
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integration needs to do so), but you don’t want a regular employee to log in via the UI and directly

make those edits. Making the role WS-only solves this – the integration can login via SOAP/REST API

using that role’s token, but the user cannot select that role in the UI (Source: docs.oracle.com). It

essentially sandboxes the role to programmatic use. Best practice: for each integration, assign a

unique Web Services Only role with minimal necessary permissions to a dedicated integration user.

This reduces risk dramatically.

Role Permissions Impact on Integration Auth: The permissions within a role also govern what an

integration can do when using that role via TBA/OAuth. It’s worth noting that to use certain auth

methods, specific permissions are needed. For example, to use token authentication, the role must

have the permission “User Access Tokens” (to allow the user to create tokens) and/or “Access Token

Management” if you want them to manage tokens for the whole account (Source: info.ennvee.com)

(Source: info.ennvee.com). To use REST web services, the role needs “REST Web Services”

permission; to use RESTlets, the role needs “RESTlets” permission, etc. If these are missing, the

integration calls will get permission errors. NetSuite also often requires the “Web Services”

permission (for SOAP) on any role used for SOAP integrations. These are technical details, but the

administrator setting up roles for integration should be careful to include all needed permissions but

nothing more.

Overall, role-based access control in NetSuite is a powerful tool to enforce least privilege and context-

based access. CFOs should ensure that the right segregation of duties is implemented via roles – for

instance, your personal login might have a CFO role that cannot, say, administer the system (to reduce

risk), and a separate admin login exists for system changes. And for integrations, always use special roles

rather than re-using an existing high-power role. Proper configuration of roles and their login

requirements (2FA, SSO, or restricted to API) will significantly strengthen your NetSuite security posture.

Legacy Login Methods and Deprecated Features

NetSuite’s authentication capabilities have evolved over the years. In doing so, a few older login methods

have been deprecated or superseded by more secure modern approaches. As a NetSuite admin or

stakeholder, you should be aware of these legacy methods, especially if you have older integrations that

might still rely on them:

SuiteSignOn (Outbound Single Sign-On) – Deprecated: “SuiteSignOn” was NetSuite’s earlier

mechanism for outbound single sign-on, meaning it allowed an external application to authenticate

to NetSuite through a token exchange (often used with legacy web services integrations). Despite

the name, SuiteSignOn is not about users logging into NetSuite via SSO (that’s inbound SSO), but

rather about other systems using NetSuite as an identity provider or SSO broker for web services

calls (Source: docs.oracle.com)(Source: docs.oracle.com). SuiteSignOn is being fully retired. Oracle
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announced end-of-support for SuiteSignOn: in NetSuite 2024.1 it was disabled in non-production

accounts, and in 2024.2 it was disabled in production accounts (Source: community.oracle.com)

(Source: community.oracle.com). As of the 2025.1 release, SuiteSignOn is completely no longer

supported (Source: docs.oracle.com). Any integration using SuiteSignOn will stop working if not

already migrated. The recommended replacement is to use the “NetSuite as OIDC Provider”

feature for outbound SSO needs (Source: community.oracle.com) – essentially, if an external system

needs to SSO into NetSuite, it should now use an OpenID Connect flow. For practical purposes, most

customers replaced SuiteSignOn integrations with token-based auth or OAuth long ago, as

SuiteSignOn was not widely used outside of specific SuiteCloud scenarios. If your organization had a

legacy integration that did a weird login handshake with NetSuite, it’s likely this, and it must be

refactored now that it’s deprecated.

Inbound Single Sign-On (Legacy) – Replaced by SAML/OIDC: Prior to supporting SAML 2.0 and

OIDC, NetSuite had its own proprietary inbound SSO methods (at one point, a feature to log in via an

Oracle OpenID or Google OpenID, etc.). Those older approaches are now fully deprecated. In fact,

NetSuite’s Inbound SSO feature was officially deprecated in 2021.1 – any solution using the old

inbound SSO ceased to work after that (Source: docs.oracle.com)(Source: docs.oracle.com). Oracle

explicitly advised customers to migrate to either the new OIDC Single Sign-On feature (introduced

in 2019.2) or to SAML 2.0 SSO(Source: docs.oracle.com). In essence, if you were using some

earlier custom SSO (perhaps a legacy Google OpenID login or a third-party tool that wasn’t SAML-

compliant), it’s no longer supported. Today, SAML and OIDC cover all the needs for inbound user

SSO to NetSuite. For example, a few years ago some companies allowed login to NetSuite with

Google Apps accounts via an older OpenID method – those would have been migrated to SAML with

Google or to OIDC by now. The bottom line: any non-SAML, non-OIDC SSO method is legacy and

gone.

Direct User Credentials for API (NLAuth) – Phased Out: In the past, integrations could

authenticate to NetSuite by providing a username and password (and account ID and role) either via

a special SOAP login operation or via HTTP headers (often called NLAuth). This was a common

approach before 2015 and was supported up through 2020 in various forms. However, NetSuite has

strongly moved away from allowing direct user credentials for integrations. As of the 2020.2 API

endpoint, the SOAP web services no longer accept the Passport  login (user credentials) for

authentication – any attempt to use user/password on 2020.2+ endpoints results in an error (Source:

docs.oracle.com). Similarly, as of 2021, RESTlet calls no longer accept basic authorization with user

credentials for highly privileged roles (Source: docs.oracle.com)(Source: docs.oracle.com). And

because admin roles must have 2FA, you effectively cannot use an Admin’s password via API at all

(Source: docs.oracle.com). All these changes mean that the old integration pattern of “store an

admin username and password in my script to call NetSuite” is officially obsolete and will fail in

current versions. NetSuite’s message is clear: use TBA or OAuth 2.0 for any API integration (Source:
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docs.oracle.com)(Source: docs.oracle.com). The only minor exception might be certain non-

production scenarios or internal scripts, but even those should transition. If you have scripts or

connectors still using NLAuth (basic auth) with a saved password, plan to update them – not only for

compliance (they may already be broken) but for security (no one wants plain credentials stored in

code).

SuiteTalk SOAP “Login” Operation – Legacy: SuiteTalk is the name of NetSuite’s SOAP API.

Historically, a client could call a login  operation with a user’s email, password, role, and account to

start a session. This session-based auth is also essentially retired in newer WSDL versions. The

recommendation since TBA was introduced is not to use the login operation but to authenticate each

request with token-based credentials instead (Source: docs.oracle.com). In fact, mixing the old

session login with token auth in the same SOAP request is not allowed (Source: docs.oracle.com).

New integrations should avoid using the SOAP login at all – it’s an unnecessary stateful step when

you can just send a token in each request. Oracle’s 2020 deprecation of user credentials in SOAP

means if you update to the latest API version you wouldn’t be able to login that way anyway (Source:

docs.oracle.com).

Mobile PIN and Other Minor Methods: Older versions of NetSuite’s mobile app allowed a PIN code

as a quick login after initial authentication, and the current NetSuite mobile app supports biometric

unlock (FaceID/TouchID on phones) (Source: docs.oracle.com)(Source: docs.oracle.com). These

aren’t separate authentication methods per se – they are built on the primary methods (the biometric

or PIN just unlocks a locally stored session token that was obtained via normal login/SSO). For

completeness: there used to be a concept of “application-specific passwords” for certain

integrations (like the Outlook email integration) which allowed a separate password that bypassed

2FA. NetSuite now handles those use cases with token auth as well, so those are largely gone or

under the hood.

SMS/Voice 2FA (Soft Deprecation): As noted, NetSuite is ending support for 2FA by SMS or voice

call (sometimes called “SMA” in documentation) as of March 1, 2024 (Source: withum.com). This is

more of a feature update than a login method deprecation, but it’s worth mentioning to avoid

confusion. If any user was using text-message codes to log in, they will be required to switch to an

authenticator app. This aligns with industry best practices since SMS-based 2FA is less secure

(vulnerable to SIM swap, etc.). Going forward, all NetSuite 2FA will use authenticator apps or similar

methods.

In summary, the legacy authentication methods in NetSuite – SuiteSignOn, old inbound SSO, and direct

credential auth – have all been retired in favor of the more robust methods we detailed in the previous

section. If your organization has been using NetSuite for many years, it’s worth double-checking that

none of your integrations or customizations are clinging to these older approaches. Most likely, any
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critical integration would have been updated by now to use tokens, but it’s a good housekeeping item.

The NetSuite 2021+ releases enforced these changes to ensure customers are using modern, more

secure authentication.

Authentication for Integrations (APIs, Web Services, and

RESTlets)

Beyond user interface logins, a significant aspect of NetSuite access is machine-to-machine

integration. Many companies have external systems (e.g., e-commerce websites, CRM systems, data

warehouses, etc.) that need to communicate with NetSuite. NetSuite provides several integration

interfaces – and each has specific authentication mechanisms. Here’s how authentication works for the

main integration methods:

SuiteTalk SOAP Web Services: This is the classic SOAP-based API (often just called “Web

Services” in NetSuite documentation). As discussed, SOAP web services historically allowed login via

user credentials, but on current versions the only supported authentication for SOAP is Token-

Based Authentication(Source: docs.oracle.com)(Source: docs.oracle.com). An integration calling

the SOAP API should include the TBA token in the SOAP header (NetSuite supports a “request-level

credentials” approach where you provide token key/secret and consumer key/secret in the HTTP

headers, rather than doing a session-based login) (Source: docs.oracle.com). If you attempt to use

the login  operation or provide a user/password in a 2020.2+ SOAP request, it will be rejected

(Source: docs.oracle.com). So any SOAP integration must be using a token. NetSuite’s

documentation bluntly says: “You should not employ user credentials for SOAP web services. Use

Token-based Authentication instead.”(Source: docs.oracle.com)(Source: docs.oracle.com). The

SOAP API also requires an Application ID to be included (a GUID from your integration record) if

using user credentials on older versions, but with TBA it’s implicitly linked via the token. In sum, for

SOAP: create an integration record, assign a user+role, generate a token, and use that. Make sure the

role has the needed SOAP permissions (“Web Services” permission) and any record permissions

required.

REST Web Services (SuiteTalk REST API): In recent years, NetSuite introduced a RESTful API for

record access (often called the SuiteTalk REST API, different from custom RESTlets). For these REST

Web Services, NetSuite supports both TBA and OAuth 2.0 for auth (Source: docs.oracle.com)

(Source: docs.oracle.com). OAuth 2.0 is encouraged for REST because it’s easier (no manual

signature calc) (Source: docs.oracle.com). In fact, the official guide states: “OAuth 2.0 is the

preferred authentication method... use OAuth 2.0 instead of TBA whenever possible.”(Source:

docs.oracle.com). However, TBA is still an option if needed. This API does not support direct login

with user credentials at all (nor would that make sense in REST). So any integration using the REST
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Records API needs to be registered as an integration and use either an OAuth 2.0 token or a TBA

token in the HTTP Authorization header. Many integration platforms (like Boomi, MuleSoft, etc.) now

have connectors that natively support NetSuite’s OAuth 2.0 – making life easier for admins (just plug

in consumer key/secret and let the connector handle token retrieval/refresh). If building in-house,

developers can use NetSuite’s documented OAuth flows to get a token for REST calls (Source:

docs.oracle.com).

SuiteScript RESTlets: RESTlets are custom RESTful endpoints that you can develop with SuiteScript

to extend NetSuite’s API. Authenticating to RESTlets works similarly to SOAP or REST API – you can’t

just call them with no auth. Originally, you could call RESTlets using basic auth (NLAuth header with

user email and password), but that’s no longer allowed for 2FA roles and officially not supported from

2021 onward (Source: docs.oracle.com)(Source: docs.oracle.com). Instead, you should call RESTlets

with either a TBA token or an OAuth 2.0 token in the header (Source: docs.oracle.com)(Source:

docs.oracle.com). The Authentication Matrix in Oracle’s help clearly shows for RESTlets: “Supported

methods: Token-Based Auth or OAuth 2.0 (user credentials not supported as of 2021)” (Source:

docs.oracle.com)(Source: docs.oracle.com). This means if you have any RESTlet integrations (for

example, a custom web page submitting data to a NetSuite RESTlet), you must implement token

auth. The process is the same: treat it like any other integration – create an integration record, get

tokens or set up OAuth, and use that.

SuiteAnalytics Connect (ODBC/JDBC): This is NetSuite’s ODBC driver / JDBC for connecting to the

analytic data warehouse (essentially allowing SQL queries against NetSuite data). Authentication for

SuiteAnalytics Connect historically required a separate ODBC account (you would use your NetSuite

email and a special ODBC password, because it couldn’t prompt for 2FA). However, NetSuite now

supports OAuth 2.0 for SuiteAnalytics Connect as well (Source: docs.oracle.com). Using OAuth is

preferred since it sidesteps the issue of 2FA incompatibility – as noted earlier, 2FA roles cannot

directly use Connect with basic credentials (Source: docs.oracle.com). Administrators can configure

an OAuth 2.0 client for Connect, or use a token if the driver supports it. If someone in finance is using

Excel with an ODBC connection to NetSuite, ensure they update their driver and use OAuth if

possible, otherwise they may need an exemption (like a non-2FA role which is not ideal). NetSuite’s

push is to eliminate any password-based access for these external connections.

Device ID Authentication (SuiteCommerce InStore): A unique case is the authentication used by

SuiteCommerce InStore (SCIS), which is NetSuite’s point-of-sale system. SCIS uses a concept of

Device ID Authentication – essentially registering a device (like an iPad cash register) with a device

ID and a key so that it can automatically authenticate to NetSuite without a user entering credentials

every time (Source: docs.oracle.com)(Source: docs.oracle.com). This was developed to streamline

in-store usage, where a salesperson might not individually log in/out for each transaction. NetSuite

customers can potentially leverage the same Device ID auth for custom applications if needed

(Source: docs.oracle.com), but this is a niche scenario. It’s mentioned here for completeness: Device
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IDs are configured in NetSuite and tied to a certain level of access (likely via a role). This method is

tightly controlled and primarily relevant to retail deployments. Most CFOs won’t encounter it unless

you’re dealing with a retail arm using SCIS. The key point: it’s another way NetSuite can authenticate

an “entity” (device) in a trusted way without interactive login. If not using SCIS, you probably won’t

use this.

NetSuite as an OAuth2 IdP (Outbound Integration SSO): This is the flip side of SuiteSignOn.

NetSuite can act as an OpenID Connect Provider for external applications (Source:

docs.oracle.com)(Source: docs.oracle.com). For example, if you have a custom web app that needs

to allow users to log in with their NetSuite credentials, you could use NetSuite as the identity source

via OAuth2/OIDC. This is an advanced scenario and relatively rare (since typically one would use a

corporate IdP, not NetSuite, as the source). Still, it exists: NetSuite can issue OAuth2 tokens for its

users to other applications. This is more relevant for developers extending the NetSuite ecosystem.

The majority of organizations will instead integrate NetSuite into their existing IdP rather than vice

versa.

To boil it down for practical guidance: All integrations to NetSuite must use either Token-Based Auth

or OAuth 2.0 (or a specialized flow like device ID if applicable). Direct user logins in integrations are no

longer supported. When planning an integration, decide if the REST API or SOAP API fits best, and then

set up the appropriate token or OAuth credentials. If working with a third-party vendor integration, ensure

they support NetSuite’s token-based auth – most certified SuiteApps and integration tools do. As an

admin, maintain a list of integration records and tokens, and review them periodically (who is using what

token, does that token have an appropriate role with least privilege, etc.). This will keep your system

secure and compliant with NetSuite’s recommended practices (Source: emergetech.com)(Source:

emergetech.com).

Best Practices for Secure Authentication & Access Management

Managing NetSuite authentication isn’t just about the mechanics of login methods – it’s about

implementing policy and practices to ensure your account is secure. Here are some best practices CFOs

and NetSuite Admins should consider:

1. Enforce Two-Factor Authentication for All Sensitive Access: NetSuite already requires 2FA for

admins and high-privilege roles (Source: docs.oracle.com), but you may want to go further and enable

2FA for all employee roles. Financial data is sensitive, and even roles that only view reports could be

targets for compromise. NetSuite makes it easy to mark any role as 2FA-required (Source:

technologyblog.rsmus.com). Consider requiring 2FA for any role that can view or edit critical data

(accounting, sales ops, etc.). Users might protest initially, but with authenticator apps it’s a quick process

and greatly lowers risk of account takeover. Also ensure users have guidance to securely store their 2FA
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backup codes (and that your helpdesk process for 2FA resets is robust). Many companies now have a

policy: “If you access NetSuite, you must have 2FA.” This is wise given the financial and personal data

inside an ERP.

2. Use Single Sign-On for User Convenience and Control: If your organization has an identity provider

or SSO platform, integrate NetSuite with it (via SAML or OIDC). This not only spares users from

remembering another password, it allows central control: when an employee leaves, disabling them in the

IdP instantly cuts off NetSuite access. It also means you can apply your corporate password policy and

MFA policy to NetSuite. For example, if your company uses Okta with adaptive MFA, a user logging into

NetSuite through Okta will automatically adhere to those rules. SSO also improves user experience – one-

click access and fewer login prompts. From a compliance standpoint, SSO provides an audit trail in your

IdP of who accessed NetSuite and when, which can complement NetSuite’s internal login audit. Just be

sure to keep an emergency admin credential (with 2FA) for times when the IdP might be unavailable (a

break-glass account). Also, test the role provisioning – often you might want to use SCIM or automated

user provisioning so that new hires get a NetSuite account and appropriate role assignment from day

one, and SSO makes that seamless.

3. Secure Your Integrations – No Shared Passwords: Never use a general user’s login credentials in an

integration script. Every integration should have its own Integration User account in NetSuite, with a

dedicated custom role granting only the permissions that integration needs (Source: emergetech.com)

(Source: emergetech.com). Mark that role as “Web Services Only” if interactive login is not needed

(Source: docs.oracle.com). Use Token-Based Authentication or OAuth 2.0 for the integration to

authenticate – this way, you aren’t embedding passwords in code and aren’t affected by password

changes or 2FA issues (Source: info.ennvee.com)(Source: docs.oracle.com). If the integration is provided

by a vendor (SuiteApp or connector), they should instruct you to create an integration record and

generate tokens – follow those steps diligently and do not reuse an admin’s token for multiple

integrations. By isolating integrations, you can individually revoke one without impacting others if

something suspicious is detected.

4. Principle of Least Privilege (Role Design): When creating roles for users or integrations, give the

minimum permissions required. For instance, if a third-party budgeting tool needs to pull NetSuite data

via API, don’t use a full Administrator token – create a “Budget Export” role that maybe only has read

access to the specific records (financials, transactions) needed for the integration (Source:

emergetech.com)(Source: emergetech.com). This way, even if the token is compromised, the damage is

limited. NetSuite’s role customization allows very granular control, and you can have multiple custom

roles for different purposes. Regularly review who has which roles – CFOs might request a quarterly user

access review to ensure, for example, that the person with the “NetSuite Administrator” role is still in IT

and authorized, etc. Pay special attention to highly privileged permissions (like Manage Billing, Edit GL,

etc.) – those roles should definitely have 2FA and be tightly assigned.
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5. Leverage IP Address Restriction Features: NetSuite allows you to restrict login by IP address at the

account level or employee level (Source: emergetech.com)(Source: emergetech.com). For added

security, some companies choose to only allow NetSuite access from certain networks (e.g., corporate

office or VPN IPs). In NetSuite’s Company Information or Employee records, you can specify allowed IP

ranges (Source: emergetech.com). If an attacker somehow gets a user’s credentials, but tries to login

from an IP that’s not on the allowed list, they will be blocked (Source: emergetech.com)(Source:

emergetech.com). This might not be practical for all (especially with remote work – collecting home IPs is

tricky and they change), but it’s a consideration for roles like Administrator. You might, for example, allow

Admin login only from your HQ’s public IP or through your SSO (which might enforce IP rules itself). If

implementing IP restrictions, have a process to update them when users travel or ISP changes occur, to

avoid locking out legitimate access.

6. Monitor Login Activity and Set Alerts: NetSuite provides a Login Audit Trail that tracks all login

attempts (successful and failed). As an admin, you should periodically review this or set up saved

searches for anomalies – e.g., multiple failed logins for a user (could indicate a brute force attempt), or

logins from unusual locations. Since CFOs often are concerned with risk, it might be worth setting up an

alert if, say, an admin account logs in outside business hours or from an unexpected country. NetSuite

can’t send alerts out-of-the-box for that, but you can use saved search email alerts or SuiteScript for

customization. Also, Oracle offers services like Adaptive Access Control in some editions that can flag

suspicious logins. Even without those, a proactive review of login logs is a good practice.

7. Educate Users on Security Practices: All the technical controls won’t help if users fall prey to

phishing. Make sure users know that NetSuite will never ask for their password via email, and to be wary

of any login page that doesn’t look right. Since many users access NetSuite via a web browser, remind

them to check the URL (it should be a *.netsuite.com domain or your IdP’s domain for SSO). Using SSO

helps here, because users get used to only logging in at the IdP. Also encourage the use of password

managers for any direct logins to avoid weak passwords or reuse. The CFO can take a leadership role in

promoting a security-aware culture, since finance often is targeted by social engineering.

8. Keep NetSuite and Devices Updated: This is a general IT tip but relevant – ensure anyone accessing

NetSuite has up-to-date browsers and OS (NetSuite will drop support for old TLS versions, for example).

Oracle maintains strict security on their cloud, but the endpoint (user’s machine) must be secure too. The

company’s IT should enforce latest updates on employee devices to reduce chances of keyloggers or

malware that could compromise NetSuite sessions (Source: emergetech.com)(Source: emergetech.com).

By following these best practices – enforcing 2FA, adopting SSO, using tokens for integrations, limiting

privileges, and staying vigilant – you significantly reduce the risk of unauthorized access to your NetSuite

accounts. In audit terms, these controls help ensure only the right people (or systems) have the right

access at the right time, which is exactly what you want for a system that holds critical financial and

operational data.

NetSuite Login & Authentication: Guide for Admins & CFOs

Page 19 of 25

https://emergetech.com/netsuite-login-best-practices/#:~:text=NetSuite%20admins%20can%20control%20the,access%20to%20your%20sensitive%20data
https://emergetech.com/netsuite-login-best-practices/#:~:text=account,access%20to%20your%20sensitive%20data
https://emergetech.com/netsuite-login-best-practices/#:~:text=Access%20Oracle%20NetSuite%20Login%20IP,Access%20Settings
https://emergetech.com/netsuite-login-best-practices/#:~:text=NetSuite%20admins%20can%20control%20the,access%20to%20your%20sensitive%20data
https://emergetech.com/netsuite-login-best-practices/#:~:text=account,access%20to%20your%20sensitive%20data
https://emergetech.com/netsuite-login-best-practices/#:~:text=Bonus%3A%20Update%20Your%20Software
https://emergetech.com/netsuite-login-best-practices/#:~:text=Keep%20your%20software%20and%20systems,gain%20access%20to%20your%20account
https://houseblend.io/?utm_source=pdf
https://houseblend.io/articles/netsuite-login-authentication-guide


Real-World Examples of NetSuite Login Configurations

To tie everything together, let’s look at a few example scenarios demonstrating how companies might

configure NetSuite authentication in practice. These illustrate the combination of methods described

above in real business contexts:

Example 1: MidCorp Inc – SSO for Users, TBA for Integrations MidCorp Inc, a mid-sized enterprise,

uses Okta as its corporate Identity Provider. The NetSuite admin at MidCorp has enabled SAML SSO in

NetSuite and configured Okta with NetSuite’s SAML metadata (Source: technologyblog.rsmus.com)

(Source: technologyblog.rsmus.com). All internal users are assigned a NetSuite SSO role (their standard

employee role with SAML permission). Now, employees login to NetSuite through Okta – either by going

to Okta’s portal and clicking the NetSuite app, or by entering their NetSuite URL which redirects to Okta.

They authenticate with their Okta credentials + Okta MFA (Okta Verify app) and are then automatically

signed into NetSuite. No one uses a NetSuite-specific password anymore for daily use. This makes

onboarding and offboarding easier (IT just manages Okta groups), and CFO notices fewer “I forgot my

NetSuite password” issues.

MidCorp also has several integrations: their e-commerce website pulls inventory availability from

NetSuite and posts orders, and a separate Salesforce integration syncs customer data. For each

integration, the admin created a dedicated integration role in NetSuite, limited to the necessary

permissions (for example, the e-commerce role can read items and write sales orders, nothing more).

Each integration role is marked “Web Services Only” to prevent anyone using it in the UI (Source:

docs.oracle.com). The admin created an “Ecom Integration User” and a “CRM Sync User” in NetSuite,

each assigned only their integration role. Then, for the e-commerce site, she created a Token-Based Auth

integration record in NetSuite and generated a token for the Ecom Integration User/role – providing the

token ID/secret and consumer key/secret to the web developers. The website now authenticates API calls

using those tokens (no passwords). Similarly, the Salesforce connector was configured using an OAuth

2.0 client credential flow – the admin created an integration record allowing OAuth2 and provided the

client ID/secret to the connector, which exchanges them for an access token to call NetSuite’s REST API

(Source: docs.oracle.com)(Source: docs.oracle.com). Both integrations run smoothly and securely: if an

issue arises, the admin can revoke just that token without impacting any other part of NetSuite.

MidCorp’s CFO sleeps better knowing that even if one integration account were compromised, it has very

limited access, and no actual user passwords are at risk.

Example 2: SmallCo Ltd – Native 2FA and OAuth for a Third-Party App SmallCo Ltd is a smaller

business that doesn’t use an external SSO provider. They rely on NetSuite’s native username/password

login with 2FA. The NetSuite Administrator (who also happens to be the IT manager) has enforced 2FA for

all roles in the account, not just admin – meaning every user, including the CFO, had to set up Google

Authenticator when they first logged in (Source: docs.oracle.com)(Source: docs.oracle.com). Now,

NetSuite Login & Authentication: Guide for Admins & CFOs

Page 20 of 25

https://technologyblog.rsmus.com/industry/life-sciences/configuring-saml-sso-2-0-within-netsuite/#:~:text=Now%2C%20how%20does%20this%20process,the%20IdP%20we%20will%20use
https://technologyblog.rsmus.com/industry/life-sciences/configuring-saml-sso-2-0-within-netsuite/#:~:text=1,Terms%20of%20Service%20page%3B%20if
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/section_N3424894.html#:~:text=The%20Web%20Services%20Only%20role,sensitive%20records
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_157769826287.html#:~:text=NetSuite%20supports%20OAuth%202,request%20signing%20is%20not%20required
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_157769826287.html#:~:text=OAuth%202,instead%20of%20TBA%20whenever%20possible
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_N327688.html#:~:text=,Factor%20Authentication%20%282FA
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_N327688.html#:~:text=,11%20for%20more%20information
https://houseblend.io/?utm_source=pdf
https://houseblend.io/articles/netsuite-login-authentication-guide


whenever users log in to NetSuite, after entering their email and password, they are prompted for a 6-

digit code from their phone. It’s an extra step, but they have peace of mind that a stolen password alone

can’t grant access. The admin also set the 2FA “trusted device” duration to 30 days for convenience, so

users don’t have to do it every single day on their primary devices (Source: technologyblog.rsmus.com)

(Source: technologyblog.rsmus.com).

SmallCo also uses a cloud budgeting software that needs to pull data from NetSuite each month. This

budgeting app supports NetSuite’s REST API using OAuth 2.0. The SmallCo admin created an integration

record in NetSuite for “BudgetApp”, enabled OAuth 2.0, and got a client ID/secret. In NetSuite, she also

assigned a special “Budget Reporting” role to the Controller user, with permissions to view transactions

and financial records, and gave that role the necessary REST Web Services permission. When setting up

the BudgetApp, the Controller went through an OAuth 2.0 authorization code flow: BudgetApp opened a

browser window to NetSuite’s OAuth page, the Controller logged in with his NetSuite credentials + 2FA,

and was asked “Do you allow BudgetApp to access your NetSuite data?” He approved, and the app

received an OAuth token. Now the budgeting app can fetch data as needed, under the Controller’s role,

without asking for credentials again. The token will refresh automatically. SmallCo’s CFO likes this setup

because it was easy (no complex IT work beyond initial config) and she knows exactly what data is being

shared. If the budgeting app is ever replaced or suspected of an issue, the admin can revoke its OAuth

access in NetSuite’s OAuth 2.0 management screen (Source: docs.oracle.com).

Example 3: GlobalCorp – Multi-Account Access with OIDC and Device-Specific Security GlobalCorp

operates in multiple regions and has two NetSuite accounts (one for North America, one for Europe).

Many finance users, including the CFO, need access to both. To simplify, GlobalCorp set up NetSuite’s

OpenID Connect SSO using Azure AD (Microsoft Entra ID) as the IdP. Both NetSuite accounts are

configured to trust the same Azure AD tenant via OIDC. This allows a user to log in once via Azure (with

their Office 365 credentials and MFA), and then in NetSuite’s interface they can switch between the NA

and EU roles without logging in again – thanks to the shared OIDC session (Source: docs.oracle.com).

The CFO appreciates that switching subsidiaries is just a drop-down menu now, whereas before he had to

maintain two logins and constantly re-authenticate. Azure AD enforces conditional access, so if CFO is

logging in from a new device or location, it might prompt for additional verification – those policies extend

to NetSuite access too via OIDC.

Additionally, GlobalCorp has retail stores using SuiteCommerce InStore (SCIS) for point-of-sale. The store

iPads are set up with Device ID Authentication. Each device has been registered in NetSuite with a

device ID and given a specific role that grants just the needed inventory and sales transaction

permissions. When a store clerk launches the SCIS app, it does not prompt for a NetSuite login; instead, it

uses the device’s credentials to connect (NetSuite knows that device 123 is allowed to perform certain

operations) (Source: docs.oracle.com). Clerks authenticate to the iPad itself through a PIN, and NetSuite

trusts the device. This speeds up the checkout process because clerks aren’t logging in and out of
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NetSuite for each sale. From HQ’s perspective, they have full traceability: transactions are logged under a

generic “Store Clerk (Device 123)” user with audit trail, and they can revoke a device’s access instantly if

an iPad is lost. They complement this by rotating the device keys periodically.

Example 4: ServiceCo – Hardened Security Setup ServiceCo is a professional services firm dealing

with very sensitive client data in NetSuite. They have implemented multiple layers of security for NetSuite

access. All users must connect through the corporate VPN, and NetSuite logins are restricted to the

company’s public IP ranges (Source: emergetech.com)(Source: emergetech.com). They use SAML SSO

with PingFederate as IdP, and PingFederate itself requires a physical U2F security key for MFA. So a user

needs their smartcard or YubiKey to even SSO into NetSuite. ServiceCo also set NetSuite to automatically

lock out any user after 3 failed login attempts and notify the admin – an old-school approach, but

given that nearly all logins are via SSO, any direct login attempts are suspicious. For integrations,

ServiceCo does not allow any third-party direct integrations; instead, they built a middleware that pulls

data via SuiteTalk using a token. That integration user’s role is read-only for specific records. They

regularly review the Access Token usage log in NetSuite (which shows when tokens were last used) and

disable tokens that haven’t been used in a while, as part of housekeeping.

While this might sound extreme, for the CFO of ServiceCo, these measures provide assurance to their

clients during security assessments. They can demonstrate that accessing NetSuite requires multiple

factors and network-level security, making unauthorized access highly unlikely.

Each of these examples shows a different blend of NetSuite’s authentication tools in action. Your

organization’s setup will depend on its size, compliance requirements, and IT infrastructure. A smaller

company might stick to NetSuite’s built-in 2FA and simple token integrations, whereas a larger enterprise

will integrate with SSO and have more complex role strategies. As a CFO or NetSuite Admin,

understanding these possibilities allows you to make informed decisions that balance ease of use for your

team with the necessary level of security for your data.

Conclusion

NetSuite provides a rich set of authentication methods – from traditional logins with strong 2FA, to

seamless single sign-on with SAML/OIDC, and secure token-based access for integrations – to ensure

that only authorized users and systems can access your financial data. The landscape of NetSuite login

options has matured significantly, phasing out legacy practices in favor of industry-standard, secure

approaches. As stewards of your organization’s financial system, CFOs and NetSuite Administrators

should work hand-in-hand to implement these authentication methods following best practices: enforce

two-factor authentication, integrate with corporate SSO, use least-privileged roles and tokens for
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integrations, and stay vigilant through auditing and policy. By doing so, you’ll protect your NetSuite

environment against unauthorized access and align with compliance requirements, all while providing a

smooth user experience for your team.

Remember that security is an ongoing process. Regularly review NetSuite’s release notes for any changes

to authentication features (for example, the deprecation of SMS 2FA or SuiteSignOn), and keep your user

awareness training up to date. Fortunately, Oracle continues to invest in NetSuite’s security features –

and with the knowledge from this guide, you can confidently leverage all the available login methods to

keep your company’s crown jewels safe. Happy (and secure) NetSuite logging in!
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About Houseblend

HouseBlend.io is a specialist NetSuite™ consultancy built for organizations that want ERP and integration projects

to accelerate growth—not slow it down. Founded in Montréal in 2019, the firm has become a trusted partner for

venture-backed scale-ups and global mid-market enterprises that rely on mission-critical data flows across

commerce, finance and operations. HouseBlend’s mandate is simple: blend proven business process design with

deep technical execution so that clients unlock the full potential of NetSuite while maintaining the agility that first

made them successful.

Much of that momentum comes from founder and Managing Partner Nicolas Bean, a former Olympic-level athlete

and 15-year NetSuite veteran. Bean holds a bachelor’s degree in Industrial Engineering from École Polytechnique

de Montréal and is triple-certified as a NetSuite ERP Consultant, Administrator and SuiteAnalytics User. His

résumé includes four end-to-end corporate turnarounds—two of them M&A exits—giving him a rare ability to

translate boardroom strategy into line-of-business realities. Clients frequently cite his direct, “coach-style”

leadership for keeping programs on time, on budget and firmly aligned to ROI.

End-to-end NetSuite delivery. HouseBlend’s core practice covers the full ERP life-cycle: readiness assessments,

Solution Design Documents, agile implementation sprints, remediation of legacy customisations, data migration,

user training and post-go-live hyper-care. Integration work is conducted by in-house developers certified on

SuiteScript, SuiteTalk and RESTlets, ensuring that Shopify, Amazon, Salesforce, HubSpot and more than 100 other

SaaS endpoints exchange data with NetSuite in real time. The goal is a single source of truth that collapses

manual reconciliation and unlocks enterprise-wide analytics.

Managed Application Services (MAS). Once live, clients can outsource day-to-day NetSuite and Celigo®

administration to HouseBlend’s MAS pod. The service delivers proactive monitoring, release-cycle regression

testing, dashboard and report tuning, and 24 × 5 functional support—at a predictable monthly rate. By combining

fractional architects with on-demand developers, MAS gives CFOs a scalable alternative to hiring an internal team,

while guaranteeing that new NetSuite features (e.g., OAuth 2.0, AI-driven insights) are adopted securely and on

schedule.

Vertical focus on digital-first brands. Although HouseBlend is platform-agnostic, the firm has carved out a

reputation among e-commerce operators who run omnichannel storefronts on Shopify, BigCommerce or Amazon

FBA. For these clients, the team frequently layers Celigo’s iPaaS connectors onto NetSuite to automate fulfilment,

3PL inventory sync and revenue recognition—removing the swivel-chair work that throttles scale. An in-house

R&D group also publishes “blend recipes” via the company blog, sharing optimisation playbooks and KPIs that cut

time-to-value for repeatable use-cases.

Methodology and culture. Projects follow a “many touch-points, zero surprises” cadence: weekly executive

stand-ups, sprint demos every ten business days, and a living RAID log that keeps risk, assumptions, issues and

dependencies transparent to all stakeholders. Internally, consultants pursue ongoing certification tracks and pair

with senior architects in a deliberate mentorship model that sustains institutional knowledge. The result is a

delivery organisation that can flex from tactical quick-wins to multi-year transformation roadmaps without

compromising quality.
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Why it matters. In a market where ERP initiatives have historically been synonymous with cost overruns,

HouseBlend is reframing NetSuite as a growth asset. Whether preparing a VC-backed retailer for its next funding

round or rationalising processes after acquisition, the firm delivers the technical depth, operational discipline and

business empathy required to make complex integrations invisible—and powerful—for the people who depend on

them every day.

DISCLAIMER

This document is provided for informational purposes only. No representations or warranties are made regarding the

accuracy, completeness, or reliability of its contents. Any use of this information is at your own risk. Houseblend shall not be

liable for any damages arising from the use of this document. This content may include material generated with assistance

from artificial intelligence tools, which may contain errors or inaccuracies. Readers should verify critical information

independently. All product names, trademarks, and registered trademarks mentioned are property of their respective owners

and are used for identification purposes only. Use of these names does not imply endorsement. This document does not

constitute professional or legal advice. For specific guidance related to your needs, please consult qualified professionals.
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