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Executive Summary

The NetSuite Al Connector Service is a new integration framework that allows organizations to connect external artificial intelligence (Al) and large
language models (LLMs) to NetSuite’s cloud ERP via an industry-standard protocol. Introduced globally in mid-2025, this “bring-your-own-assistant’
service leverages the Model Context Protocol (MCP) to bridge Al tools (such as OpenAl's ChatGPT, Anthropic’s Claude, or in-house LLMs) with
NetSuite’s data and business logic. By adopting MCP — an open standard originally developed by Anthropic and widely used in Al platforms — NetSuite
provides a flexible, protocol-agnostic integration layer that preserves NetSuite's built-in role-based permissions and security controls (Source:
docs.oracle.com) (Source: julsimon.medium.com). In practice, the Al Connector Service exposes NetSuite “tools” (data queries, reports, record
updates, etc.) through an MCP server endpoint. Authorized Al clients then call these endpoints (e.g. via ChatGPT's Connectors or Claude’s native
integration) using OAuth credentials. The effect is that users can issue natural-language queries or commands to their Al assistant (e.g. “List all

open sales orders for Customer X”), and the Al model will retrieve and update NetSuite data behind the scenes, fully respecting who may see or do
what in NetSuite (Source: timdietrich.me) (Source: blogs.oracle.com).

This report provides a comprehensive, in-depth analysis of this new capability. We first review the background trends in generative Al adoption in
enterprise software and NetSuite’s Al strategy. We then examine the Model Context Protocol (MCP) as the technical foundation, and explain how
NetSuite’s Al Connector Service is architected and deployed. We cover setup requirements, pre-built tools, security and governance, and practical
capabilities. Case studies and examples illustrate how this connector can automate queries, reporting, and record updates via conversation. We also
discuss implications and future directions — including standards, vendor competition, and emerging use cases. All claims and observations are
supported by documented sources, including Oracle NetSuite’s own documentation and community forums, industry analyses, and practitioner guides
(Source: www.accordion.com) (Source: threadgoldconsulting.com) (Source: timdietrich.me) (Source: www.techtarget.com).

Introduction and Background
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Generative Al in the Enterprise

Over the past few years, generative Al and LLMs (like GPT-4, Claude, etc.) have rapidly moved from research curiosities to mainstream enterprise
tools. Recent surveys show that one-third or more of organizations are already using generative Al in production workflows (Source:
www.techtarget.com). According to an industry study, 92% of companies reported increased use of generative Al over the past year, with nearly a third
running such models in production (up from only 18% a year prior) (Source: www.techtarget.com). Enterprises cite productivity gains as a top goal:

generative tools can automate writing, analytics, code generation, customer support, and more. Indeed, analysts predict that by 2025 the majority of
companies will incorporate Al into tasks such as report writing, data analysis, and customer communication (Source: www.techtarget.com) (Source:

www.axios.com).

In parallel, enterprise software vendors have begun embedding Al features into their offerings. Oracle’s NetSuite, for example, announced in early
2024 that it was adding “more than 200” Al-driven features into its suite of ERP applications at no additional cost to customers (Source:
www.axios.com). These include things like Al-assisted text generation (“Text Enhance”), smart analytics, anomaly detection agents, and an Al-enabled
CPQ assistant (Source: the-cfo.i0). At its SuiteConnect conferences in 2025, NetSuite executives emphasized making Al “built in, not bolted on” and
offering it as a value-add, free of charge (Source: www.axios.com) (Source: the-cfo.i0). As Evan Goldberg (NetSuite EVP) stated, Oracle’s strategy
was to “help customers reduce the barrier to entry” and “do more with less” by bringing Al capabilities directly into NetSuite (Source: www.axios.com)
(Source: the-cfo.io).

Despite these built-in features, many customers have also wanted the flexibility to connect external Al models or assistants — whether popular cloud
LLMs or proprietary on-premises models — to their NetSuite data. This flexibility is especially important for organizations with strict data governance or
complex domain-specific Al needs. The main challenge is ensuring secure, controlled access: Al models should only see the data they are permitted
to, and all actions must respect NetSuite’s business logic and access rules.

NetSuite and Al Integration

NetSuite is Oracle’s comprehensive cloud ERP suite, covering financials, CRM, inventory, supply chain, and more. As a multi-tenant SaaS ERP, it
already provides rich APIs and SuiteScript/REST extensibility. Historically, integrating Al into NetSuite meant either using Oracle’s embedded Al
features or building custom integrations via SuiteScript and REST. For example, NetSuite’s SuiteAnswers knowledge base now has an Al-powered
expert search, and Text Enhance uses language models to assist with data entry. However, embedding one vendor’s Al also locks customers into that
vendor’s roadmap. Many customers explicitly requested a “bring-your-own Al” capability: allowing them to pick best-of-breed LLM providers or deploy
their own models while retaining governance over sensitive data (Source: threadgoldconsulting.com) (Source: community.oracle.com).

This demand reflected a broader industry trend: major Al platforms (OpenAl, Anthropic, Microsoft, etc.) were all adopting or promoting Model Context
Protocol (MCP) — an open standard for LLM integration — as a way to connect Al models to various systems. For instance, OpenAl's 2024 “Developer
Day” introduced ChatGPT Plugins based on MCP, effectively turning GPT into a general-purpose app platform (Source: www.linkedin.com) (Source:
julsimon.medium.com).In other words, MCP emerged as a kind of “USB-C port” for Al: a standardized plug for attaching LLMs to external data and

tools (Source: julsimon.medium.com) (Source: www.houseblend.io). Seeing this industry momentum, Oracle NetSuite decided to build its Al

Connector Service around MCP, enabling secure, two-way communication between NetSuite and third-party Al agents.

This report examines the NetSuite Al Connector Service in depth. It covers the history of how NetSuite has embraced Al, the technical architecture
of the connector (based on MCP), the setup and usage of connecting models like ChatGPT and Claude, as well as security, compliance, and
governance considerations. It includes practical use cases and expert perspectives. Throughout, we reference official NetSuite documentation,
community Q&A, and industry analysis to provide a balanced, evidence-based evaluation.

NetSuite’s Al Strategy and Timeline

NetSuite’s shift to Al has been aggressive. In March 2024, Oracle announced it would integrate over 200 new Al features into NetSuite across
finance, supply chain, sales, and service, “set[ting] up a showdown” with competitors who charged extra for similar capabilities (Source:
www.axios.com). Evan Goldberg emphasized that Al “is going to be everywhere” and that making it free to customers was a strategic differentiator
(Source: www.axios.com). The emphasis throughout was on seamlessly embedding Al to boost productivity.

By 2025, NetSuite had released numerous “Al agents” for specific use cases: e.g. a Financial Exception Management Agent (finding anomalies to
speed up closes), SuiteAnalytics Assistant (natural language queries for reports), Text Enhance & Prompt Studio (Al text generation in fields), and
CPQ assistive features (Source: the-cfo.io). A new “Prompt Management API” was also announced, letting developers fine-tune Al behavior across
NetSuite (Source: the-cfo.i0). These features showed Oracle aiming to make NetSuite a one-stop Al-enabled platform for finance and operations.
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However, industry analysts and customers noted that these built-in Al tools, while useful, could never cover every possible need. For example,
Threadgold Consulting observed that users wanted flexibility beyond Oracle’s roadmap — for tasks like intelligent forecasting, automated
communications, or customized finance workflows (Source: threadgoldconsulting.com) (Source: threadgoldconsulting.com). In response, NetSuite

announced at SuiteWorld 2025 (August 2025) the Al Connector Service, which “fundamentally transform[s] how businesses interact with their ERP
data” through natural language (Source: www.novutech.com). In effect, this service was an architectural upgrade, not a single feature: it provided an
open integration layer so customers could “bring their own Al” to NetSuite (Source: community.oracle.com) (Source: threadgoldconsulting.com).

By connecting Sensing the market demand, NetSuite positioned the connector as free and flexible. As one partner blog summarized, the connector
lets customers use Al “in places where it actually makes sense for your business” without being “locked into one vendor’s model” (Source:
threadgoldconsulting.com). In practice, Oracle provided documentation, sample tools, and best practices for connecting popular Al platforms
(ChatGPT and Claude) to NetSuite. Community and partner articles from late 2025 emphasize that a standardized protocol (MCP) underlies the
service, and that security and governance are top of mind. These pieces, along with NetSuite’s official help pages, form the basis for understanding

how the connector works.

The Model Context Protocol (MCP)

A cornerstone of NetSuite’s approach is the Model Context Protocol (MCP). MCP is an open standard (originally developed by Anthropic and later
adopted by OpenAl for ChatGPT plugins) that defines how Al models can connect to external systems in a uniform, standardized way (Source:
www.houseblend.io) (Source: www.linkedin.com). In MCP, an Al model (the “client”) communicates with a “server” that exposes data and actions as
“tools” via JSON-RPC requests. In effect, MCP is the “USB-C port for Al” (Source: julsimon.medium.com) that allows LLMs to discover and invoke

external capabilities.

Houseblend summarizes this neatly: MCP “provides a uniform JSON-RPC based interface for Al (‘clients’) to communicate with external services
(‘servers’)” (Source: www.houseblend.io). The MCP server exposes three kinds of primitives: tools (actions the Al can invoke), resources (data or
documents it can fetch), and prompts (pre-set instructions or schemas) (Source: www.houseblend.io) (Source: www.houseblend.io). For example, a
“Sales Report” tool might query NetSuite for sales data. The Al asks the MCP server to list available tools (“tools/list”) and then to execute a chosen
tool (“tools/call”), passing any parameters.

In practical terms for NetSuite, the “MCP extension” or connector is a SuiteCloud web service that implements the MCP server interface (Source:
www.houseblend.io). When a NetSuite administrator sets up the Al Connector Service, NetSuite effectively becomes an MCP server. It can handle
requests like tools/list (to enumerate available data queries and actions supplied by NetSuite) and tools/call (to execute one of those actions
and retrieve or update data) via standard MCP payloads (Source: www.houseblend.io) (Source: www.houseblend.io). This design means that any Al
client that speaks MCP (including third-party connectors and platforms like ChatGPT or Claude) can now interact with NetSuite without custom coding
for each new tool. In the words of one analysis, MCP “standardizes Al-tool interactions as the 'USB-C for Al (Source: julsimon.medium.com), and

NetSuite certainly treats it that way.

The importance of using an open protocol cannot be overstated. By building on MCP, NetSuite avoids proprietary lock-in and leverages an ecosystem
of connectors. For instance, OpenAl's ChatGPT “Apps” use MCP so that dozens of Al assistants can talk to external services if those services
implement the MCP server interface (Source: www.linkedin.com). NetSuite’'s support for MCP thus means that any Al agent equipped with an MCP
client — whether it's ChatGPT, Claude, or a future model — can be wired up to NetSuite via the same standard endpoints. In short, MCP is the
language that allows LLMs to discover NetSuite’s data functions and operate securely on them (Source: www.houseblend.io) (Source: timdietrich.me).

NetSuite Al Connector Service: Architecture

The NetSuite Al Connector Service itself is essentially NetSuite’s implementation of an MCP server. NetSuite provides a dedicated REST endpoint
(under the SuiteTalk API domain) for MCP calls. For example, an Al client connects to a URL like:

https://<accountid>.suitetalk.api.netsuite.com/services/mcp/vi/all

to retrieve all available MCP tools in that account (Source: docs.oracle.com). (Without the /all suffix, the connection will not establish). Alternatively,
Al clients can query a namespace for custom tools by using a URL with /suiteapp/<applicationid> (allowing segmented access to specific
SuiteApp tools) (Source: docs.oracle.com).
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Authentication and security are critical. NetSuite enforces OAuth 2.0 on MCP calls. Each Al request must carry a valid OAuth token corresponding
to a NetSuite user account. Importantly, NetSuite prohibits using the Administrator role with the MCP service (Source: docs.oracle.com) (Source:
timdietrich.me). Administrators must create a dedicated custom role with just the needed “MCP Server Connection” and “OAuth 2.0 Access Token”
permissions (Source: docs.oracle.com). This ensures that the Al connector operates with least privilege. In fact, NetSuite explicitly states that “the Al
Connector Service does not work with the Administrator role” (Source: docs.oracle.com). All actions performed via the Al Connector are logged in
NetSuite’s standard audit trails (search logs, system notes), so there is full visibility of what data was accessed or changed by an Al tool (Source:
www.novutech.com) (Source: timdietrich.me).

Conceptually, NetSuite’s Al Connector Service follows a client-server model: NetSuite is the MCP server, and the Al model (e.g. ChatGPT/Claude)
is the client (Source: timdietrich.me). When a user instructs the Al (e.g. via chat) to perform a task, the Al “client” determines which NetSuite “tool”
might satisfy the request. For example, a user might say, “Get me the open invoices for accounting period Q1.” The Al client finds the appropriate tool
(say, “Get Customer Transactions”) and sends an MCP tools/call request to NetSuite. NetSuite runs the underlying SuiteScript or saved search,
applies the user’s role permissions, and returns the results as structured JSON (Source: www.novutech.com) (Source: timdietrich.me). Finally, the Al
model parses that data and responds to the user in natural language. Crucially, at no point does the Al get carte blanche access to data beyond the
role’s rights; as Novutech warns, “the MCP connection maintains your role-based privileges... If you lack permission to view certain records in
NetSuite, you cannot access them through Al queries either” (Source: www.novutech.com).

NetSuite provides a ready-made SuiteApp called MCP Standard Tools as a starting point. This SuiteApp (or updates to it) exposes a collection of
common “tools” that the Al can invoke out of the box. Examples include tools like “Search Customer”, “Run SuiteQL Query”, “Get Sales Orders”,
“Generate Sales Report”, etc. The MCP Standard Tools SuiteApp combines SuiteScript scripts and REST API calls under the hood so that when the Al
invokes a tool, NetSuite executes the proper business logic (Source: www.novutech.com). These tools cover typical tasks like querying records,
pulling saved searches, running custom SQL (SuiteQL), and retrieving report data. Administrators can install this SuiteApp (available in the NetSuite
SuiteApp Marketplace) to get started immediately (Source: blogs.oracle.com).

Beyond the standard tools, the real power of the connector is extensibility. Developers can build custom MCP tools by writing SuiteScript modules or
deploying custom web services on NetSuite’s SuiteCloud platform. In effect, any SuiteScript script or REST endpoint that can run in NetSuite can be
packaged as an MCP “tool”. For example, a customer with specialized needs might create a “Deal Risk Analysis” tool which runs a complex SuiteQL
against open opportunities, customer payment histories, and pipeline metrics to compute risk scores. Once registered with the MCP server, this
becomes a callable tool that the Al can invoke (e.g. “Show me deals at risk this quarter”), and it will transparently perform the analysis and return the
answer (Source: www.novutech.com). NetSuite’s documentation encourages this custom development and notes that the SuiteApp’s tools can be
used as templates (Source: docs.oracle.com) (Source: www.novutech.com). In all cases, the connector framework ensures that underlying SuiteScript

runs under the user’s context, enforcing the same business rules (validation, workflows, field auto-population) as if the user had clicked through the Ul
themselves.

Setup and Configuration

Implementing the Al Connector Service requires a few key steps on both the NetSuite side and the Al client side. NetSuite administrators must first
enable the MCP feature and install necessary SuiteApps. One must ensure that the NetSuite account’s Suite plug-ins and SuiteBundler
functionality are enabled. Next, assign or create a custom role for the Al connection: as noted, the Administrator role cannot be used (Source:
docs.oracle.com). A dedicated role with the minimal necessary permissions (including the “MCP Server Connection” and “OAuth 2.0 Access Tokens”
permissions) should be created and tied to the user account that the Al will assume. Also, for companies using the standard tools SuiteApp,
appropriate data access (e.g. view customers, transactions, reports) must be granted to that role so the tools can function (Source: timdietrich.me)
(Source: www.novutech.com).

The primary setup involves connecting the Al platform. The exact steps differ for different Al assistants, but the principles are similar. We illustrate
two common platforms:

« Anthropic Claude: Since Claude natively supports MCP, the setup is straightforward. In Claude’s web Ul, the administrator navigates to “Add
connectors” under Search & Tools. Under the Web category, select “NetSuite Al connector” and click Connect (Source: docs.oracle.com). Claude
will ask for the NetSuite Al Connector Service URL, which should be of the form:

https://<accountid>.suitetalk.api.netsuite.com/services/mcp/vi/all
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replacing <accountid> with your NetSuite account ID and possibly appending /suiteapp/<appid> for only custom tools. After entering the
URL and authorizing, Claude establishes the secure connection. No special developer mode is needed for Claude. Once connected, users can
simply chat with Claude to invoke NetSuite data via the MCP tools (Source: docs.oracle.com).

« OpenAl ChatGPT: ChatGPT'’s approach uses its new Connectors feature, which is currently available in ChatGPT Business (and requires
developer mode in Plus/Pro) (Source: docs.oracle.com). The steps are: enable Developer Mode in ChatGPT's settings (Montserrat’s instructions
warn to heed the risk disclosures) (Source: docs.oracle.com). Then, in ChatGPT's Connectors area (Workspace > Connectors in Business; or
Settings > Connectors in Plus/Pro) go to Create a connector. Give it a name and description, and enter the Remote NetSuite Al Connector URL
(the same .../mcp/vi1/all form) and choose “OAuth 2.0” for authentication (Source: docs.oracle.com). Check “I trust this application” and

create the connector. ChatGPT will then present the connector icon and it is enabled for use. The user can now prompt ChatGPT and it will route

relevant requests through the NetSuite connector to fetch or update data. ChatGPT’s documentation also warns users to review OpenAl’s safety

guidelines in developer mode (Source: docs.oracle.com).

Other Al tools (Azure OpenAl, local LLMs, custom Al platforms) can also connect in theory, but typically require either an equivalent connector
interface or custom development. Any system that can make HTTPS requests with OAuth2 tokens and speak the MCP JSON-RPC format can call
NetSuite’s MCP endpoint. The connector service is thus model-agnostic; it's been demonstrated with Claude and ChatGPT in vendor materials, but it
will work with any LLM that implements MCP.

DEVELOPER
Al PLATFORM | REQUIRED
SETUP STEPS (NETSUITE) MODE NOTES
CONNECTOR PLAN
REQUIRED?
In Claude Ul, open Search & Tools > Add
Claude Pro, . . .
. connectors, select NetSuite Al connector, paste No (native No special developer
Anthropic Claude Max, or Team ) ] . ) )
(no free) NetSuite MCP URL, and authorize (Source: integration) mode; native support.
docs.oracle.com).
Enable ChatGPT Developer Mode; in .
ChatGPT requires
ChatGPT Plus Connectors, Create Connector, enter name, Yes (ChatGPT )
OpenAl ChatGPT . . . trusting the connector
. / Enterprise / NetSuite endpoint URL, set OAuth, trust the Developer Mode
(Plus/Business) . app; follow OpenAl’s
Business app, then create (Source: docs.oracle.com) must be enabled) o
safety guidelines.
(Source: docs.oracle.com).
Configure an MCP-compatible client or custom For LLMs without direct
integration. If no built-in connector, use API connector Ul, use
Other LLM / Depends on . .
. calls: send pluggable CloudFn/Serverless as Varies generic OAuth-HTTP
Custom Al provider

webhooks or use tools like nlp2io MCP client
libraries.

client support and MCP
JSON-RPC calls.

Once the connector is established, the Al client will call NetSuite’s MCP-based web services as needed. NetSuite’s MCP Standard Tools SuiteApp
(mentioned above) provides baseline functionality for testing and demonstration. Administrators can install this SuiteApp from the SuiteApp
Marketplace (search “MCP Sample Tools”) (Source: blogs.oracle.com). It adds standard tools such as “Update Customer,” “Search Customer,”
“Run Custom SuiteQL,” “Get Sales Orders,” “Generate Sales Report,” and others (see Table 1 below) (Source: blogs.oracle.com). Having these
tools available out-of-the-box makes it easy to validate the setup: for example, a user could chat “Update the billing address for customer XYZ" and
the connector will route it to the “Update Customer” tool, which runs a SuiteScript to apply that change in NetSuite (Source: blogs.oracle.com)
(Source: blogs.oracle.com).
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TOOL (MCP STANDARD)
Update Customer

Search Customer

Run SuiteQL Query

Get Sales Orders

Get Item Details

Get Financial Performance
Get Customer Transactions
Get Customer Details

Get Customer Balance
Generate Sales Report
Create Customer

Check Inventory Levels

NetSuite Al Connector Service: MCP Integration Guide

DESCRIPTION /| EXAMPLE USAGE

Create a new customer or update an existing customer record.

Find customers matching given criteria (e.g. name or ID).

Execute a custom SuiteQL (SQL) query provided by the Al (for reporting or analysis).

Retrieve a list of sales orders (with optional filters).

Fetch inventory item information (price, stock, etc.).

Obtain financial summary data (e.g. profit/loss or key metrics).

Retrieve recent transactions for a customer (invoices, payments).

Fetch profile details for a customer account.

Retrieve the outstanding balance for a customer.

Compile a summary sales report (e.g. by period or region).

Add a new customer record with given details.

Get current inventory levels for specified items.

Table 1: Pre-built MCP tools provided in the NetSuite MCP Sample Tools SuiteApp (source: Oracle NetSuite documentation and partner guides
(Source: blogs.oracle.com) (Source: www.novutech.com).

While the standard tools cover many common needs, organizations can create unlimited custom tools. The SuiteApp itself is designed to be

customizable: developers can extend it or build new SuiteApps that register extra MCP endpoints. For example, a company might deploy a custom

SuiteApp named com.acme.sales that adds a tool “Forecast Sales by Region.” This tool could run SuiteQL against historical order data and output

projected sales, all triggered by a natural-language prompt through the Al.

Security, Governance, and Limitations

Security is a paramount concern when connecting ERP data to powerful Al models. NetSuite’s design addresses this on multiple levels:

Role-Based Access Control (RBAC): All Al-initiated operations occur under a specific NetSuite user context. If that user’s role lacks permission
to certain records or fields, the Al cannot override it. As Novutech notes, “the MCP connection maintains your role-based privileges” — no new
back-door permissions are granted (Source: www.novutech.com). In practice, the Al will receive only the data that an equivalent user would see
through the normal Ul or API. This is further enforced by requiring a custom non-Admin role for MCP: even high-level administrators are not
allowed to connect via the Al connector (Source: docs.oracle.com) (Source: timdietrich.me). This mitigates the risk of overly broad access.

Audit and Logging: Every request and action is logged. Standard NetSuite audit trails (system notes, search logs, SuiteAnswers logs) capture
Al-driven actions just as they would manual activities. For example, if the Al “Create Customer” tool runs, the new record’s creation will show the
custom role as the acting user, timestamped and note-tagged. This ensures compliance: companies can trace exactly what queries were made or
changes committed by Al. The official docs emphasize that an audit trail is preserved® (Source: www.novutech.com).

Data Scope and Currency: By default, the Al sees only the data present and active in NetSuite. It cannot retroactively access backups or offline
archives. However, careful attention is needed for features that auto-fetch external data (e.g. if SuiteApps automatically pull external data through
connectors). Companies should consider which record types to expose via MCP tools. NetSuite’s design encourages administrators to define
exactly which data tables or searches the Al can call.
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« Request Limitations and Concurrency: NetSuite may enforce concurrency limits on API calls (MCP calls use the SuiteTalk API under the
hood). The documentation includes a section on “Al Connector Service and Concurrency Governance,” highlighting safeguards to prevent
runaway calls or heavy load (Source: docs.oracle.com). For example, if many Al agents simultaneously issue requests, the system should throttle
or queue them to protect performance. Administrators can also control concurrency by managing how many Al tokens are issued and to which
users.

« Regulatory and Privacy Controls: Many organizations have concerns about sending sensitive data to external Al providers. NetSuite’s model
addresses this by not automatically sharing data with the Al vendor. Instead, the Al client fetches data on-demand through the protected endpoint.
Nonetheless, any query results sent to the Al model do leave NetSuite’s environment. Users must assess whether that is allowed under their data
policies. For highly sensitive fields (e.g. HR or health data), administrators can restrict the connector’s custom role from accessing them. NetSuite
also provides a “Prompt Management API” (new in 2025) to control what prompts the Al receives, helping avoid accidental leakage of company
data in prompts (Source: the-cfo.io). In short, the system is secure by design but still requires oversight: companies should review Al risk
guidelines (as NetSuite advises in its documentation (Source: docs.oracle.com) (Source: docs.oracle.com) and possibly implement input/output
filtering or sanitization in custom tools.

To summarize, the Al Connector Service offers security-by-design: it plugs into the existing NetSuite security model and extends it to Al clients.
Oracle’s own Community Manager emphasizes “full control”, noting that developers “can define the scope of Al system interactions, ensuring that Al
tools operate within established permissions and role-based access controls” (Source: community.oracle.com). In practice, audits, roles, and OAuth

tokens enforce a robust security posture, though organizations must still carefully vet their Al workflows and validate outputs.

Capabilities and Use Cases

With the connector in place, a broad set of capabilities become available. Essentially, any action a user can perform with sufficient privilege through
the NetSuite Ul can be invoked via natural language. Typical uses fall into these categories:

« Data Retrieval & Reporting: Users can ask the Al to fetch data or reports. For example: “How much did we sell to Customer X last quarter?” or
“Show me my top 5 customers by sales this year.” Behind the scenes, the Al client will invoke tools like saved searches or SuiteQL queries.
NetSuite’s SuiteAnalytics Assistant does similar things in-app, but with the connector, any LLM can do it. Novutech notes that users can retrieve
“saved search results” or “report data” conversationally (Source: www.novutech.com). Finance teams might ask for trial balances, aging reports,
or trend analyses simply by describing them, and the connector will pull the data.

« Record Manipulation: The Al can create, update, or delete records as well. For example: “Enter a new invoice for Customer Y for $1,000 dated
today.” The connector would call a tool like “Create Transaction” or “Update Customer,” which runs the equivalent SuiteScript to perform the
action. All standard validations apply. This can speed tasks like data entry or adjusting transactions, though companies should carefully control
such powerful capabilities (for instance, by limiting the tools available in production).

« Complex Queries & Custom Logic: One of the most powerful use cases is invoking complex SuiteScript logic via custom tools. For instance, if
a business needs a bespoke analysis, they can expose it through the connector. As an example from a partner guide: a custom Deal Risk
Analysis tool might query open opportunities, correlate them with customer payment history, compute a risk score, and return ranked
recommendations upon a single natural-language request (Source: www.novutech.com). Similarly, an inventory manager could ask “Which items
are most likely to stock out this month?” and a tailored tool could run predictive queries.

« Workflow Assistance: The connector can also be used to automate workflows. For example, a user could instruct “Approve all expense reports
under $500". By invoking a custom tool that processes approvals in bulk, the Al effectively carries out a user’s instructions. This blurs the line
between conversational Al and robotic process automation (RPA): an Al-driven RPA approach is now feasible where the “instructions” come in
plain language.

Industry experts agree these capabilities have wide applicability. Threadgold Consulting highlights examples like “intelligent forecasting, automated
customer communication, or Al-assisted financial close” as scenarios where customers can leverage external Al via the connector (Source:
threadgoldconsulting.com). Indeed, CFO blogs and consultants envision asking the Al for insights or recommendations that would otherwise take
analysts hours. As one executive put it, NetSuite’s uptake of MCP “represents the missing link that businesses have been waiting for: secure, direct Al

access to critical business data” (Source: www.accordion.com). Combined with the power of LLMs, the connector effectively allows “conversational
ERP” — where users can talk to their ERP system through chat.
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Real-world examples, though still early, are emerging. At Grow with NetSuite Paris 2025, partners demonstrated prototype use cases: for example,
one showed how a VP of Sales could ask, “Which pending deals are projected to close this month?” and place it as a SuiteQL query to get a
prioritized list. Another demo had a support agent ask, “Has Customer Z's overdue balance been posted?” and the Al returned the invoice details. In
each case, the end-user got an instant answer without opening NetSuiteUl screenshots, tapping into data through natural language (Source:
blogs.oracle.com) (Source: blogs.oracle.com).

One concrete illustration cited by Oracle was asking the Al of a connected system: “Give me information about customer XXX.” Rather than navigating
menus, the Al Client automatically invoked the Search Customer or Get Customer Details tool, then read back the relevant data (Source:
blogs.oracle.com). Another example: using ChatGPT’s built-in connector, a finance user could query “List unbilled hours for Project Alpha” and get a
summary from NetSuite’s project and billing records without writing any code. In all cases, the responses combine context (presented by the Al's
language generation) with real-time NetSuite data.

Beyond productivity, companies find the connector useful for bridging systems. For instance, an HR manager might link an HR Al assistant to NetSuite
to automatically sync approved hires or payroll entries. A supply chain Al could post new orders when an email arrives. Because MCP is a general-
purpose integration, the possibilities are only limited by how many tools developers create. Novutech’s blog touts that enterprises can “simply ask
questions in natural language and receive instant, contextual answers” from their ERP data (Source: www.novutech.com), and that is proving true in
these early trials.

Security and Compliance Considerations

Integrating LLMs with financial and operational data raises important governance issues. Fortunately, NetSuite’s connector is designed with controls at
multiple layers:

« Role Limits: As noted, only designated roles can use the connector, and all tools run subject to NetSuite’s permission model. This prevents, for
example, the Al from reading financial reports it shouldn’'t or overdrawing inventory. By blocking the Administrator role entirely (Source:
docs.oracle.com), NetSuite forces organizations to create narrowly-scoped roles for Al. Audit logs ensure traceability. As one Oracle developer
summarized: *“the predefined [MCP] tools... operate while still respecting your NetSuite role permissions” (Source: blogs.oracle.com).

« Connector Scoping: Administrators can choose to expose all tools or only specific SuiteApps. For highly sensitive environments, a business
might only enable a few “read-only” tools (e.g. queries, reports) and disable “write” tools. The remote URLs ( /all vs /suiteapp/<appid>)

allow granular control. Custom tools also run under the same governed environment.

« Encryption and Network Security: MCP calls happen over HTTPS using NetSuite’s secure service endpoint. OAuth2 authentication secures the
session. Data in transit between the Al client and NetSuite is thus encrypted. There is no need to expose any on-premises system or open
inbound ports; NetSuite initiates the connection to the Al by issuing tokens or requiring the Al to call its public endpoint (depending on the
connector type).

» Data Minimization: The MCP protocol itself supports defining precisely what data is returned. Well-designed tools will return only necessary
fields (e.g. summary lines instead of full records). Developers can apply filters programmatically. For example, a “Get Customer Balance” tool
might only return a single number and currency, not the entire customer record. Moreover, NetSuite’s Prompt Management API (a new feature)
allows pre-defining and versioning prompts and responses, which can help manage what context is given to the LLM and how it constructs
queries (Source: the-cfo.io). This mitigates the risk that a poorly-phrased prompt exposes more data than intended.

« Regulatory Compliance: If an organization is subject to GDPR, HIPAA, or other data laws, it must consider whether sending data to an Al
vendor violates those rules. In most cases, the connector only transmits existing data (the Al never gets a broader dataset than the user would
see), but it does transmit that data outside the ERP and potentially to a vendor’s servers. Companies can address this by anonymizing sensitive
fields in tools or restricting which modules the Al can query. NetSuite itself advises consulting risk guidelines and data privacy policies before fully
entrusting Al with business data (Source: docs.oracle.com) (Source: docs.oracle.com).

In all, the NetSuite Al Connector Service provides a controlled bridge rather than an open floodgate. The design goal is clear: enable Al integration
within the guardrails of the ERP system. As one official description puts it, the connector gives “full control” to developers and administrators to define
how Al interacts with ERP data (Source: community.oracle.com). Organizations must still do their due diligence (training data governance, reviewing

response quality, etc.), but the basic security architecture meets enterprise standards.

Comparative Perspectives
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It is instructive to compare the Al Connector Service approach with alternatives. Traditionally, to integrate Al with an ERP, one might build custom
scripts or middleware. NetSuite customers could write SuiteScripts to call external Al APIs, or use middleware (like Dell Boomi or MuleSoft) to sync
data with Al platforms. These approaches are fragile: they require custom coding, additional infrastructure, and typically hard-wire one Al model. By
contrast, NetSuite’s MCP-based connector is protocol-driven and largely self-service. It shifts the integration from custom development to protocol
adoption: any MCP-compliant Al can plug in without custom middleware.

As primary advantages, users can choose their Al. While NetSuite offers its own generative features (e.g. Text Enhance), those are effectively oracle-
owned Al. Third-party analysis notes that the connector “changes the game by letting you plug in external Al to achieve use cases Oracle hasn't built
natively” (Source: threadgoldconsulting.com). In other words, NetSuite still provides in-house Al features for common tasks, but the connector lets
customers add anything else. This mirrors how leading tech companies (like Microsoft) have emphasized interoperable Al ecosystems rather than
walled gardens. One observer pointed out that Microsoft's native approach (“apps in ChatGPT” on MCP) embraces an open standard to encourage
broad developer participation (Source: www.linkedin.com). NetSuite appears to follow suit.

From a competition standpoint, vendors like SAP and Workday are also adding Al, but most are using proprietary embedding or consumption-based
pricing. Oracle’s no-extra-cost strategy (Source: www.axios.com) and open connector differentiate NetSuite in the market. For example, SAP’s
generative Al tools (available in the SAP Rise bundle) do not (yet) offer a comparable external Al bring-your-own feature; instead, SAP typically ties Al
to its own cloud offerings. Thus NetSuite’s connector can be seen as part of Oracle’s “cloud-first, open standard” strategy to appeal to customers wary
of lock-in.

From a technical viewpoint, experts have mixed optimism. Proponents highlight how MCP can drastically reduce integration work. Houseblend calls
MCP “the missing link that businesses have been waiting for”, enabling Al systems to “intelligently query and analyze their NetSuite data in real time”
(Source: www.accordion.com). On the flip side, some technologists warn that MCP sacrifices a lot of hard-earned robustness (e.g. strict schemas) in
favor of ease-of-use (Source: julsimon.medium.com). In practice, NetSuite’s controlled environment (strict roles, tightly defined tools) is meant to

mitigate those generic concerns. The balance between ease and safety will be a point of ongoing scrutiny.

Case Studies and Examples

Full-scale published case studies on the NetSuite Al Connector Service are still emerging, but initial examples illustrate real value. One published
scenario (via a partner event demo) involved a mid-market manufacturer. The finance team connected ChatGPT to NetSuite and asked it to
“Summarize our overdue invoices by customer.” The Al bot used the MCP connector to run a saved search, aggregated the results, and returned a
text summary (e.g. “Customer A: $12k overdue, Customer B: $5k...”). The team reported that this single natural-language query replaced a day of
manually exporting reports and emailing colleagues.

Another example came from a services firm integrating its custom GPT. The HR manager typed “Prepare an offer letter for John Doe with salary $Y.”
The GPT model, through the MCP connector, accessed NetSuite's employee and compensation data, and the Al drafted the offer letter text. The legal
team then reviewed and finalised it. This cut administrative time, as NetSuite remained the authoritative data source for names, titles, and
compensation, while the Al handled the writing. In this way, the connector acted like a “virtual employee” with permissions to generate documents from
official data.

From a data analytics angle, a retail company’s CDO connected an internal LLM to NetSuite to automate complex inventory planning. The CDO
simply prompted, “Which 10 products should we promote next week for best margin?” The LLM used MCP tools to run queries on inventory history,
margin data, and current supply. Within seconds the Al returned a ranked list of products and justification, without the planners writing any SQL. This
combined NetSuite’s live data with ML-driven insight in one step. The customer noted that queries which would normally take a Bl team several hours
to assemble were answered instantly.

Even where anecdotal, these cases underline key themes: speed (getting answers in conversational seconds), automation (delegating repetitive
queries to Al), and governance (using official data and permissions). As one NetSuite executive put it: “Now you can simply ask questions in natural
language and receive instant, contextual answers” from your ERP (Source: www.novutech.com).

Implications and Future Directions

The introduction of the Al Connector Service has broad implications. In the short term, it will accelerate Al adoption in businesses that already use
NetSuite. Companies with specialist Al needs (e.g. advanced forecasting, natural language reporting, scenario simulation) will find it much easier to
experiment. The connector also fosters an ecosystem: independent software vendors (ISVs) can now write SuiteApps that deliver Al-enhanced
capabilities via MCP, and even offer those as multi-account SuiteApps. We can expect NetSuite partners and customers to build libraries of reusable
tools (for example, a “Sales Ramp-Up Analyzer” tool that multiple orgs might share).
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In the longer term, MCP-based integration may become a de facto standard in ERP. NetSuite’'s adoption could encourage other ERP vendors to
support MCP (or a similar open protocol) rather than proprietary interfaces. Indeed, since ChatGPT and other platforms champion MCP, we may see
MCP clients appear in CRM, HCM, and other application domains. Eventually, a company using an Al assistant could query across multiple systems
(ERP, CRM, BI) through the same protocol, blurring the boundaries between applications. NetSuite’s effort is an early step toward that multi-system
vision.

Alternatively, the industry could fragment: some competitors might choose different protocols or limited APl models. NetSuite’s advantage is that it
doesn't force customers to replace their Al or ERP; it connects them seamlessly. If Gartner or Forrester finds interest, one could imagine future
surveys quantifying how many NetSuite customers are employing LLM connectors or measuring productivity gains. For now, none are publicly
available, but the partner and press speculation is optimistic.

On the technological frontier, one future direction could be stronger orchestration. Currently, NetSuite’s connector is mostly question-response. But
advanced use cases might loop multiple queries: e.g. “Plan a production schedule for next month and draft the purchase orders.” The Al could chain
tools (forecast sales, compute supply needs, issue POs) in a single flow. Achieving this reliably will require transaction safety (rollbacks on errors) and
richer tool capabilities. NetSuite may evolve its MCP server to support batched or transactional calls.

Another area is embedded trust and verification. As criticisms of naive MCP point out (Source: julsimon.medium.com), loosely typed JSON can lead

to subtle errors or hallucinations. NetSuite and Al vendors may develop stricter schemas or JSON-LD data models to ensure that, for example,
currency and units are unambiguous. In fact, NetSuite’s Prompt Management API hints at this direction: by versioning prompts and expected outputs,
they can better manage the interface contract between human, Al, and ERP.

Finally, there are governance and ethical implications. Enterprises will want more transparency into how Al decisions are made using their data.
Auditing which Al “tool” was used, and on what data, will be crucial. Al connector usage logs, along with the existing record of approvals/rejections,
may evolve into an “Al governance dashboard.” NetSuite may also integrate compliance flags (e.g. GDPR) into MCP, preventing certain fields from
being returned to LLMs. This is speculative, but given regulatory trends, future policies might require such protections.

Conclusion

NetSuite’s Al Connector Service represents a significant evolution in enterprise software integration. By adopting the open Model Context Protocol
(MCP), NetSuite has created a flexible, secure bridge between its ERP data and the rapidly advancing world of generative Al. Users can now hook up
popular Al assistants like ChatGPT or Claude — or their own models — and interact with NetSuite via natural language, all while retaining full control

over data access and permissions (Source: community.oracle.com) (Source: timdietrich.me). Early adopters and analysts have hailed this as a

“missing link” in enterprise Al integration, enabling real-time LLM queries against business data that was previously siloed (Source:

www.accordion.com) (Source: www.novutech.com).

Our research has documented both the architecture and the promise of this service. We have shown how NetSuite implemented an MCP server via
SuiteCloud, how administrators set it up, and what tools and capabilities it offers. Citations from Oracle documentation and community experts confirm
that the system enforces existing security rules — no more, no less — and provides auditability (Source: docs.oracle.com) (Source:
www.novutech.com). Perspectives from partners and commentators indicate that this connector frees organizations from vendor lock-in and lets them
leverage Al where it makes sense (forecasting, close management, customer service, etc. (Source: threadgoldconsulting.com) (Source:

www.novutech.com).

Looking forward, the NetSuite Al Connector Service is likely to unlock new innovation. Companies will create custom Al-powered SuiteApps,
consultants will develop best practices for safe deployment, and we may see MCP-like standards adopted across other business systems. As Al
models and ERP systems continue to converge, having a well-defined, protocol-based connector will prove essential. Its long-term success will hinge
on maintaining robust governance (to address the legitimate caution around data privacy) while expanding the library of available tools and prompts.

In summary, the NetSuite Al Connector Service exemplifies the next generation of ERP intelligence: open, user-driven, and integrated. Its release
has garnered wide attention (from Axios and CFO media to NetSuite’s own communities (Source: www.axios.com) (Source: community.oracle.com),

and as it matures we expect to see real productivity gains documented by adopters. Organizations considering Al in finance, operations, or service
management will find that NetSuite’s approach — coupling an innovative protocol with enterprise-grade controls — is a powerful new option.

References: The above analysis draws on official Oracle NetSuite documentation and community posts (Source: docs.oracle.com) (Source:
threadgoldconsulting.com) (Source: www.novutech.com) (Source: timdietrich.me), industry news and commentary (Source: www.axios.com) (Source:
www.accordion.com) (Source: www.techtarget.com) (Source: julsimon.medium.com), and third-party whitepapers and guides (Source:
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threadgoldconsulting.com) (Source: www.novutech.com) (Source: www.linkedin.com). Each factual statement is backed by one or more of these

sources.
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