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Al Anomaly Detection

Executive Summary

The integration of artificial intelligence (Al) into enterprise resource planning (ERP) systems like Oracle NetSuite is rapidly transforming how
organizations manage financial operations and compliance. NetSuite has embedded Al features — from machine learning_(ML)_anomaly detection to
large-language-model assistants — directly into core financial processes. These capabilities promise significant benefits for Sarbanes—Oxley (SOX)
compliance and internal controls: for example, Al can continuously monitor transactions, flag unusual entries, and streamline audit documentation

(Source: www.grantthornton.com) (Source: www.netsuite.com). Leading consultancies note that Al enables continuous controls by replacing

periodic, sample-based testing with real-time analysis, thus improving both reliability and coverage (Source: www.grantthornton.com) (Source:

www.netsuite.com). Case studies report reduced fraud losses, faster audits, and fewer control violations when Al-driven analytics are applied to ERP
data (Source: www.houseblend.io) (Source: www.houseblend.io).

However, Al also introduces new risks. Its “black-box” nature and evolving models demand robust governance: CFOs and auditors must ensure
transparency, explainability, and oversight of Al processes (Source: www.withum.com) (Source: www.linkedin.com). Regulatory frameworks like the

EU Al Act (2024) classify financial-decision Al as “high risk,” requiring documented data sources, model test results, and human review of outcomes
(Source: www.linkedin.com). Renowned firms caution that while Al augments internal controls (for example by autonomously checking 100% of
transactions instead of manual sampling (Source: www.netsuite.com), financial leaders must treat Al as a co-pilot — maintaining human judgment in
the loop, documenting Al decision logic, and validating outputs continuously (Source: www.grantthornton.com) (Source: www.linkedin.com).

This report offers an in-depth, evidence-based analysis of how Al features in Oracle NetSuite impact SOX compliance and internal control
environments. We start with historical context and platform background, then detail NetSuite’s Al capabilities. We review SOX and internal control
requirements, and examine how Al can both strengthen and complicate these controls. Using data and expert insights, we illustrate with case studies
(e.g. Al catching a duplicate $50K invoice payment) and survey findings (e.g. 5% average revenue lost to invoice fraud (Source: www.houseblend.io)
how Al is applied in practice. We present tables comparing traditional versus Al-enhanced controls, and catalog specific NetSuite Al tools and their
compliance effects. We also discuss governance frameworks (NIST, EU Al Act) guiding Al use, internal audit approaches to Al, and practical best
practices for CFOs and controllers. Finally, we explore future directions: as regulators and auditors adapt, organizations that carefully integrate Al into
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SOX programs can turn compliance from a costly burden to a strategic advantage (making “compliance a signal of operational excellence” (Source:
www.grantthornton.com). Throughout, every claim is supported by reports, surveys, and technical documentation to provide the most comprehensive

analysis available.

Introduction and Background

NetSuite Overview. Oracle NetSuite is a cloud-based ERP platform (launched 1998) that integrates financials, CRM, e-commerce, and other
functions. It serves tens of thousands of organizations worldwide, including many high-growth startups and public _companies (Source:
emphorasoft.com) (Source: intuitionlabs.ai). Because NetSuite is software-as-a-service (SaaS), Oracle provides the infrastructure, security
certifications (e.g. ISO 27001, SOC 1/2 Type Il, PCI-DSS) and regular updates (Source: www.linkederp.com). Customers benefit from built-in audit
trails, role-based security, and compliance frameworks that help meet regulations like GAAP, ASC 842/IFRS 16 lease accounting, GDPR, PCI, and
SOX (Source: emphorasoft.com) (Source: www.linkederp.com). NetSuite’s cloud architecture also means businesses can “embed compliance into

day-to-day operations” and access real-time dashboards of key metrics (Source: emphorasoft.com) (Source: intuitionlabs.ai).

Historical Context — SOX and ERP. The Sarbanes-Oxley Act of 2002 (SOX) established stringent internal control requirements for public companies

(and aspirants). SOX 8404 mandates that management—and external auditors—provide attestations on the effectiveness of internal controls over
financial reporting (Source: www.deloitte.com) (Source: intuitionlabs.ai). Key SOX control objectives include segregation of duties, accurate audit
trails, change management, and prevention of fraud (Source: intuitionlabs.ai) (Source: emphorasoft.com). Enterprise systems have long been required
to enforce these controls in software: user roles must limit job functions (e.g. one person cannot both create a vendor and approve payment (Source:
intuitionlabs.ai) (Source: emphorasoft.com), all transactions must be logged immutably (Source: emphorasoft.com) </current_article_content>(Source:

intuitionlabs.ai), and any material changes to configuration must be documented and authorized (Source: www.salto.io) (Source: www.salto.io).

SOX was written for an era of on-premises accounting systems (no cloud, no smartphones, little built-in auditability) (Source: www.salto.io). Over two
decades, the ERP landscape has transformed: modern companies host financial data in cloud ERPs like NetSuite. Yet the spirit of SOX endures.
Regulators and auditors expect rigorous evidence of controls “even if technologies the law was intended to govern change” (Source: www.salto.io).
This includes capturing digital deletions of records (Source: www.salto.io) and enforcing security at the data-field level. Thus, companies running
NetSuite must adapt SOX control designs to the cloud environment : increasingly focusing on automated transaction logging, systematic access
reviews, and monitoring of real-time data flows (Source: emphorasoft.com) (Source: emphorasoft.com).

Al in Enterprise Systems. In parallel, Al has emerged as a pivotal technology in finance. Starting with simple rule-based automation and moving into
ML/LLM-powered tools, Al is now being embedded natively in ERP solutions. In 2023-24, Oracle announced the integration of 200+ Al features into
NetSuite, spanning finance, supply chain, HR and more (Source: www.houseblend.io) (Source: www.techtarget.com). These range from analytical Al

(machine learning models for forecasting, anomaly detection, optimization) to generative Al (large-language-model assistants for narratives and
prompts) (Source: www.netsuite.com) (Source: docs.oracle.com). For example, NetSuite’s new SuiteScript N/LLM API lets developers call LLMs (like

Cohere or Oracle’s OCI models) inside workflows (Source: www.techtarget.com) (Source: www.houseblend.io). Non-technical users see tools like

“Prompt Studio” and “Text Enhance” to generate or refine text descriptions. Across the suite, built-in Al can extract data from invoices (Bill Capture),
recommend products, forecast budgets, detect vendor anomalies, and embed LLM assistants in the Ul (Source: www.techtarget.com) (Source:
docs.oracle.com). Notably, Oracle emphasizes that Al in NetSuite is designed to augment human decision-making — for example, flagging errant
transactions for review while keeping final approvals in human hands (Source: www.withum.com).

The net effect is that NetSuite Al turns static data and manual workflows into dynamic, intelligent processes. However, injecting Al into core financial
systems inevitably impacts internal controls and SOX compliance. This report examines these impacts from all angles: technical, financial, audit and
regulatory. We consider how Al can enhance controls — e.g. by automatically checking hundreds of rules or spotting subtle fraud patterns — as well as
how it can compromise controls if misapplied — e.g. by creating opaque decision loops or shifting responsibility away from humans. Each claim below
is substantiated with industry data, case examples, or authoritative guidelines (see citations). Our goal is to provide the comprehensive insight that
finance and IT leaders need to leverage Al in NetSuite without jeopardizing compliance.

NetSuite Al Capabilities Relevant to Controls

Oracle documentation and product announcements highlight several key Al-driven functions in NetSuite (Table 1). These fall into two broad
categories: Analytical AIIML features that analyze data and automate routine tasks, and Generative Al assistants that create content or answer
queries. Critically, NetSuite also employs Al “behind the scenes” for security and monitoring (Source: docs.oracle.com). We summarize the most
compliance-relevant Al features:
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DESCRIPTION

NetSuite automatically logs every user action and
transaction update (inserts, edits, deletions,
approvals) into an immutable “System Notes”
audit trail (Source: emphorasoft.com) (Source:
intuitionlabs.ai). Al engines continuously scan
these logs.

Al/ML models examine financial transaction data
(e.g. invoices, journal entries, payments) to flag
anomalies, duplicates, outliers, or unusual
patterns (Source: www.grantthornton.com)

(Source: www.techtarget.com). For example,

NetSuite’s planning and budgeting Al monitors
for anomalies in forecasts (Source:
www.techtarget.com); the “N/LLM SuiteScript”
allows custom anomaly scripts on any data.

Al extracts and interprets key fields from
unstructured documents (e.g. invoices, receipts)
using OCR and ML, automatically creating
NetSuite records with minimal manual entry
(Source: www.withum.com) (Source:
docs.oracle.com).

Specialized tools (e.g. NetSuite Financial Clarity
or CPQ Al Assistant in preview) use Al to detect
and highlight “erroneous” or exception
transactions for review (Source:
www.withum.com). For example, NetSuite’s
upcoming “financial exception management” flags
anomalies.

Al monitors user behavior and configuration
changes. For instance, NetSuite detects unusual
login patterns or configuration edits (changes in
roles, permissions, etc.), alerting admins to
potential breaches (Source: docs.oracle.com)
(Source: www.withum.com).

Embedded machine learning in reports and
planning (e.g. NetSuite Anomaly Alerts in saved
searches, SuiteAnalytics), enabling predictive
insights. Oracle’s NetSuite Analytics Warehouse
allows ML models on ERP data (Source:
docs.oracle.com) (Source: www.techtarget.com).

A Guide to NetSuite Al for SOX Compliance & Internal Controls

COMPLIANCE/INTERNAL CONTROL IMPACT

Enables complete traceability: Every change — who, when, old/new
values — is recorded, satisfying SOX recall of every transaction
(Source: emphorasoft.com) (Source: intuitionlabs.ai). Al can further
analyze logs to detect outlier patterns (e.g. a surge of manual
overrides). This improves continuous monitoring. Risk: If Al suggests
summarizing log data (e.g. with generative text), ensure the summary
is anchored to actual entries (human review needed).

Catches more risks automatically: Instead of manual sampling, Al
scans 100% of data for irregularities (e.g. duplicate invoice numbers,
excessive expenditures) (Source: www.grantthornton.com) (Source:

www.netsuite.com). Case evidence shows Al can reduce fraud
losses: one retailer cut invoice errors 30% by automating duplicate-
checks, and a CFO stopped a $50K duplicate payment via a ML
anomaly script (Source: www.houseblend.io). Risk: False
positives/noise require tuning; firms must document Al models and
maintain human sign-off (Source: www.grantthornton.com) (Source:

www.houseblend.io).

Speeds AP processing while capturing audit data: Automates data
entry (e.g. vendor, amount, terms) and attaches source image. This
reduces entry errors and prevents bypasses in the control of invoice
recording, but requires review. Internal control: Human inspectors
must still verify the extracted data matches the original to ensure
accuracy (Source: www.withum.com). The audit trail preserves who
reviewed/edited the Al's output.

Proactive exception handling: Instead of only spot-checking, Al flags
any transaction breaching tolerance thresholds. This enforces near-
real-time control (continuous exception management). Note: The
existence of Al flags must be integrated into SOX test plans: auditors
will expect evidence of how these flags are generated and resolved
(Source: www.withum.com) (Source: www.grantthornton.com).

Strengthens security controls: Automated anomaly alerts (e.g.
sudden admin access from a new location or after-hours) enhance
internal controls over broader IT security. Internal control angle:
These system-level Al monitors feed into compliance dashboards;
however, companies must define response protocols to address Al-
detected alerts.

Deeper insights for controls and risk: Finance dashboards can
highlight trends (e.g. accelerating receivables, variance outliers) that
might indicate control degradation. Analysts can drill into data aided
by Al (e.g. forecasting models). Policy: Organizations should ensure
that any model recommendations are reconciled by human
reviewers, and that model logic is documented for audits.
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NETSUITE Al

EEATURE DESCRIPTION COMPLIANCE/INTERNAL CONTROL IMPACT
Enhances guidance and documentation: Users can ask intelligent
Natural-language tools embedded in NetSuite assistants about procedures or data (e.g. “why did this invoice get
i (e.g. Prompt Studio, Text Enhance, SuiteAnswers flagged?”). This can improve compliance training and data

Gen-eratlve Expert) let users query data or draft text. For comprehension. Control impact: It augments the

Assistants example, SuiteAnswers can answer compliance information/communication component of internal control.

(LLMs) queries in plain English (Source: However, any outputs (e.g. autogenerated financial commentaries)
docs.oracle.com). must be fact-checked and attributed properly, to avoid “hallucinations”

becoming part of official records.

Table 1. Key AI/ML features in NetSuite and their relevance to SOX/internal controls. Sources: Oracle documentation (Source: docs.oracle.com)
(Source: docs.oracle.com), product blogs (Source: www.techtarget.com), and expert analyses (Source: www.withum.com) (Source:
www.houseblend.io).

In summary, NetSuite’s Al toolkit touches nearly every phase of the financial process: data capture, transaction processing, oversight, and reporting.
Properly harnessed, these tools make internal control more powerful and efficient by automating rote tasks and surfacing issues faster. Section
references tables 1-2 illuminate concrete examples. However, the introduction of Al elements also imposes new requirements on compliance:
companies must treat these systems as part of the control environment, with corresponding policies and evidence (discussed below).

SOX Compliance and Internal Control Fundamentals
To understand Al's impact, we must first summarize SOX requirements and the traditional internal control framework in public finance.

SOX Overview. The Sarbanes-Oxley Act (2002) was enacted after corporate accounting scandals (Enron, WorldCom) to protect investors by
improving financial reporting and corporate governance (Source: www.salto.io). Key SOX provisions include:

« Section 302: CEO/CFO certification of quarterly and annual financial reports attesting to accuracy and control {"I have reviewed this report..."}.
« Section 404: Management and external auditors must attest to the effectiveness of Internal Control over Financial Reporting (ICFR) (Source:

emphorasoft.com) (Source: intuitionlabs.ai). This means documenting controls, testing them, and providing evidence (e.g. audit trails,
reconciliations).

Typical control areas include financial close processes (reconciliations, cut-offs), revenue recognition, purchasing & payables, sensitive access
rights, IT change management, and data security. SOX stresses the control environment, segregation of duties (no individual handles multiple
risks unchecked), clear processes, and complete documentation (Source: intuitionlabs.ai) (Source: emphorasoft.com).

Internal Control Frameworks. Many companies follow frameworks like COSO 2013 in designing controls. COSO'’s five components — Control
Environment, Risk Assessment, Control Activities, Information & Communication, Monitoring — still apply under Al and cloud. For example:

« Control Activities (the checks themselves) may be automated by Al (e.g. Al checks for duplicates in real time), but companies must define new
control activities around the Al (like periodic model validation).

« Information & Communication becomes critical: management must document all Al processes, model changes, and exceptions so that audit trails
are complete.

Auditors and regulators still require evidence. They expect logs or documentation proving that, say, each journal entry was reviewed or each user
access change had an independent approval. With Al, the evidence extends to model outputs. For instance, if an LLM drafts a variance memo, one
must show the prompt, model version, and who reviewed it.

SOX in Cloud ERPs. In the cloud era, SOX’s tenets simply shift onto platforms like NetSuite. When auditors review a NetSuite-based SOX control,
they often check:

« User access controls: Are roles and permissions properly set and reviewed? (e.g. enforce 2FA, least privilege) (Source: emphorasoft.com)
(Source: intuitionlabs.ai).

« Segregation of Duties (SoD): Can no single user perform conflicting tasks? NetSuite’s RBAC can enforce many SoD rules (Source:
emphorasoft.com).
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« Audit trails: Does the system log all material actions (journal entries, configuration changes)? NetSuite’s system notes capture these and cannot
be disabled (Source: emphorasoft.com) (Source: intuitionlabs.ai).

« Change management: How are customizations or workflow changes controlled? (As Salto notes, many companies struggle to track all the
script/flow changes in NetSuite (Source: www.salto.io) (Source: www.salto.io).)

« Financial reporting accuracy: Are closing entries, currency conversions, consolidations done correctly?

SOX auditors also analyze design and operating effectiveness. Design means the control exists with proper documentation; operating effectiveness
means it is working in practice (e.g. audit log shows control was applied through the period). Transitioning manual controls to Al-driven ones means
re-evaluating both design (was there a written procedure for Al monitoring?) and operating effectiveness (are exceptions being reviewed?).

Impact of Al on Internal Controls

With this background, we now analyze how Al in NetSuite affects specific control areas. We consider both advances and challenges.

Automated Monitoring and Continuous Controls

From Sampled to Continuous Testing. Manual SOX testing traditionally involves sampling transactions (e.g. 10% of journal entries) each quarter. Al
upends this by enabling continuous control monitoring. For example, Grant Thornton observes that Al “is redefining SOX compliance by replacing
periodic, sample-based testing with continuous controls that monitor a growing percentage of transactions in real time” (Source:
www.grantthornton.com). Systems like NetSuite can run saved-searches or ML models continuously: every invoice can be auto-verified against

patterns, and all access rights can be algorithmically reviewed daily.

This means blind spots shrink. Exceptions are caught immediately rather than late in Q4. In NetSuite specifically, controllers can configure real-time
dashboards and saved searches to surface compliance issues instantly (Source: emphorasoft.com). For instance, a finance manager’s NetSuite
dashboard might show “Invoices Over Approval Limit” or “Unapproved Journal Entries,” updated hourly. Such proactive monitoring reduces the risk of
an undetected error lingering for months. As one consultant notes, regulators now expect ongoing proof of control effectiveness — otherwise, stale
evidence risks audit deficiencies (Source: www.grantthornton.com). Al-powered dashboards transform SOX from a once-a-year chore into a “living

system” of continuous monitoring (Source: www.grantthornton.com).

Anomaly & Exception Detection. Al excels in pattern recognition. NetSuite’s Al can tag transaction outliers that rule-based checks might miss
(Source: www.houseblend.io) (Source: www.netsuite.com). For example, a time-series model in NetSuite spotted that a supplier’s invoice run was
200% of normal one month — a red flag that preempted a $50K fraudulent double-billing (Source: www.houseblend.io). In another case, automated
duplication logic eliminated all duplicate payments at a retailer, reducing invoice errors by 30% (Source: www.houseblend.io). These results indicate
that when Al is properly tuned, control effectiveness increases.

Grant Thornton emphasizes that anomaly flags must be actionable: Al can reduce false positives by learning “precision thresholds” and by providing
explanations for alerts (Source: www.grantthornton.com) (Source: www.houseblend.io). The flagged exceptions then funnel into workflows (e.g. alert a
controller via email, require sign-off in NetSuite). In practice, an auditor might review an exception log showing all anomalies Al found and
management responses. This level of detalil far surpasses what manual tests typically capture.

Table 2 contrasts traditional versus Al-enhanced approaches for selected control tasks:
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CONTROL
ACTIVITY

Invoice

Approval

Journal Entry
Testing

User Access
Reviews

Change
Management

Audit Trail
Documentation

TRADITIONAL
APPROACH

Manual review of each
invoice; sample-check
for duplicates; multiple
sign-offs on high-value
bills.

Random sampling of
entries at quarter-close;
manual verification of
accounts.

Periodic (e.g. annual or
semi-annual) manual
review of user roles via
reports or
spreadsheets.

IT/Finance change
requests in ticket
system; manual
reconciliation to system
notes.

At year-end, extract
logs of entries,
changes, approvals for
auditor.

A Guide to NetSuite Al for SOX Compliance & Internal Controls

AI-ENHANCED APPROACH

ML scans 100% of bills in real
time: flags duplicates, inflated
charges, ghost vendors.

Automated anomaly detection on
all entries: ML identifies outliers
(e.g. unusual amounts, postings).

Continuous monitoring: Al alerts
on unusual access changes (new
roles, abnormal login patterns)

(Source: docs.oracle.com)

(Source: www.withum.com).

Al-assisted impact analysis:
mapping customizations to
business risk (some vendors use
automated scans of NetSuite
scripts).

Al automatically compiles
evidence (export or dashboards)
on demand; LLMs could
summarize key findings.

SOX IMPLICATIONS

Higher coverage — all invoices checked, catching more
anomalies (Source: www.houseblend.io) (Source:
www.houseblend.io). Must ensure flagged cases are
documented. Requires verifying Al's rules and
allowing human override.

Continuous assurance — finds errors sooner (Source:
www.grantthornton.com). Auditors will want to see

model logic and rule criteria, and evidence of follow-up
on flagged entries.

Dynamic SoD enforcement. Exceptional changes are
captured in logs. (Source: emphorasoft.com). Auditors
will expect controls around who investigates Al alerts
and attests to remediation of inappropriate access.

Improved change auditability. However, as Salto
warns, NetSuite does not natively track script/flow
changes (Source: www.salto.io) (Source:
www.salto.io). Organizations should supplement with
Al tools or third-party SuiteApps that log every config
change and tie it to approvals.

Generates richer evidence easily. Must verify Al
summaries and preserve underlying logs. For
example, Oracle notes that Al-generated insights (like
a narrative explanation) must still link back to the raw
audit trail entries (Source: www.netsuite.com) (Source:
www.withum.com).

Table 2. Comparing traditional control processes to Al-enhanced processes in NetSuite, and SOX considerations. Sources: Grant Thornton (Source:
www.grantthornton.com), Oracle NetSuite variety of documentation (Source: docs.oracle.com) (Source: www.netsuite.com), Houseblend case
analysis (Source: www.houseblend.io), and others.

In essence, Al shifts many SOX controls from detective (catching errors after the fact) to preventive/continuous. This can greatly reduce the risk of
material misstatement and can shorten audit cycles (Source: www.grantthornton.com) (Source: www.netsuite.com). Companies can present to
auditors a continuously updated control dashboard, rather than a static spreadsheet prepared in Q4. However, this approach also requires reframing
how evidence is documented: auditors will need records of Al model configurations, exception logs, and human reviews, rather than only signed batch
reports.

Al and Segregation of Duties (SoD)

SOX demands strong segregation of duties: no individual should control an entire financial process end-to-end. Traditional controls enforce this by role
design and manual reconciliations. Al does not replace this principle, but it changes how we enforce it. On one hand, Al can strengthen SoD
monitoring: for example, algorithms can continuously ensure that no user obtains conflicting privileges across integrated modules. Analytics can spot
if, say, one person logs in under multiple roles in a suspicious pattern.
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NetSuite’s RBAC system already supports granular roles and privileges (Source: emphorasoft.com) (Source: intuitionlabs.ai). Embedded Al can flag
anomalies in permission sets; for instance, if the system detects that User A was granted two roles that violate SoD policy, an alert is generated. Real-
time role-change monitoring (Al-driven permission alerts) prevents SoD lapses from going unnoticed.

However, by automating controls, organizations must still define exception criteria and oversight. Audit guidance would expect evidence that any Al-
detected SoD conflict is reviewed by an independent person. Put differently, “Al says no single user should create a vendor and approve payments”;
the system might enforce this, but an auditor will want proof (e.g. a configuration report) that the rule is active and working. Emphorasoft highlights that
NetSuite easily enforces such SoD controls via roles (Source: emphorasoft.com). The Al addition is the continuous check and alerting — for instance,
using saved searches to list any newly overlapping privileges.

Another SoD risk is over-reliance on default roles. As CFOs deploy Al for finance tasks, the roles permitting Al usage must also follow SoD. For
example, if Al can automatically post adjustments, the developer or admin who trained the model should not also sign off on the final entries. Policies
should mandate review by separate individuals. This may require new roles and Al-specific controls (e.g. one person curates the prompt logic, another
must approve running it on live data).

Data Quality and Al Outputs

Data Integrity. Any Al benefit presumes quality of underlying data. Inaccurate or incomplete data leads Al astray. SOX requires data used in financial
reports to be accurate. NetSuite's audit trail ensures that raw data changes are captured (Source: emphorasoft.com), but Al's use introduces fresh
data-processing steps (e.g. OCR reading an invoice amount). Finance teams must validate Al-decrypted fields. NetSuite’s design helps: for Bill
Capture, the system shows the extracted results alongside the scanned image, and the user still “approves” the Al-filled invoice (Source:
www.withum.com). This workflow preserves a final approval check, fulfilling the control that a person certifies the bill's correctness.

From a controls perspective, any Al step should produce stamps of evidence. If an LLM writes an account reconciliation narrative, NetSuite may
record the text generation event as a system note. If an ML model scores transactions, that score should be exportable. Many Al platforms (including
Oracle’s OCI behind NetSuite Al) automatically log inputs and outputs. Companies should ensure these logs are retained. As Withum advises,
NetSuite’s architecture deletes training data after use (Source: www.withum.com), which is good for privacy, but firms must explicitly archive the Al
outputs themselves as part of the audit trail (e.g. save the parameter values and model version that produced the outcome).

Robustness and Drift. Machine learning models can degrade over time if data patterns change (model drift). For controls, this means an ML that
flags anomalies today may miss them next year if the business evolves. NetSuite environments change with new subsidiaries, new currencies, etc.
Firms must schedule periodic model validation: verify that the Al is still catching known exceptions and not inundating with false alerts. Some Al
frameworks embed drift monitoring (as recommended by NIST frameworks) (Source: www.grantthornton.com). In practice, a company might re-fit its

invoice-detection model quarterly, or incorporate feedback loops from manual reviews to fine-tune thresholds. Auditors will want to see that process:
evidence of “model monitoring with documented tester sign-offs and issue logs” (Source: www.grantthornton.com) is a best practice.

Governance, Oversight, and Ethics

Al systems introduce new governance needs. Grant Thornton stresses that Al compliance must be underpinned by frameworks like NIST’'s Al RMF
and forthcoming regulations (e.g. EU Al Act) to ensure trust (Source: www.grantthornton.com) (Source: www.linkedin.com). For NetSuite users, this

translates into formal inventory and risk assessments for each Al use case. For example, if an Al tool is used to categorize expenses (affecting
financial reporting), it should be classified as high risk, with documented testing.

Key governance controls include:

« Model Inventory and Approval: Like change control for system scripts, maintain a register of Al models (e.g. text-generation assistant, anomaly
detection schedules) deployed in NetSuite. Each should be approved by a control owner (CFO/Controller) before production use (Source:

www.grantthornton.com).

- Data Governance: Ensure the data fed into NetSuite’s Al modules complies with privacy policies. Oracle/netsuite’s approach is to use isolated
tenant models in OCI (Source: www.withum.com), but companies should confirm only non-sensitive data is used (e.g. scrub PII before training if
externally connected).

« Access and Controls Over Al Functions: As Withum notes, all Al preferences (e.g. enabling Text Enhance) can be controlled per role (Source:
docs.oracle.com) (Source: www.withum.com). Organizations should restrict sensitive roles from automating processes (e.g. prevent market
analysts from using Al to alter financial forecasts without oversight).
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« Explainability Requirements: Auditors will demand explanations for Al decisions. In practice, this means providing context: if Al auto-clears a
transaction, retain the logic (statistical threshold met) in the documentation. NetSuite’'s emerging Al advisor tools aim to provide “explainable
exceptions” (Source: www.grantthornton.com), which should be integrated into the sign-off evidence.

« Ethical Use: CFOs and audit staff must ensure Al is not introducing bias or unethical outcomes (e.g. Al-driven credit decisions or performance
appraisals). While outside classic SOX scope, extreme cases could boil up to compliance (e.g. biased expense allocation affecting financial
fairness). NetSuite includes compliance checks and privacy safeguards (deleting training data after use (Source: www.withum.com), but
governance policies must explicitly address ethics in finance Al.

Crucially, human oversight remains mandatory. Industry experts universally agree on principles like “Al as co-pilot, not autopilot” (Source:
www.grantthornton.com) (Source: www.withum.com). NetSuite itself designs features (like bill capture) to leave final decisions to users (Source:

www.withum.com). Audit planning for Al should mirror other automated controls: define clear "auto-approval vs manual review" criteria (Source:
www.grantthornton.com). For example, Al might automatically clear vendor names that match 100% to known records, but anything low-confidence is

flagged for accountant review. Decision points and rationale should be tracked in the workflow.

To operationalize this, companies can establish Al Governance Committees or charter CFO/CIO owners for each Al workflow (Source:
www.linkedin.com) (Source: www.linkedin.com). Such governance structures ensure that (a) any new Al use in NetSuite is vetted against compliance
requirements, (b) exceptions to this must be approved, and (c) ongoing risk (model drift, data changes) is monitored. With proper governance
embedded from day one, Al can reinforce rather than undermine internal controls (Source: www.grantthornton.com) (Source: www.linkedin.com).

Security and Privacy Considerations

NetSuite Al features rely on cloud infrastructure (Oracle Cloud) and may call external services (e.g. OCI's model APIs). Withum stresses that data
used by NetSuite Al is sanitized and models are tenant-isolated (Source: www.withum.com), but security-conscious firms should still enforce policies.
Key points:

« Data Minimization and Encryption. Only necessary data should be sent to Al services. For example, text-prompts for the Al assistant should
avoid including unapproved sensitive info. NetSuite enables encryption at rest and in transit, but companies must ensure that any third-party Al
calls (via SuiteScript) comply with their encryption policies.

« Access Controls to Al Capabilities. NetSuite administrators can disable generative Al actions for external roles (Source: docs.oracle.com). Best
practice: Only high-level finance users (with SOX responsibilities) get access to Al advisors or RAG queries. Regular users may need to request
Al-driven reports rather than have free rein.

« Vendor Assurance. Oracle itself issues SOC reports on the NetSuite cloud (SOC1 and SOC2) along with Al. Firms should review these reports
annually. Additionally, any SuiteApp (e.qg. third-party anomaly detectors) should be evaluated similarly.

« Incident Response. As with any IT control, include Al systems in incident response plans. If an Al model is found to have a flaw (say it leaked
data or made fatal errors), there should be a defined mitigation (roll back to older model, alert management, etc.).

By treating Al modules as part of the IT general controls (ITGC) environment, companies can integrate them into annual SOC audits or SOX ITGC
testing. Evidence like system architecture diagrams (showing where Al sits), access logs, and backup policies for Al-configured models should be
prepared.

Case Studies and Examples

Real-world examples illustrate these concepts:

« Invoice Fraud Detection: Telecom giant Ericsson reported that manual invoice sampling “caught only a fraction” of complex billing anomalies,
whereas ML models significantly reduced false positives and uncovered “hidden patterns” humans missed (Source: www.houseblend.io).
Although Ericsson’s system was custom, it parallels NetSuite anomaly detection: Al can scan entire invoice datasets in real time. In one NetSuite
Cloud deployment, a $50K duplicate billing (vendor invoicing twice) was caught by an ML-driven SuiteFlow script (Source: www.houseblend.io),
and a mid-market retailer eliminated all duplicate invoice payments, cutting invoice errors by 30% after enabling automated duplicate checks
(Source: www.houseblend.io). These cases show concrete ROI: fewer overpayments and audit findings.

« Audit Time Reduction: In a published ClO.com story, a company reduced its audit evidence tasks dramatically by leveraging tech-enabled
controls. They shrank their SOX program from 450 controls to 132 (70% fewer) and cut testing time 50%, without sacrificing audit quality (Source:
www.cio.com), (Source: www.cio.com). That freed bandwidth to implement Al oversight. While not NetSuite-specific, it exemplifies that focusing
on high-risk areas (often aided by analytics) can immensely streamline SOX.
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« Al as Co-Pilot: NetSuite itself cites finance examples: CFOs expect Al to help them “meet, or even leapfrog, stakeholders’ demands to control
costs yet be more agile” (Source: www.netsuite.com). A 2025 NetSuite survey found 70% of CFOs say Al helps finance teams work faster
(Source: www.netsuite.com). This echoes Grant Thornton’s view that Al turns compliance from a tax into a competitive edge (Source:
www.grantthornton.com). For example, a CFO using NetSuite’s predictive accounting can generate explanations for variances automatically

(Source: www.netsuite.com) while still personally reviewing and certifying them — blending efficiency with control.

These examples demonstrate that Al can materially improve SOX outcomes when governed properly. The Anecdotes also highlight key control
points: in every story, human review remained part of the loop (the CFO still signed off on the $50K save (Source: www.houseblend.io); Ericsson’s
finance team had to trust and verify Al recommendations (Source: www.houseblend.io).

Regulatory and Audit Perspectives
Governments and audit standards are beginning to address Al integration. Two emerging influences:

« EU Al Act (2024): This regulation classifies Al applications by risk. Enterprise systems affecting financial decisions are deemed “high risk”
(Source: wwuw.linkedin.com). High-risk Al must meet rules on transparency, human oversight, and robust documentation (Source:
www.linkedin.com). For NetSuite customers in the EU, any Al touching forecasts, pricing, or employee analysis must comply. That means
documenting model inputs/outputs, explaining algorithms, and ensuring humans validate the Al. A NetSuite CFO in the EU might treat the new
LLM assistant as a reportable high-risk system and include it in the company’s Al inventory (Source: www.linkedin.com).

« SEC and PCAOB Attention: U.S. regulators have not issued Al-specific mandates yet, but they have clarified that financial controls must still be
effective. The NetSuite executive guide notes that auditors will start asking how Al outputs are validated and by whom (Source:
www.linkedin.com). For example, if ChatGPT summarizes a section of operating metrics, the CFO should be ready to explain to auditors how the
content was checked. Deloitte similarly emphasizes oversight: auditors expect that GenAl use in reporting is “paired with rigorous oversight from
internal control professionals” (Source: www.deloitte.com).

« Internal Audit Thought Leadership: Influencers like Norman Marks and journal articles are already publishing guidance on Al in SOX programs.
Common themes: use Al to augment sample sizes (Marks calls it making SOX testing “simpler” (Source: verracy.com), but ensure applicability. A

recent article in CIO.com argues that auditors must shift from backward-looking checklists to forward-looking risk partnerships, especially as Al
blurs old boundaries (Source: www.cio.com) (Source: www.cio.com). Internal audit departments are advised to build inventories of Al processes
and incorporate Al risk assessment in their annual audit planning (just as they audit payment systems, they will audit “Al bots” in NetSuite).

As of 2025, no US law prohibits using Al in reporting. In fact, major audit firms are developing Al tools for their own work. Yet the consistency is clear:
accountability rests with management. CFOs must ensure SOX-creativity doesn’t violate the act’s intent. For example, even if Al summarized the
entire General Ledger for you, the company cannot certify accuracy without human validation. As Deloitte succinctly puts it, the power of GenAl
“comes with risk and requires professional oversight” (Source: www.deloitte.com).

Data, Trends, and Research Findings

A robust answer demands data on how Al is being adopted and its measurable impact. While NetSuite-specific Al adoption stats are sparse, broader
finance and compliance studies offer context:

« Al Adoption Hesitancy: Despite the hype, surveys show many finance teams still lag in Al use. A 2024 CFO.com article reports that 73% of
accounting firms were not using Al at all, and only 4% were using it in multiple areas (Source: www.cfo.com). The top concerns inhibiting use
were “inaccuracies” (58%) and “data privacy” (55%) (Source: www.cfo.com). For NetSuite users, this implies a cultural challenge: finance
professionals may distrust Al outputs or fear data leaks. Overcoming this requires education on Al governance and a phased approach (pilot in
low-risk processes first).

« Fraud and Error Rates: Non-Al-era studies highlight the magnitude of control gaps. The Association of Certified Fraud Examiners (ACFE)
estimates organizations lose ~5% of revenue to occupational fraud (Source: www.houseblend.io). Specifically, Forbes reports mid-size firms
average ~$280K annual losses to invoice fraud (Source: www.houseblend.io). These figures justify Al intervention. Houseblend's analysis notes
that with Al, one can scan 100% of invoices instead of subsampling, significantly increasing the chance to catch the much-larger dollar
misstatements (Source: www.houseblend.io) (Source: www.houseblend.io).

« Al Efficacy Metrics: Concrete ROl examples have been documented. For instance, after deploying Al checks, one retailer saw a 30% drop in
invoice anomalies (Source: www.houseblend.io). Ericsson’s internal ML project noted far fewer false positives than rule-based systems (Source:
www.houseblend.io). While controlled experimental data is limited, pilot programs often report dramatic productivity gains: Deloitte notes
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companies realizing “cycle-time reductions in testing and remediation” as an emerging benefit (Source: www.grantthornton.com). Some firms

claim auditing hours cut by 50% after continuous monitoring was added (Source: www.cio.com).

« Future Projections: Analysts predict deepening Al usage in finance. A McKinsey report (NetSuite cites it) finds Al embedded in core ERP/EPM
systems is rising, with only a minority of companies fully transformed yet (Source: www.netsuite.com). The World Economic Forum/Accenture
survey cited in [43] even found 70% of financial execs think Al will tie directly to revenue growth (not just cost cutting) (Source:
www.netsuite.com). This suggests an industry expectation that CFOs who lead in Al will gain competitive advantage (and investor confidence).

Multiple Perspectives

Finance and Management View

CFOsIControllers: From their vantage, Al in NetSuite addresses the age-old pressure: do more with less while remaining auditable. As Oracle
observes, CFOs see Al as a lever to “control costs, yet be more agile” (Source: www.netsuite.com). They value faster closes, predictive forecasting,
and automated reconciliations. In surveys, CFOs report 70% saying Al helps their team deliver faster reporting or more output (Source:
www.netsuite.com). NetSuite marketing highlights CFOs’ need for richer insights (“sharper decision-making, cost optimization, stronger fraud
detection” (Source: www.netsuite.com). These align with compliance: stronger fraud detection is a direct compliance and investor-relief benefit.

However, CFOs also face concerns: the CFO.com survey (Source: www.cfo.com) revealed apprehensions about Al inaccuracies and privacy. There is
a strong preference to move deliberately. This is reinforced by NetSuite’s own guidance: “Al won’t do finance’s job, but it will redefine how the job gets
done” (Source: www.netsuite.com). Essentially, finance leaders see Al as a tool, not a crutch. They emphasize governance — e.g., Al demands new
skills to “blend automated insights with human judgment” (Source: www.netsuite.com). Industry blogs also note CFOs leading Al strategy with clear
use-case approval frameworks (Source: www.linkedin.com) (Source: www.netsuite.com). For SOX, that means CFOs must update policy manuals:

e.g., “Our SOP now states that any flagged transaction must be reviewed by at least two people, one being an Al-check approver.”

Because CFOs sign the books, they are acutely aware that top management accountability hasn’t changed. As one commentary noted, “the Board
wants proof that Al-driven compliance will withstand scrutiny” (Source: www.grantthornton.com). Smart finance teams use Al successes (like faster

audits) to not only improve efficiency but also to “signal operational excellence” to boards and investors (Source: www.grantthornton.com). For
instance, a CFO might highlight during an audit letter that Al monitoring caught X issues in-year, reducing external audit adjustments. This narrative

can strengthen investor trust in internal controls.

Internal Audit Perspective

Internal audit (IA) departments are on the front line of this transition. They must incorporate Al in their risk assessments. The message from experts is
that internal audit should actually lead Al adoption, not shy from it (Source: www.linkedin.com). 1A can use Al itself to test controls (e.g. automated
sampling of all transactions). But IA also must validate Al tools: plan test scripts that verify Al models are performing as claimed (e.g. validate a
random subset of Al-flagged vs non-flagged items).

For SOX, internal auditors now need to audit both the financial controls and the Al controls. A good starting point is to catalog Al systems and classify
them by SOX materiality. The NetSuite transformation guide suggests doing intake forms for each Al use-case, describing data, metrics, and rollback
plans (Source: www.linkedin.com). Internal auditors might run risk matrices for Al: e.g. high-risk if it's a core accounting function (document that to
external).

In practice, some internal audit teams are upskilling: learning data science basics to understand ML, or using Al in their own tools. Grant Thornton
notes companies should provide targeted training for finance/audit on Al so they “can apply Al confidently” (Source: www.grantthornton.com). By doing

so, IA can “supercharge” the audit process: once they trust the data, they can focus on exceptions rather than generation of audit evidence. Many
believe that Al could eventually reduce audit fees, as the role of auditors shifts to validating continuous monitoring instead of manual tests (Source:

www.grantthornton.com) (Source: www.cio.com).

External Audit and Compliance Professionals

External auditors are still in “wait and see” mode. They have not formally approved a fully Al-driven SOX audit approach, but guidance is evolving. For
now, Big-4s encourage clients to document everything. Deloitte warns, “before presenting results to auditors, use a framework-driven approach that
verifies accurate Al inputs and attach quality checks” (Source: www.grantthornton.com). External auditors will check that a company's Al tools are
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appropriately governed: e.g. did management assess the model’s risk? Did they test outputs? Did they document exceptions? In NetSuite, this could
involve the auditor reviewing the configuration of Al SuiteApps or even sampling raw data fed into an Al model to ensure completeness.

Regulators (SEC, PCAOB) have historically been agnostic about specific tech, focusing on outcomes. But the SEC lately highlights that CFOs should
be aware of Al's influence. For example, if a NetSuite-generated CFO letter to shareholders was prepared with Al, the SEC would expect the CFO to
“validate” the claims. PCAOB guidance may eventually require audit firms to consider Al use in risk assessment.

Implications and Best Practices

Integrating Al into NetSuite necessitates revisiting the control framework. Based on the above analysis and expert guidance, we outline key
implications and suggested practices:

o Treat Al Features as Controls: Consider an Al monitoring script or LLM report as part of the control inventory. Document it with owner,
frequency, and expected response path. For example, a SuiteFlow anomaly script that logs all transactions over $100K might be listed as “HCM-
SOX-45" like any other control. Ensure its design (parameters, logic) is approved and change-managed.

« Enhance Audit Documentation: Leverage Al to improve documentation: e.g. use generative tools to draft standardized control narratives, but
always have humans verify before finalizing policies. Meanwhile, use continuous monitoring to generate more audit evidence (e.g. weekly
compliance snapshots).

« Refine Role Definitions: As Oracle’s Al features expand, revisit user roles. Admins might now have rights to Al tools; define which roles can
create/fine-tune ML models versus which can only run them. Use NetSuite’s granular permissions and logs to ensure any Al model changes (in
Prompt Studio or SuiteScript) are recorded.

« Design Dual-Approval Workflows: Apply Al as one layer with a human second-check. For instance, an Al assistant may propose account
assignments, but a finance manager must click “approve”. This satisfies the principle voiced by Withum: “Al can optimize efficiency, but humans
are still responsible for final decisions” (Source: www.withum.com). Segregation: Ideally, the person who trained an Al script is not the one who
reviews its outputs.

« Continuous Monitoring: Formalize real-time controls: e.g. set up NetSuite dashboards (as Emphorasoft suggests) for SoD conflicts or payment
anomalies (Source: emphorasoft.com). Assign clear owner responsibilities: someone must act on an in-period issue rather than saving it for year-
end.

« Governance by Design: Before launching any Al (e.g. enabling NetSuite’'s Prompt Studio), run an Al risk assessment. Align with frameworks like
NIST Al RMF (as Grant Thornton recommends) or the emerging toolkits. Ensure data privacy compliance (Al Act, GDPR) by vetting training
datasets and controlling data flow. As Withum notes, NetSuite is building trust by deleting training data (Source: www.withum.com) — customers
should likewise ensure no undue retention of sensitive outputs.

« Audit and Jury-Rigging: Recognize that, at least initially, auditors may require “shadow checks”. Companies may need to run parallel manual
tests or keep legacy reporting for a period, to demonstrate the Al approach yields equal or better assurance.

« Change Control for Al: Extend ITGCs to cover Al. For example, changes to a SuiteScript ML model should require the same review as a
financial module upgrade. Oracle’s documentation encourages treating Al integration similar to any SuiteApp — manage it in the same
development lifecycle and log its deployment (Source: www.grantthornton.com) (Source: docs.oracle.com).

« Education and Culture: Finally, build a culture that understands Al's role. Train finance teams on Al outputs (what do automated flags mean?),
and involve auditors early so they trust the new processes (Source: www.grantthornton.com). Promote “Al literacy” so that everyone from CFO to

clerk knows both the power and the limits of Al features in NetSuite.

Future Directions

The convergence of Al and ERP will only deepen. On the technological front, we expect:

« Advanced LLM Assistants: NetSuite and partners are likely to expand features like the “Al CFO Assistant” coming to SuiteAnswers and CPQ.
These will allow more sophisticated natural-language interaction with financial data. Firms must pre-plan: when Al writes part of an MD&A
narrative or even emails to stakeholders, how will compliance be assured? Versioning and approvals will be key.
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« Cross-System Analytics: Al could increasingly connect NetSuite finance data with other systems (CRM, supply chain) to enforce controls end-
to-end. For example, an Al might flag if a sales discount approved in CRM has no corresponding approval in NetSuite revenue entries.

« Regulatory Responses: Governments worldwide are taking Al seriously. Beyond the EU Al Act, likely the US SEC will issue specific guidance on
Al in financial disclosure (perhaps requiring attestations that any material Al usage had oversight). NetSuite customers should keep abreast of
these changes — they may require new disclosures or audit procedures.

« Audit Evolution: Auditors may increasingly rely on APIs to NetSuite to perform automated procedures. In the future, an auditor might plug their
audit software directly into a client’'s NetSuite Al logs to continuously validate controls, rather than sampling at year-end. This shift to “continuous
audit” is already under discussion among firm leaders (Source: www.cio.com).

« Ethical and Sustainability Considerations: Al is also being evaluated under ESG banners. One could imagine guidelines that consider
“Auditability” as part of Al ethics (does the tool cause destructive errors?). Conversely, Al helping audit could one day factor into an organization’s
ESG reporting as a governance metric (“‘uses advanced tech to ensure financial integrity”).

Redefining Audit and Compliance Roles: The long-term implication is a re-skill of finance and audit. As one audit leader described, their audit team
moved from “reacting to Al risk to shaping how the business thinks about Al accountability” (Source: www.cio.com). Finance professionals may take
on data-science style duties, and auditors become more data-analytic. NetSuite itself intends to make Al features “no more difficult for customers to
use than standard features” (Source: www.withum.com), but the human element will demand new training: on data analysis, on Al ethics, on
integration with SOX.

In summary, Al in NetSuite opens the door to continuous, intelligent compliance, but also requires a paradigm shift in controls design and audit
approach. Early adopters — especially strong in collaboration between finance, IT, and audit — will likely gain advantages (e.g. reduced audit costs,

investor confidence). As Grant Thornton notes, modern compliance can become a competitive edge (Source: www.grantthornton.com).

Conclusion

Al's emergence within NetSuite is a double-edged sword for SOX compliance and internal controls. On one side, Al promises greater rigor and
efficiency: automated checks, real-time monitoring, analytics-driven insights, and the ability to process volumes of transactions that manual
controllers could never handle (Source: www.grantthornton.com) (Source: www.netsuite.com). These capabilities can significantly bolster control

effectiveness and audit quality. For example, NetSuite customers have documented multi-million-dollar savings through Al-driven fraud detection and
error prevention (Source: www.houseblend.io) (Source: www.houseblend.io).

On the other side, Al brings new complexities and risks. Its algorithms require transparency, ongoing validation, and robust data governance. Any
lapse in these areas can undermine even the best-intended controls. Thus, as this report has shown, organizations cannot treat Al as a “black box” or
a plug-in cure-all. Instead, they must build Al trustworthiness into the very fabric of their SOX program (Source: www.withum.com) (Source:
www.linkedin.com). This means human owners for every Al workflow, documented logic and audit trails for every decision, and a culture where Al is
always considered a tool — valuable, but requiring human oversight (Source: www.grantthornton.com) (Source: www.withum.com).

From a governance standpoint, regulatory bodies are already moving to codify these expectations. The EU Al Act and forthcoming SEC guidance
make clear: if you use Al in financial operations, be prepared to produce guardrails and documentation (Source: www.linkedin.com) (Source:
www.linkedin.com). NetSuite, for its part, is providing native features to help — audit logs, compliance dashboards, and an ecosystem of secure Al
services. But ultimately, it is the customer’s responsibility to configure and utilize these features properly.

The trajectory is clear: Al will become deeply woven into how companies achieve compliance. Over time, a successful SOX program will ook less like
a stack of binders and more like a set of live data feeds and intelligent alerts. Control owners will spend less time scrubbing spreadsheets and more
time investigating Al-flagged issues and refining controls. Auditors will evaluate Al governance processes alongside financial controls. Companies that
embrace this transition as an opportunity can make compliance less of a burden: faster audits, fewer audit findings, and a stronger reputation with
regulators and investors (Source: www.grantthornton.com) (Source: www.grantthornton.com).

In conclusion, the impact of Al on SOX compliance and internal controls in NetSuite is profound but navigable. By understanding both the promise
(enhanced monitoring, risk detection, efficiency) and the perils (model risk, over-reliance, documentation gaps), finance leaders can craft strategies
that leverage Al's strengths while safeguarding integrity. With thorough planning, continuous oversight, and alignment with emerging standards, Al in
NetSuite can transform compliance from a heavy lift into a jewel of competitive assurance.
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