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Executive Summary

This report examines whether and how Oracle NetSuite, a leading cloud-based Enterprise Resource Planning (ERP) system, can be
used in General Data Protection Regulation (GDPR)-compliant ways. GDPR is the European Union’s comprehensive privacy law
(effective May 2018) that imposes strict requirements on the collection, processing, and storage of personal data for EU/EEA
residents (Source: www.netsuite.com) (Source: houseblend.io). We evaluate NetSuite’s technical features, infrastructure,
certifications, and legal provisions to see how they align with GDPR’s principles and obligations. Our analysis finds that NetSuite
provides a robust foundation for GDPR compliance: it offers strong encryption (in transit and at rest), granular access control,
and dedicated tools for data subject rights (access, deletion, portability) (Source: emphorasoft.com) (Source: docs.oracle.com).
Oracle has data centers in the EU (Amsterdam, Dublin) to keep EU data on European soil (Source: www.netsuite.com.hk), and
NetSuite’s information security management meets ISO 27001/27018 and SOC standards (Source: www.netsuite.com) (Source:
www.netsuite.com). Critically, Oracle (NetSuite’s parent) supplies a Data Processing Addendum (DPA) and a GDPR-specific
addendum to contractually bind itself as a processor to GDPR rules (Source: emphorasoft.com) (Source: emphorasoft.com). In
practice, achieving full compliance also requires that NetSuite clients configure the system correctly (e.g. mapping data flows,
minimizing fields, capturing valid consent, and using NetSuite’'s data purge tools) (Source: www.houseblend.io) (Source:
houseblend.io). Case examples (e.g. a European subsidiary seeking to move its data to EU servers (Source: community.oracle.com)
highlight customer concerns about data residency. In conclusion, NetSuite can be GDPR-compliant if used and configured
properly. Oracle provides the necessary safeguards and certified controls to meet GDPR obligations, but compliance is ultimately a
shared responsibility between the vendor (as data processor) and each organization (as data controller) that implements policies
and uses NetSuite’s features appropriately.
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The EU General Data Protection Regulation (GDPR) is a landmark privacy law that reshaped data protection worldwide. It
grants EU/EEA residents new rights over their personal data and imposes strict rules on organizations (“controllers” and their
“processors”) that handle this data (Source: www.netsuite.com) (Source: houseblend.io). Non-compliance can lead to heavy fines
(up to €20 million or 4% of global turnover) and reputational damage (Source: houseblend.io) (Source: houseblend.io). Since its
enactment in 2018, GDPR has influenced not only European companies but any business globally that processes EU personal data.

Oracle NetSuite is a cloud-based ERP and business management platform used by thousands of companies worldwide, including
many with EU operations. In 2016, Oracle acquired NetSuite, integrating it into its Oracle Cloud offerings. Because NetSuite often
handles large volumes of personal data (customers, employees, vendors) and is multi-tenant by nature, GDPR compliance is a
critical concern for its users.

This report investigates if NetSuite itself is “GDPR-compliant.” We clarify that no software can automatically make a company
compliant - compliance depends on processes and context. Instead, we assess whether NetSuite provides the technical,
organizational, and contractual safeguards required by GDPR. We examine:

« The regulatory background of GDPR and relevant principles.

« NetSuite's architecture, data centers, and data residency options.

« Security and privacy features (encryption, access control, monitoring).

« Features supporting data subject rights (access, correction, erasure, portability).

« Legal agreements (Data Processing Agreements, EU standard clauses, Code of Conduct).
» Certifications and audits (ISO standards, SOC, EU Cloud Code).

« Implementation best-practices (mapping data flows, consent management, etc.).

« Real-world perspectives, including questions from NetSuite users and partner analyses.

By compiling official documentation, expert guides, and credible articles, this report provides an in-depth analysis to answer: Can
NetSuite, when properly managed, achieve GDPR compliance? Our conclusion is affirmative: NetSuite’s design and Oracle’s
commitments align well with GDPR, but ultimate compliance hinges on how customers configure the system and govern data.

The GDPR and Its Requirements

The GDPR’s aim is to give individuals control over their personal data and to unify data protection across Europe (Source:
houseblend.io) (Source: www.netsuite.com). It codified core principles (lawfulness, fairness, transparency, purpose limitation, data
minimization, accuracy, storage limitation, integrity/confidentiality, and accountability) in Article 5 (Source: houseblend.io) (Source:
houseblend.io). Key rights include access, rectification, erasure (“right to be forgotten”), restriction of processing, data
portability, and objecting to certain uses (Source: houseblend.io) (Source: houseblend.io). Controllers must have a legal basis for
processing (e.g. consent, contract), document processing activities, appoint a Data Protection Officer if needed, and report
breaches to authorities within 72 hours (Source: houseblend.io) (Source: houseblend.io). GDPR also imposes strict conditions on
transferring personal data outside the EU.

Violations can incur severe penalties (up to €20 million or 4% of global revenue) (Source: houseblend.io). Consequently,
organizations using NetSuite in the EU (or processing EU data) must ensure both the platform and their practices meet these
obligations. The burden is on the data controller (the organization using NetSuite) to comply; NetSuite/Oracle acts as the data
processor.A processor must implement security measures and follow the controller’s instructions (Art.28 GDPR) (Source:
emphorasoft.com) (Source: www.netsuite.com).

Table 1 summarizes the core GDPR requirements and how NetSuite is equipped to address them (detailed in subsequent sections).
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GDPR REQUIREMENT

Lawful, fair processing &
transparency (Art.5)

Data Minimization & Purpose

Limitation (Art.5)

Accuracy (Art.5, Art.16)

Storage Limitation (Art.5)

Security (Confidentiality &
Integrity) (Art.5, Art.32)

Data Subject Rights (Access,

Rectification, Erasure,
Portability, Restriction,
Objection) (Arts. 15-22)

Breach Notification (Arts. 33-

34)

Data Controller/Processor
Obligations (Art. 28, 24)

KEY POINTS (ARTICLE)

Transparent processing
notices, lawful basis
(consent, contract, etc.),
accountability (Source:
houseblend.io) (Source:
houseblend.io).

Collect only necessary data,
retain only as long as needed
(Source: houseblend.io)
(Source: houseblend.io).

Keep data accurate and up
to date.

Do not keep personal data
longer than necessary.

Protect data against
unauthorized access/loss.

Individuals can see, correct,
delete, and export their data,
and object to processing.

Notify authorities within 72
hours of a breach that risks
rights.

Controllers must have
agreements with processors,
ensure processors meet
obligations.
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NETSUITE SUPPORT / FEATURES

NetSuite can be configured to capture consent (through
custom fields/workflows) and track data processing
reasons (e.g. custom fields for opt-ins). Transparent
notices must be managed by users, but NetSuite
centralizes data for audit.

NetSuite allows customizing forms and fields to avoid
collecting extra data (Source: www.houseblend.io).

SuiteCommerce analytics data is automatically deleted
after 6 months (Source: docs.oracle.com).
Administrators should configure retention schedules.

NetSuite provides data validation tools and workflows to
update or correct records. Business processes should
include regular reviews of data quality.

Deleted records remain for 180 days by default (Source:
docs.oracle.com), but can be purged on request.
Archive/purge functions and Pl Removal help enforce
retention policies (see below).

NetSuite implements encryption in transit and at rest
(Source: docs.oracle.com) (Source: emphorasoft.com),
multi-factor authentication, role-based access,
continuous monitoring, and regular security audits. It
holds ISO 27001/27018 and SOC 1/2 certifications
(Source: www.netsuite.com) (Source:
www.netsuite.com).

NetSuite provides tools for these rights: Saved
Searches/API to locate data (Source: houseblend.io), Pl
Removal feature to erase data (Source:
docs.oracle.com), export to CSV/XML (Source:
houseblend.io) (Source: emphorasoft.com), and
workflow controls. Controllers must exercise these tools.

Oracle NetSuite has an incident response team and
commits to alert customers of breaches within 72 hours
(Source: emphorasoft.com). Companies using NetSuite
must monitor logs and notifications to meet GDPR
timelines.

Oracle (NetSuite) provides a GDPR-compliant Data
Processing Agreement (DPA) outlining roles and
measures (Source: emphorasoft.com). NetSuite's
adherence to the EU Cloud Code of Conduct has been
officially verified (Source: www.netsuite.com),
demonstrating processor compliance with GDPR Article
28.
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NetSuite Overview and Architecture

Oracle NetSuite is a multi-tenant cloud ERP system covering finance, CRM, HR, e-commerce, and more. All customers share the
same infrastructure and application instances, but data is logically segregated. Because it is Software-as-a-Service (SaaS),
NetSuite’s security and infrastructure are managed by Oracle, while customers manage their user configurations and data within
the platform.

Global Footprint: NetSuite serves customers worldwide, including a strong presence in Europe. Recognizing privacy and
performance needs, NetSuite operates data centers in the European Union. In 2015, NetSuite announced new data centers
in Amsterdam (Netherlands) and Dublin (lreland) to allow EU customers to store data physically within the EU (Source:
www.netsuite.com.hk). These centers offer the same high security and redundancy as NetSuite’s US facilities. Today, customers can
choose their data region when provisioning an account (e.g. a UK customer could host in Dublin). More recently, Oracle’s acquisition
means NetSuite also runs on Oracle Cloud Infrastructure (OCI), which has multiple EU regions (e.g. Germany, Netherlands, UK,
Italy) and even a new Oracle EU Sovereign Cloud designed for sensitive data (Source: www.oracle.com). This ensures that EU
data can remain on EU soil under EU jurisdiction, satisfying GDPR residency expectations. For example, a NetSuite user forum
discussed moving a US-hosted account to an EU data center to comply with GDPR (Source: community.oracle.com), illustrating how
data location matters to customers.

Data Flow: NetSuite centrally manages data: customer records, transactions, employee information, etc., are stored in its cloud
databases. Integrations and customizations (SuiteScript, SuiteCloud platform) can extend workflows and data capture. Data may
flow into NetSuite via web forms, API calls, or manual entry, and flow out via reports or connectors. All data interactions can be
encrypted (see below). Critically, because data is in one central system, organizations avoid data sprawl: “NetSuite provides a
unified data management platform that gives you complete visibility and control over your customer data across the entire
lifecycle” (Source: emphorasoft.com). This 360° view (single customer ID linking all records) helps locate personal data for GDPR
compliance.

Roles (Controller vs Processor): Under GDPR, any organization using NetSuite to store EU personal data is typically the
controller. The organization decides the purpose and means of processing. Oracle (NetSuite) is the processor, acting on behalf of
the customer. As a processor, Oracle must abide by the customer’s instructions and GDPR’s security requirements (Art. 28).
NetSuite’s terms include a Data Processing Agreement (DPA) that is GDPR-compliant (Source: emphorasoft.com). This contract
covers security obligations, confidentiality, use of sub-processors, and data export. Oracle even offers a GDPR-specific addendum
with extra clauses (breach notification assistance, DPO cooperation, etc.) (Source: emphorasoft.com). By signing the DPA,
customers ensure their processor relationship meets GDPR standards.

NetSuite Security and Privacy Controls
NetSuite incorporates extensive technical measures to protect data and support privacy-by-design:

o Encryption: /n transit: All connections to NetSuite use strong TLS/HTTPS encryption. According to Oracle documentation,
“Suite web services are protected by HTTPS over TLS. All data is encrypted in transport” (Source: docs.oracle.com). At rest:
Oracle’s data centers use 256-bit AES encryption for data at rest (Source: docs.oracle.com). EmphoraSoft confirms that
NetSuite employs “state-of-the-art encryption for data at rest and in transit” using industry-standard protocols (TLS, AES)
(Source: emphorasoft.com) (Source: emphorasoft.com). NetSuite also supports additional encryption options (e.g. SuiteCloud
Encryption APIs and customer-managed keys) for highly sensitive fields.

« Access Controls: NetSuite enforces role-based access control (RBAC) by default. Administrators define roles with precise
permissions down to the field level (Source: emphorasoft.com). For example, one can allow salespeople to view customer
contact info and orders but deny access to salary or credit card fields. NetSuite also offers multi-factor authentication (MFA) for
logins (Source: www.netsuite.com), strong password policies, and token-based authentication for integrations (Source:
www.netsuite.com). Audit logs and system notes track user actions.

. Operational Security: Oracle maintains dedicated security teams and advanced monitoring for NetSuite. They conduct
continuous vulnerability scanning and penetration tests (Source: emphorasoft.com). Physical data center security is robust.
NetSuite’s data centers (including EU locations) are SOC 1/2 audited and ISO-certified (below). Service availability is high (SLA-
backed), and redundant backups ensure recoverability. Secondary features like IP address restrictions and login notification
emails add layers of protection.
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Compliance Certifications (Table 1): NetSuite holds numerous certifications recognized by auditors and regulators. It is SOC
1 Type Il and SOC 2 Type Il certified (reporting on financial and security controls) (Source: www.netsuite.com), and maintains
ISO/IEC 27001:2013 (Information Security Management) (Source: www.netsuite.com). Oracle has extended its ISMS to include
ISO/IEC 27018, which is specifically a code of practice for protection of personally identifiable information (PIl) in public clouds
(Source: www.netsuite.com). It is also PCI DSS and PA-DSS compliant for payment data (Source: www.netsuite.com). In
addition to formal audits, Oracle NetSuite has been verified under the EU Cloud Code of Conduct (GDPR Article 28
compliance for processors) (Source: www.netsuite.com). This Code of Conduct is a GDPR-approved mechanism showing that
NetSuite provides “sufficient guarantees” for processor obligations. All of these independent standards mean that NetSuite’s
underlying processes are regularly reviewed: for example, a NetSuite trust brochure notes its controls align with NIST 800-53
and ISO 27000 series (Source: www.netsuite.com) (Source: www.netsuite.com).

CERTIFICATION /

NETSUITE STAT RELEVANCE
FRAMEWORK su s us & ¢

NetSuite’s information-security management system is ISO 27001:2013 certified (Source:

ISO/IEC 27001 (ISMS) )
www.netsuite.com).

ISO/IEC 27018 (Cloud Oracle has extended I1SO 27001 to include ISO 27018 controls (for Pll in the cloud)
Privacy) (Source: www.netsuite.com).

NetSuite is audited to SSAE 18/SOC 1 standards for financial controls (Source:
SOC 1 (Type II) .
www.netsuite.com).
SOC 2 (Type II) NetSuite is audited to SOC 2 for security and availability (Source: www.netsuite.com).

Maintains compliance for payment card data (useful for customers processing payments
PCI DSS, PA-DSS pliance for pay ( P g pay )
(Source: www.netsuite.com).

EU Cloud Code of Conduct Verified compliance with GDPR Article 28 processor obligations (Source:

(GDPR CoC) www.netsuite.com).
GDPR Data Processing Oracle provides a GDPR-compliant DPA and optional European addendum covering GDPR-
Addendum specific terms (Source: emphorasoft.com) (Source: emphorasoft.com).

Data Segregation (Multi-tenancy): NetSuite’s multi-tenant architecture logically isolates each customer’s data. Role-level
and account-level permissions ensure that one company’s data cannot be accessed by another. This isolation is crucial: it
prevents cross-account leaks. Going further, Oracle has committed to EU standards: as of 2021, NetSuite customers can choose
EU-based Oracle Cloud regions, and Oracle’s new EU “Sovereign Cloud” offers further assurance that data processing (and even
certain admin functions) happen under EU oversight (Source: www.oracle.com).

Logging and Monitoring: NetSuite logs all system events. System Notes track field changes; account-level Audit Trails
record record-level activity. These logs support breach investigation and data audit. Although NetSuite allows administrators to
view logs, GDPR’s “right to erasure” complicates log data. By design, encrypted logs are not deleted; instead, NetSuite’s PI
Removal feature (see below) can sanitize personal identifiers in logs.

Data Subject Rights and Data Management

A major focus of GDPR is empowering individuals (data subjects) to control their data. NetSuite provides specific functions to help
fulfill these rights:

Rights Management (Access/Auditability): Under Article 15 (Right of Access), companies must show an individual all
personal data held about them. NetSuite supports this via its reporting and search tools. Administrators can use Saved
Searches, Workbooks, and SuiteAnalytics to query all records related to a customer or employee. For example, one can
search by Customer ID or email to list all transactions, contacts, and related data. These search results can be exported. Built-in
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SuiteTalk APIs also allow automated retrieval of record data. In short, NetSuite’s centralized model means “all customer
records...are linked to a single customer ID, providing a 360-degree view” (Source: emphorasoft.com). This comprehensive data
model makes it easier to respond to Data Subject Access Requests (DSARSs).

. Right to Rectification (Article 16): NetSuite users can edit or update records through the Ul or script. Ensuring data
accuracy is a matter of process: if an individual asks for correction, the controller must update the NetSuite record manually or
via script. NetSuite audits changes in System Notes for transparency.

. Right to Erasure (Article 17/“Right to be Forgotten”): NetSuite includes a dedicated Personal Information (PI)
Removal feature (Source: docs.oracle.com). This tool enables administrators to scrub or replace personal identifiers on a
record without deleting the entire record. For instance, fields like first name, last name, email, SSN, etc., can be overwritten
with generic placeholders. The feature also affects audit trail entries: the “Audit Trail History” value for affected logs is replaced
with a fixed message, effectively anonymizing personal data in the trail (Source: docs.oracle.com). However, note that the
underlying audit log entries themselves are not deleted (to preserve data integrity); they are simply anonymized. By using PI
Removal, a company can comply with an erasure request while not destroying related transaction data.

After using Pl Removal, a customer or employee record can then be deleted by standard means. NetSuite retains deleted
records for at least 180 days (per SuiteProjects Pro documentation) (Source: docs.oracle.com). Beyond that, deleted data is
swept up in NetSuite’'s regular maintenance purge (or can be purged on demand via a support request) (Source:
docs.oracle.com) (Source: docs.oracle.com). The documentation explicitly recommends redacting Pll before deleting
records (Source: docs.oracle.com), consistent with GDPR. Thus, NetSuite provides a clear path: use PI Removal to wipe PII,
then delete or purge the record.

In practical terms, a NetSuite administrator would respond to an erasure request by (a) locating the subject’s records (using
Saved Search/ID), (b) running the PI Removal function on those records, and (c) deleting the now-anonymized records. Oracle
also permits complex, scripted PlI-Removal requests via SuiteScript (Source: docs.oracle.com). These capabilities roughly
implement GDPR'’s erasure requirement. However, it's the data controller’'s responsibility to initiate this process.

. Data Portability (Article 20): GDPR requires that, when asked, organizations provide a person’s data in a structured,
machine-readable format. NetSuite supports this through its export functions. Data can be exported to CSV or XML via the Ul
or SuiteTalk API (Source: houseblend.io) (Source: emphorasoft.com). Customer, contact, and transaction records can all be
pulled out. For example, an EmphoraSoft partner notes: “NetSuite supports data portability through its SuiteTalk APl and export
features, enabling businesses to provide structured, machine-readable data formats like CSV and XML (Source:
emphorasoft.com). In practice, a controller would gather relevant records and export them. This fulfills the portability right.
There is also a “CSV export” feature for most record lists. Portability is thus covered by existing tooling.

. Consent and Legal Basis (Article 6): GDPR often requires explicit consent for marketing and profiling. NetSuite itself does
not force any consent workflows out-of-the-box, but it allows features to track consent. For example, administrators can add
custom checkbox fields to record CONSENT_INQUIRED and CONSENT_DATE, and then use SuiteFlow or SuiteScript to enforce
that certain communications only occur when the checkbox is checked. A consultant guide recommends “Set up consent fields
in NetSuite - add specific fields within NetSuite records that document consent... dates and types of consent” (Source:
www.houseblend.io). Companies can also implement SuiteFlow reminders when consent is expiring. It’'s up to each user to
design the consent capture process; NetSuite simply stores the values. Regardless of how consent is collected (e.g. web form
integration), NetSuite can record it for audit.

- Data Minimization (Article 5): GDPR emphasizes collecting only necessary personal data. With NetSuite, administrators can
customize forms and fields so that unnecessary fields are not shown or populated (Source: www.houseblend.io). For
instance, one need not store middle names or demographic details if not required. Workflows can enforce that certain fields are
blank for low-risk records. NetSuite’'s SuiteAnalytics also allows periodic checks: a user could run reports to find records missing
critical fields or containing unexpectedly large data sets. The data minimization effort is largely about system configuration:
NetSuite's flexible metadata model makes it feasible to tailor data capture quite tightly.

o Audit & Accountability: Every major action in NetSuite is audit-trailed. This supports the GDPR principle of accountability,
where controllers must “demonstrate compliance” (Source: houseblend.io). NetSuite can produce audit reports and logs when
needed. For example, saved searches can list all changes made to records of a given user or type.
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Data Residency and Cross-Border Transfers

Under GDPR, personal data should preferably be stored in the EU or another “adequate” jurisdiction. Initially, the old EU-US Privacy
Shield was invalidated, increasing the importance of European data centers. NetSuite has long offered EU hosting: as early as
October 2015 Oracle’s press release noted the opening of data centers in Amsterdam and Dublin specifically “to enable companies
to store their NetSuite business data physically in the European Union.” (Source: www.netsuite.com.hk). Thus, EU customers can
choose to have their NetSuite accounts run from those EU sites, satisfying local data residency requirements. For US-based
NetSuite instances, transfers of data out of the EU would fall under GDPR’s Chapter V (e.g. Standard Contractual Clauses). Oracle’s
global privacy policy indicates that it uses EU Standard Contractual Clauses and other safeguards for trans-Atlantic transfers.

More recently, Oracle’s cloud platform allows controlling data region. NetSuite customers now run on Oracle Cloud
Infrastructure (OCI), which has multiple geo-regions. Companies with GDPR concerns can host NetSuite in an OCI EU region of
their choice. In addition, in 2024 Oracle launched an “EU Sovereign Cloud” for very sensitive or government data (Source:
www.oracle.com). While primarily targeted at on-premises infrastructure, this effort demonstrates Oracle’s commitment to EU data
sovereignty. For example, a case study noted that customers migrated critical business systems to Oracle’s EU Sovereign Cloud “to
meet their data privacy and residency requirements” (Source: www.oracle.com). Although NetSuite does not currently run on a
physical sovereign silo (it remains multi-tenant SaaS), Oracle’s OCI ensures that data can stay entirely within EU boundaries, with
EU-based personnel managing the operations (Source: www.oracle.com).

In practice, a multinational using NetSuite OneWorld (Oracle’s subsidiary management in one account) can locate subsidiaries’ data
in region-specific data centers. If EU data were by default in EU, transfers to non-EU offices become limited. The combination of
local data centers and contractual safeguards (Code of Conduct compliance, SCCs) means NetSuite users can establish compliant
mechanisms for any necessary cross-border data flows (Source: www.netsuite.com) (Source: www.oracle.com).

Certifications, Audits, and Contracts

Beyond technical features, a key measure of GDPR readiness is external validation. As summarized in Table 1, NetSuite holds
recognized certifications. Notably, the EU Cloud Code of Conduct (EU CoC) is highly relevant: it is the GDPR-enabled code that
cloud providers (as processors) can adopt to pledge compliance with Article 28. Oracle NetSuite’'s adherence to this Code has been
verified and published (ID: 2021LVL02SCOPE218) (Source: www.netsuite.com). This means an independent monitoring body has
confirmed NetSuite follows the CoC's rules (e.g., data protection by default, transparency, audit rights). Under GDPR Article 28(1),
controllers are required to only use processors that “provide sufficient guarantees” of implementing appropriate measures.
NetSuite’s CoC verification is a concrete demonstration of those guarantees.

Legally, Oracle has incorporated GDPR terms into its NetSuite contracts. The Oracle NetSuite Cloud Services Agreement (and
related DPA) explicitly addresses GDPR. According to a partner analysis, “NetSuite provides a standard Data Processing Agreement
(DPA) that outlines the responsibilities and obligations of both parties regarding handling of personal data” (Source:
emphorasoft.com). This DPA covers key areas: data security commitments, confidentiality, sub-processor list, EU model clauses,
etc. Importantly, “the NetSuite DPA is fully compliant with GDPR requirements” (Source: emphorasoft.com). Oracle even offers a
supplemental GDPR addendum for customers who need extra assurances (e.g. data breach timelines, DPO cooperation, specifics on
data portability) (Source: emphorasoft.com). By “executing” (signing) the DPA/addendum, a customer ensures that Oracle’s
processing of data aligns with GDPR.

In summary, the contractual framework is in place: Oracle is explicitly a data processor under GDPR for NetSuite customers, bound
by a GDPR-oriented contract. Independent audits and codes also validate NetSuite’s operational controls. Together these
legal/compliance measures assure regulators that NetSuite-as-a-service meets GDPR'’s high bar.

Implementation: Customer Responsibilities

While NetSuite provides the tools and policies above, GDPR compliance in practice also requires proper configuration and
governance by each organization. Vendors often note that “no software alone makes you compliant” - it is a shared
responsibility.

Data Flow Mapping: Organizations should start by understanding how data enters and flows through NetSuite (Source:
www.houseblend.io). A recommended step is to inventory all sources of personal data (CRM leads, HR entries, e-commerce orders,
etc.) and document where each type resides in NetSuite. Houseblend advises creating “a clear map to document all data
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touchpoints” and using Saved Searches to track data fields (Source: www.houseblend.io). This ensures the company knows, for
instance, that customer addresses, phone numbers, and emails live under the Customer record, while employee data is under
Employee records. Any third-party integrations or file imports should also be audited. The goal is to cover every data path -
including custom records or fields.

Access Control and Minimization: After mapping, it is critical to limit data collection and access. NetSuite admins should review
their form layouts and remove unneeded fields (minimization). As Houseblend notes, GDPR “mandates data minimization,” so
organizations should “avoid capturing data beyond what’'s necessary” (Source: www.houseblend.io). In NetSuite this is done by
making fields optional or deactivating them. Concurrently, access roles must be strictly permissioned. One should grant personnel
only the minimum roles they need. For example, a sales rep role should not have access to HR or sensitive financial fields.
NetSuite’s RBAC lets administrators restrict by record and even by field. Regular audits of user access (especially when people
change jobs) help prevent unauthorized access (Source: www.houseblend.io).

Consent and Legal Basis: Firms must ensure proper legal basis for processing. If relying on consent for marketing, NetSuite’s
data capture processes (web-to-lead forms, SuiteCommerce checkout, etc.) must include explicit consent checkboxes. These legal
bases should be logged in the system, often in custom fields or system notes. The company must also maintain records of consent.
NetSuite can store these records, and workflows can flag if consent is expired. In practice, when collecting data via NetSuite-
installed web forms, one would add a checkbox like “I consent to having my data retained for marketing”, and reference our privacy
policy. Houseblend’s ERP experts suggest creating date-stamped consent logs in NetSuite records (Source: www.houseblend.io).

Then regular processes can purge or anonymize data when consent lapses.

Responding to Data Requests: The actual exercise of rights is mostly manual but aided by NetSuite. For a data access request,
an admin uses searches to collect the subject’s data (orders, contacts, support cases, etc.), compiles it and sends it (NetSuite can
produce CSV exports (Source: emphorasoft.com). To erase data, the admin triggers Pl Removal on personal fields as described
above (Source: docs.oracle.com). For porting data, the admin exports records to hand off to a new provider. These tasks often
leverage SuiteAnswers (Oracle’s knowledge base) and support. For complex requests, developers can write SuiteScript to automate
data extraction or deletion sequences (Source: docs.oracle.com).

Breach and Incident Handling: If a breach occurs (e.g. unauthorized access), the company must detect it (from NetSuite logs or
alerts), assess risk, and notify authorities within 72 hours if required. NetSuite provides logs and audit trails to review what
occurred. Per Oracle documentation, NetSuite’s incident team “notifies customers within GDPR’s 72-hour requirement” (Source:
emphorasoft.com). Customers should have a policy to escalate any NetSuite security incident promptly and coordinate with
Oracle’s support to get details (Oracle’s DPA likely obligates Oracle to assist in breach investigations).

Ongoing Compliance Management: GDPR compliance is continuous. It's recommended to regularly revisit NetSuite settings
(after each release/update) to ensure new fields or modules don’t inadvertently collect extra PIl. Periodic training of administrators
on privacy best practices is also advised. Some organizations appoint a privacy officer to oversee NetSuite’s data (especially if
NetSuite contains employee HR data). The EU Cloud Code of Conduct even recommends documentation of processes, which could
include audit-ready documentation of NetSuite’s configuration and the policies around it (Source: www.netsuite.com).

Comparative Perspectives and Case Examples

While direct case studies of companies using NetSuite under GDPR are scarce in public domain, we can glean insights from forums,
partners, and analogous examples:

o User Forums: Online discussions on Oracle’s NetSuite Community forum reveal real-world concerns. In April 2023, an EU-
based user asked, “We have 4 subsidiaries based in the EU...our data is stored [in the US]. Can our server location be moved to
the EU to comply with GDPR?” (Source: community.oracle.com). This query underscores that even with Oracle’s EU data
centers, some customers run older accounts on US servers and want to switch. The thread (not fully accessible without login)

likely includes answers pointing to data region migration options or use of OneWorld accounts with EU data center assignment.
The very existence of this question shows a demand: companies care where their NetSuite data physically resides, and they
perceive compliance with GDPR as a reason to require EU hosting.

« Partner Analyses: Consulting firms frequently publish guides. For instance, NetSuite partner Houseblend (June 2025) lays out
key GDPR principles and specifically how NetSuite helps (Source: houseblend.io) (Source: houseblend.io). They note that
NetSuite’s built-in tools - from searches to Pl removal - “help customers meet GDPR obligations”. Another partner,

Page 8 of 11


https://houseblend.io/?utm_source=pdf
https://houseblend.io/articles/netsuite-gdpr-compliance
https://www.houseblend.io/blog/how-to-ensure-your-netsuite-system-is-gdpr-compliant#:~:text=1,and%20Storage
https://www.houseblend.io/blog/how-to-ensure-your-netsuite-system-is-gdpr-compliant#:~:text=,based%20permissions%20in%20NetSuite%20to
https://www.houseblend.io/blog/how-to-ensure-your-netsuite-system-is-gdpr-compliant#:~:text=2,Access%20Controls
https://www.houseblend.io/blog/how-to-ensure-your-netsuite-system-is-gdpr-compliant#:~:text=3,Properly
https://emphorasoft.com/achieving-gdpr-compliance-with-netsuites-data-management-tools/#:~:text=NetSuite%20supports%20data%20portability%20through,or%20transfer%20to%20other%20systems
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_156596387080.html?source=%3Aex%3Atb%3A%3A%3Arc_emmk180802p00007c0002%3Ayttfy19_fi_un_ob_yl_sa_c44_q44_ob1#:~:text=including%20in%20General%20Data%20Protection,records%2C%20transactions%2C%20and%20custom%20records
https://docs.oracle.com/en/cloud/saas/netsuite/ns-online-help/chapter_156596387080.html?source=%3Aex%3Atb%3A%3A%3Arc_emmk180802p00007c0002%3Ayttfy19_fi_un_ob_yl_sa_c44_q44_ob1#:~:text=the%20request%2C%20when%20it%20was,more%20information%2C%20see%20N%2Fpiremoval%20Module
https://emphorasoft.com/achieving-gdpr-compliance-with-netsuites-data-management-tools/#:~:text=10,data%20breach%20notifications%20under%20GDPR
https://www.netsuite.com/portal/platform/infrastructure/operational-security.shtml#:~:text=suppliers%20adhere%20to%20the%20privacy,customers%20with%20their%20privacy%20requirements
https://community.oracle.com/netsuite/english/discussion/4482926/can-our-server-location-be-moved-to-the-eu-to-comply-with-gdpr#:~:text=We%20have%204%20subsidiaries%20based,with%20GDPR%3F%20If%20so%20how
https://houseblend.io/articles/gdpr-compliance-principles-rights-netsuite/#:~:text=The%20EU%20General%20Data%20Protection,certain%20uses%20of%20their%20data
https://houseblend.io/articles/gdpr-compliance-principles-rights-netsuite/#:~:text=NetSuite%20Features%20%26%20Tools%20for,GDPR

m HOUSEBLEND NetSuite GDPR Compliance: A Technical & Legal Analysis

EmphoraSoft, explicitly frames NetSuite as a “unified data platform” aiding GDPR readiness (Source: emphorasoft.com). These
sources illustrate the industry consensus: NetSuite can be GDPR-ready if leveraged properly. They are not independent
research, but they confirm analytically that NetSuite aligns with GDPR concepts (citing Oracle and official materials as
evidence).

« Comparisons: Other ERP providers (e.g. SAP, Microsoft Dynamics) also claim GDPR compliance features. NetSuite, in context,
resembles these enterprise cloud services: they are global SaaS offering ISO certifications and data residency options. In fact,
NetSuite's 1SO 27018 (cloud privacy) sets it apart slightly, as not all ERPs had that certification early. However, many
SAP/Oracle Cloud customers face similar obligations. The unique aspect of NetSuite is its deep integration of DSAR tools (like PI
Removal), which was specifically built for privacy laws.

. Implications for Different Industries: Certain sectors (healthcare, consumer services, marketing) generate lots of personal
data. For example, a European retailer using NetSuite for e-commerce must ensure consent for marketing and have processes
to delete customer data on request. A biotech company tracking European trial participants must secure and anonymize data
carefully. Through generalized examples, we can say: these companies rely on NetSuite’s features above (encryption, Bl tools,
governance) to meet GDPR along with their internal policies.

. Risks and Limitations: No system is foolproof. If a company misconfigures NetSuite (e.g. leaves backup data unpurged, or
uses an insecure integration), GDPR requirements can still fail. For instance, if a SuiteFlow script sends unencrypted emails with
personal data, that’'s a compliance gap. Thus, audit and vigilance by the controller are critical. Additionally, multi-tenant means
shared infrastructure; while Oracle isolates data, customers must trust Oracle’s isolation measures fully. The EU CoC
certification provides some assurance here.

Implications and Future Directions
GDPR remains in force and influences global norms. For NetSuite and its users, several ongoing trends matter:

. Evolving Privacy Laws: The UK’s data protection law (UK-GDPR) mirrors EU GDPR, so UK-based NetSuite customers follow the
same rules. Other jurisdictions (Brazil’'s LGPD, California’s CCPA/CPRA, etc.) have similar concept, and NetSuite can serve
compliance in those contexts as well (though not specifically designed for those). Oracle often updates its data processing
terms to cover new laws.

« EU Future Regulations: Proposals like the EU ePrivacy Regulation (for electronic communications privacy) may require
obtaining consent for certain electronic tracking. NetSuite's SuiteCommerce or analytics tools would need to adapt (e.g. cookie
banners, opt-ins). Oracle’s Cloud Code adherence suggests future-proofing: adherence to GDPR Article 28 implies readiness for
tightening requirements. Topics like Digital Identity (elDAS), Data Act, or Al Act could further impact how personal data is
handled in systems like NetSuite, especially as companies integrate external tools or Al-driven insights with ERP data. NetSuite
customers should stay informed as Oracle updates the platform.

. Security Landscape: Threats evolve, so continuous security updates are vital. NetSuite’s ongoing audits (NIST 800-30 risk
management, regular penetration tests) must keep pace with new vulnerabilities. The combination of SOC 2, ISO 27001, and
Code of Conduct verification suggests Oracle will maintain high standards. For example, as quantum computing or new
encryption strengths emerge, NetSuite will likely upgrade encryption protocols (Oracle already updates TLS versions promptly).

« Configurations and Add-ons: Some customers use custom SuiteScripts or third-party integrations. Future compliance may
involve scrutinizing these extensions. Oracle’s development platform (SuiteCloud) should enforce that any custom code
handling PIl also respects NetSuite’s security (e.g. SuiteScript can only access data via secure APIs). Add-on products (for
marketing automation, shipping, etc.) used alongside NetSuite need their own GDPR review.

. Transparency and Reporting: GDPR emphasizes accountability. In the future, companies using NetSuite may be expected to
generate compliance reports. Oracle’s reports (SOC 2, ISO certificates) help, but regulators may also ask for evidence from the
controller’s side (e.g. showing DSARs logs). NetSuite could evolve to include more compliance dashboards or out-of-box reports
for GDPR. Indeed, the mention of “EU Cloud Code of Conduct public registry” (Source: www.netsuite.com) suggests one
direction: Oracle making its compliance credentials transparent. NetSuite might in future provide customers with audit logs of
GDPR-related actions (e.g., a record of all PI Removal requests processed).
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« Customer Demand: As data privacy awareness grows, more customers will likely request GDPR assurances. The question
from the forum (Source: community.oracle.com) about moving servers to the EU might spur Oracle to offer easier data center
migrations or even EU-only instances. Some companies might demand contractual SLAs around privacy; Oracle may respond
by enhancing its Data Processing Agreements.

Conclusion

Oracle NetSuite offers a comprehensive suite of security, privacy, and governance features that align well with GDPR requirements.
Encryption (in transit and at rest) is standard and robust (Source: docs.oracle.com) (Source: emphorasoft.com); access controls are
granular; auditing and monitoring are embedded; and NetSuite’s dedicated Personal Information Removal tool directly implements
the GDPR right to be forgotten (Source: docs.oracle.com). Moreover, Oracle has taken clear steps to meet GDPR as a provider:
maintaining EU data centers (Source: www.netsuite.com.hk), obtaining ISO 27001/27018 and SOC certifications (Source:
www.netsuite.com) (Source: www.netsuite.com), verifying adherence to the EU Cloud Code of Conduct (Source: www.netsuite.com),

and offering a GDPR-specific Data Processing Agreement (Source: emphorasoft.com) (Source: emphorasoft.com).

From a regulatory standpoint, these measures mean that NetSuite is capable of being used in a GDPR-compliant way.
Customers can host EU data in EU, trust in NetSuite's security assurances, and rely on built-in functions to honor data subject
rights. However, compliance is not automatic: organizations must actively configure NetSuite (minimize data, capture consent,
audit access), manage processes (responding to DSARs, handling breaches), and govern their data life cycle. In that sense,
NetSuite provides the tools; the organization provides responsibility.

Real-world experience and expert commentary suggest that when NetSuite is properly implemented and combined with sound data
governance, it supports full GDPR compliance (Source: houseblend.io) (Source: emphorasoft.com). For example, companies have
used NetSuite’s features to meet audit obligations and responded to subject requests with its export and deletion tools. On the
other hand, misuse or neglect of these features could lead to gaps. No outright incompatibilities between NetSuite and GDPR have
been identified; rather, the challenges are typical of any enterprise system in scope of strict privacy law.

Looking forward, as privacy laws evolve (in the EU and globally), NetSuite is likely to remain aligned. Its integration with Oracle’s
evolving cloud infrastructure (including EU-centric offerings) means customers can stay compliant even under tighter EU data
sovereignty laws. Further enhancements (such as more automated privacy reports or Al-driven compliance checks) might emerge
over time.

In summary, the evidence shows that NetSuite, backed by Oracle’s global privacy and security programs, meets and often
exceeds the technical and contractual requirements set by GDPR (Source: docs.oracle.com) (Source: emphorasoft.com). Therefore,
NetSuite can be GDPR-compliant — provided that each organization using it diligently applies best practices, configures privacy
settings, and adheres to policies. Our conclusion is supported by Oracle’s own documentation and third-party analyses,
demonstrating that a well-managed NetSuite implementation is a solid foundation for GDPR compliance (Source: emphorasoft.com)
(Source: emphorasoft.com).
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About Houseblend

HouseBlend.io is a specialist NetSuite™ consultancy built for organizations that want ERP and integration projects to accelerate
growth—not slow it down. Founded in Montréal in 2019, the firm has become a trusted partner for venture-backed scale-ups and
global mid-market enterprises that rely on mission-critical data flows across commerce, finance and operations. HouseBlend's
mandate is simple: blend proven business process design with deep technical execution so that clients unlock the full potential of
NetSuite while maintaining the agqility that first made them successful.

Much of that momentum comes from founder and Managing Partner Nicolas Bean, a former Olympic-level athlete and 15-year
NetSuite veteran. Bean holds a bachelor’'s degree in Industrial Engineering from Ecole Polytechnique de Montréal and is triple-
certified as a NetSuite ERP Consultant, Administrator and SuiteAnalytics User. His résumé includes four end-to-end corporate
turnarounds—two of them M&A exits—giving him a rare ability to translate boardroom strategy into line-of-business realities.
Clients frequently cite his direct, “coach-style” leadership for keeping programs on time, on budget and firmly aligned to ROI.
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End-to-end NetSuite delivery. HouseBlend'’s core practice covers the full ERP life-cycle: readiness assessments, Solution Design
Documents, agile implementation sprints, remediation of legacy customisations, data migration, user training and post-go-live
hyper-care. Integration work is conducted by in-house developers certified on SuiteScript, SuiteTalk and RESTlets, ensuring that
Shopify, Amazon, Salesforce, HubSpot and more than 100 other SaaS endpoints exchange data with NetSuite in real time. The goal
is a single source of truth that collapses manual reconciliation and unlocks enterprise-wide analytics.

Managed Application Services (MAS). Once live, clients can outsource day-to-day NetSuite and Celigo® administration to
HouseBlend’s MAS pod. The service delivers proactive monitoring, release-cycle regression testing, dashboard and report tuning,
and 24 x 5 functional support—at a predictable monthly rate. By combining fractional architects with on-demand developers, MAS
gives CFOs a scalable alternative to hiring an internal team, while guaranteeing that new NetSuite features (e.g., OAuth 2.0, Al-
driven insights) are adopted securely and on schedule.

Vertical focus on digital-first brands. Although HouseBlend is platform-agnostic, the firm has carved out a reputation among e-
commerce operators who run omnichannel storefronts on Shopify, BigCommerce or Amazon FBA. For these clients, the team
frequently layers Celigo’s iPaaS connectors onto NetSuite to automate fulfilment, 3PL inventory sync and revenue recognition—
removing the swivel-chair work that throttles scale. An in-house R&D group also publishes “blend recipes” via the company blog,
sharing optimisation playbooks and KPIs that cut time-to-value for repeatable use-cases.

Methodology and culture. Projects follow a “many touch-points, zero surprises” cadence: weekly executive stand-ups, sprint
demos every ten business days, and a living RAID log that keeps risk, assumptions, issues and dependencies transparent to all
stakeholders. Internally, consultants pursue ongoing certification tracks and pair with senior architects in a deliberate mentorship
model that sustains institutional knowledge. The result is a delivery organisation that can flex from tactical quick-wins to multi-year
transformation roadmaps without compromising quality.

Why it matters. In a market where ERP initiatives have historically been synonymous with cost overruns, HouseBlend is reframing
NetSuite as a growth asset. Whether preparing a VC-backed retailer for its next funding round or rationalising processes after
acquisition, the firm delivers the technical depth, operational discipline and business empathy required to make complex
integrations invisible—and powerful—for the people who depend on them every day.

DISCLAIMER

This document is provided for informational purposes only. No representations or warranties are made regarding the accuracy, completeness, or reliability of its contents. Any
use of this information is at your own risk. Houseblend shall not be liable for any damages arising from the use of this document. This content may include material generated
with assistance from artificial intelligence tools, which may contain errors or inaccuracies. Readers should verify critical information independently. All product names,
trademarks, and registered trademarks mentioned are property of their respective owners and are used for identification purposes only. Use of these names does not imply
endorsement. This document does not constitute professional or legal advice. For specific guidance related to your needs, please consult qualified professionals.
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