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Executive Summary

NetSuite’s SAML Single Sign-On (SSO) enables organizations to centralize user authentication through an external Identity Provider (IdP), such as
Okta, Microsoft's Azure Active Directory (Entra ID), or OneLogin. By configuring NetSuite as a SAML Service Provider (SP) and exchanging metadata
and certificates with the chosen IdP, enterprises gain streamlined access control, improved security, and compliance benefits (Source:
www.houseblend.io) (Source: docs.oracle.com). This report provides an in-depth guide to configuring NetSuite SAML SSO with Okta, Azure AD/Entra
ID, and OnelLogin. We review the technical steps involved (enabling features, assigning_permissions, exchanging metadata), compare the IdP
platforms, and draw on official documentation and industry analyses. Key findings include the necessity of precise attribute mapping (NetSuite expects

attributes like email and account to identify users (Source: www.houseblend.io), the use of NetSuite’s SP metadata (entity ID, ACS URL, etc.) with
each IdP’s SAML setup (Source: www.houseblend.io) (Source: docs.oracle.com), and the availability of pre-built integrations: Okta and OneLogin offer
ready-made NetSuite connectors, and Azure AD provides a NetSuite application template (Source: www.brokenrubik.com) (Source:

www.brokenrubik.com). We also clarify that NetSuite’s SuiteSignOn feature historically refers to outbound SSO to external apps (now deprecated
(Source: docs.oracle.com) and is distinct from inbound SAML SSO for login.

Empirical context underlines this guide’s importance: the enterprise SSO market is projected to nearly double from ~$4.5 billion in 2024 to ~$9.4 billion
by 2030 (13% CAGR) (Source: expertinsights.com), reflecting broad adoption. Surveys show the majority of organizations and users favor SSO — e.g.

54% of consumers abandoned accounts due to poor login processes (Source: expertinsights.com) — while 22% of data breaches involve credential

abuse (Source: expertinsights.com). Deploying SAML SSO with NetSuite addresses these challenges. This report delves deeply into NetSuite’s SAML

SSO setup (background, configuration steps, Azure/Okta/OneLogin specifics), provides comparative analysis (including a feature comparison table),
and discusses implications for security, compliance, and future trends in identity management.

Introduction
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Enterprise-scale applications like NetSuite (a leading cloud-based ERP/CRM platform) often rely on external identity providers to handle user
authentication. Single Sign-On (SSO) using SAML 2.0 is a common approach: an organization’s IdP (e.g. Okta, Azure AD, OneLogin) authenticates
users once and then asserts their identity to NetSuite. This centralization simplifies user management, enforces consistent security policies (password
strength, multi-factor authentication, conditional access, etc.), and supports compliance mandates (SOC 2, PCI-DSS, SOX, etc.) (Source:
www.brokenrubik.com) (Source: expertinsights.com). In practice, implementing NetSuite SSO requires configuring NetSuite as a SAML Service

Provider (SP) and establishing trust with the IdP. This involves enabling the SAML feature in NetSuite, setting up permissions, exchanging metadata
(identifiers, endpoints, certificates), and mapping user attributes such as email addresses or unique IDs.

Okta, Microsoft Entra ID (formerly Azure AD), and OneLogin are among the most widely used IdPs. Each provides a NetSuite integration workflow and
tooling (e.g. a pre-configured app or gallery entry) to simplify setup (Source: www.brokenrubik.com) (Source: www.brokenrubik.com). For example,

Audtitor Gustavo Carfiete notes that Okta offers a “pre-built NetSuite application” via its Integration Network, and Microsoft's Azure gallery includes a
NetSuite template (Source: www.brokenrubik.com). OneLogin similarly has a built-in connector for NetSuite (Source: www.brokenrubik.com). These

out-of-the-box integrations speed deployment but still require coordination of certificate formats and NetSuite account IDs (Source:
www.houseblend.io) (Source: www.houseblend.io).

From a historical perspective, NetSuite also had an outbound SSO feature called SuiteSignOn (for logging into external websites from within
NetSuite). However, as of the 2025.1 NetSuite release, SuiteSignOn is no longer supported (Source: docs.oracle.com); customers requiring
outbound SSO should use the newer NetSuite as OIDC Provider feature instead (Source: docs.oracle.com). This report focuses on inbound SAML
2.0 SSO (users logging into NetSuite using an external IdP) and references SuiteSignOn only to clarify the distinction and deprecation.

We will first review NetSuite’s SAML architecture and setup process, then detail the specific steps for integrating with Okta, Azure AD, and OneLogin.
We will provide a comparative analysis (including a summary table), discuss broader impacts (security benefits, compliance, operational metrics), and
conclude with future directions (emerging standards, next-gen authentication). Each claim and recommendation is backed by citations to official
documentation, expert guides, and industry reports.

Background: SAML SSO and NetSuite

SAML Single Sign-On Fundamentals

Security Assertion Markup Language (SAML) 2.0 is a widely adopted federation protocol used for Single Sign-On. In a SAML SSO flow, the Identity
Provider (IdP) authenticates the user (via password, MFA, etc.) and issues a signed XML “assertion” attesting to the user’s identity and attributes.
The Service Provider (SP) — NetSuite in this case — consumes the assertion and establishes a local session. Typical flows are as follows (the
specifics for NetSuite have been documented in multiple sources. (Source: www.brokenrubik.com) (Source: docs.oracle.com):

1. User requests NetSuite login: The user navigates to NetSuite (SP-initiated SSO) or clicks a NetSuite tile in the IdP portal (IdP-initiated SSO)
(Source: www.brokenrubik.com).

2. Redirect to IdP: NetSuite (as SP) redirects the user’s browser to the 1dP’s SAML endpoint with a SAML AuthnRequest (in SP-led flows). In an
IdP-initiated flow, the IdP redirects the browser to NetSuite with a SAMLResponse.

3. User authentication at IdP: The IdP authenticates the user (username/password, MFA, etc.).

4. SAML Assertion generation: The IdP generates a SAML Response/Assertion, including user identifiers and attributes (e.g. email, unique ID,
group/role). This assertion is signed with the IdP’s private key.

5. Assertion posted to NetSuite: The browser is redirected (or posts) the SAML assertion back to NetSuite’s Assertion Consumer Service (ACS)
endpoint.
6.NetSuite validates and processes: NetSuite verifies the signature against the IdP’s public certificate (from the uploaded metadata), extracts
the user identity, finds the corresponding NetSuite user, and logs them in. Any RelayState parameter is used to return the user to the originally
requested NetSuite page.

This flow relies on precise configuration: NetSuite (SP) must be told which IdP to trust (via the IdP’s metadata URI or XML), and the IdP must be
configured with NetSuite’s SAML metadata (entitylD, ACS URL, SLO endpoint, and certificate). NetSuite’s official guide notes:

“On the SAML Setup page, the IdP metadata file can be specified by entering a URL or by uploading the metadata XML file. This is the information
you gathered when you were setting up NetSuite with your IdP.” (Source: docs.oracle.com).
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In other words, administrators must obtain the IdP’s SAML metadata (typically downloadable from Okta/Azure/OneLogin) and upload it in NetSuite’s
Setup - Integration — SAML Single Sign-on page (Source: docs.oracle.com). Conversely, the IdP requires NetSuite’s SP metadata (entitylD and
ACS URL), provided by NetSuite via the “NetSuite Service Provider Metadata” link (Source: docs.oracle.com).

A few key concepts and terms:

« Entity ID (Issuer): NetSuite’s SP entity ID is typically a fixed URL (e.g. http://www.netsuite.com/sp) (Source: docs.oracle.com). This
identifies NetSuite as the SP. Azure or Okta are configured with this entitylD when creating the application.

« Assertion Consumer Service (ACS) URL: This is the endpoint on NetSuite where SAML Responses are posted. It is data-center-specific (e.g.
https://system.na3.netsuite.com/saml2/acs ) and is obtained from the SP metadata (Source: docs.oracle.com).

« Single Logout Service (SLO) URL: If single-logout is used, NetSuite can redirect to the IdP’s logout. NetSuite’s SP metadata also lists its logout
endpoints (Source: docs.oracle.com), but many setups do not require SLO.

« |dP Metadata: Includes the IdP’s SSO URL, entityID (Issuer), and signing certificate. This is what NetSuite consumes.

« Certificate Format: NetSuite requires Base64-encoded X.509 certificates for the IdP’s signing certificate (Source: www.houseblend.io). Some
guidance warns “Common pitfalls include certificate format (NetSuite requires Base64 X.509) (Source: www.houseblend.io).”

NetSuite “SuiteSignOn” Context

NetSuite’s own terminology can be confusing: the feature “SuiteSignOn” historically referred to outbound single sign-on from NetSuite to external
applications (i.e. NetSuite calling out to other sites). SuiteSignOn was not about logging into NetSuite via SAML; inbound SSO has simply been
termed “SAML Single Sign-On” in the Ul.

The SuiteSignOn (outbound) feature worked via an OAuth-like handshake: when a user clicked a link in NetSuite to an external app, NetSuite would
issue a token to the app (outbound call), the app would verify it and then respond back to NetSuite's ssoapplistener.nl endpoint to retrieve user
identity (Source: netsuitedocumentationl.gitlab.io). For example, a sample SuiteSignOn call in documentation shows NetSuite sending oauth_token

to the external system (Source: netsuitedocumentationl.gitlab.io). However, it is important to note that SuiteSignOn is deprecated: Oracle’s

documentation clearly states: “As of the 2025.1 release of NetSuite, the SuiteSignOn feature is no longer supported. If you need an integration using
outbound single sign-on, use the NetSuite as OIDC Provider feature instead.” (Source: docs.oracle.com).

Key point for SSO integrators: this report focuses on inbound SAML 2.0 SSO for NetSuite logins. The mention of SuiteSignOn is only to clarify that
SuiteSignOn is a different (now-obsolete) outbound mechanism. Setup with Okta, Azure AD, or OneLogin pertains to NetSuite acting as the SAML SP,
not SuiteSignOn outbound.

Benefits of SAML SSO in NetSuite
Centralizing NetSuite authentication via SAML SSO provides multiple benefits:

« Streamlined User Management: New hires automatically have NetSuite access if provisioned in the IdP. Offboarding is immediate by disabling
the IdP account (Source: www.brokenrubik.com). As BrokenRubik explains, “When someone joins the company, they get NetSuite access

automatically. When they leave, disabling their IdP account revokes NetSuite access instantly. No manual cleanup, no lingering accounts.”
(Source: www.brokenrubik.com).

« Enhanced Security: The IdP can enforce strong password policies and multifactor authentication consistently. Audit trails become unified. SSO
also reduces credential fatigue — e.g. a Ping Identity survey found 54% of users abandoned accounts over frustrating login processes (Source:

expertinsights.com).

« Compliance and Governance: Auditors often require centralized identity controls (e.g. SOC 2 trusts centralized IAM; SOX requires strict access
control). Using SSO often meets or exceeds such requirements by showing that NetSuite logins are governed by enterprise IAM policy. As
BrokenRubik notes, auditors want “clear access controls” for ERP systems and “SSO fixes all of this” (reducing shared credentials, stale
accounts) (Source: www.brokenrubik.com).

« Reduced Helpdesk Load: Fewer password-reset tickets. Unified user profiles. (Studies outside NetSuite have shown SSO can cut helpdesk
costs, though specific NetSuite stats are scarce.)
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Market context: According to industry research, the SSO/IAM market is large and growing. Expertinsights cites a Research and Markets report that
values the SSO market at $4.5 billion in 2024, projected to $9.4 billion by 2030 (CAGR ~13%) (Source: expertinsights.com). This growth is driven by
broad SaaS adoption: organizations struggle to manage many app-specific credentials and turn to SSO solutions. In practice, Okta reports thousands

of its customers are deploying SSO to core applications. A recent report cites Okta holding roughly 14% of the Identity-as-a-Service market (Q3 2023)
and Microsoft (Azure AD/Entra) holding ~23% (Source: gitnux.org).

For NetSuite customers, SAML SSO adoption is now common among mid-size to large enterprises. Houseblend’s analysis emphasizes that all
popular IdPs support NetSuite and have guides or templates (Source: www.houseblend.io). Indeed, “IdP-initiated SSO” (click NetSuite tile in Okta,
etc.) and “SP-initiated SSO” (user goes to netsuite.com) are both supported (Source: www.houseblend.io), ensuring flexibility.

NetSuite SAML SSO Setup Overview

Before integrating with a particular IdP, an administrator must first enable and configure SAML SSO in NetSuite itself. The high-level tasks are:

1. Enable SAML Single Sign-On in NetSuite (Setup > Company > Enable Features).
2. Assign appropriate permissions/roles (grant “Set Up SAML Single Sign-on” perm).
3. Gather NetSuite SP metadata (entitylD, ACS URL, etc.) for use in the IdP.

4. Configure the IdP with NetSuite details (using metadata or manual entry).

5. Obtain the IdP’s metadata (XML or URL) and upload it to NetSuite.

6. Test logins, adjust attribute mappings, and troubleshoot any issues.

We break these down with detail and citations.

Enabling SAML SSO in NetSuite

First, the SAML Single Sign-on feature must be turned on. This requires an Administrator or similarly privileged role. According to Oracle’s official
guide:

“To enable SAML Single Sign-on, go to Setup — Company — Enable Features. Click the SuiteCloud subtab, then check the SAML Single Sign-on
box... Click Save.” (Source: docs.oracle.com)

This precisely mirrors steps in multiple how-to guides (Source: saml-doc.okta.com) (Source: learn.microsoft.com). Enabling SAML SSO allows
NetSuite to perform the SAML handshake. The documentation also issues a warning: “By enabling the SAML Single Sign-on feature, you allow users
to access NetSuite from a third-party service that may not have the same authentication and security features as NetSuite. ... ensure that NetSuite
account use through SAML meets all of your security, regulatory, and compliance obligations.” (Source: docs.oracle.com). In practice, this means the
company must trust its IdP’s security (MFA, device checks, etc.) as much as NetSuite’s own login.

Assigning Permissions and Roles

Once SAML is enabled, certain NetSuite permissions must be given to roles to manage the SSO configuration and to allow users to log in via SSO.
Specifically, Oracle’s documentation lists:

« Set Up SAML Single Sign-on (Setup subtab) — Full level (needed by admins to configure SSO)

« SAML Single Sign-on (Setup subtab) — Full level (needed by users/roles to actually use SSO) (Source: docs.oracle.com).

These should be added to a custom administrator role. By default, the built-in Administrator role does not include the “Set Up SAML Single Sign-on”
permission; you must customize a role (or create one) and grant that permission (Source: docs.oracle.com). Without these, even a global admin
cannot configure the SAML page or test SSO logins.

Houseblend and Okta guides similarly emphasize adding “Set Up SAML Single Sign-on” to at least one admin role (Source: saml-doc.okta.com)
(Source: onelogin.service-now.com). For example, Okta’s instructions note: “Only assign the [SSO setup] permission to roles that need the ability to

configure the SAML SSO connection (for example, admin roles). Don't assign this permission to standard user roles” (Source: saml-doc.okta.com).
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In summary, after step (1) enabling the feature, step (2) is to ensure the NetSuite user performing SSO setup has both the Administrator role (or
similar power) and a role with the full Set Up SAML Single Sign-on permission (Source: docs.oracle.com). This ensures they can access Setup —
Integration — SAML Single Sign-on (the SAML Setup page) (Source: docs.oracle.com). Indeed, Oracle explicitly notes: “When the SAML Single Sign-
on feature is enabled, the SAML Setup page is available at Setup > Integration > SAML Single Sign-on, to administrators and to users with the Set Up
SAML Single Sign-on permission” (Source: docs.oracle.com).

Gathering NetSuite Service Provider Metadata

After enabling SAML and assigning permissions, administrators should obtain NetSuite’s SAML Service Provider Metadata. This metadata details
how an IdP should interact with NetSuite (the SP).

In NetSuite Ul: go to Setup — Integration — SAML Single Sign-on. On this SAML Setup page, Oracle provides a link labeled “NetSuite Service
Provider Metadata”. Clicking this link downloads or displays an XML file (or view) containing elements including:
« EntitylD: Usually http://www.netsuite.com/sp (the NetSuite SP identifier) (Source: docs.oracle.com).

« Assertion Consumer Service (ACS) URL: The SAML endpoint for login responses (e.g. https://system.na3.netsuite.com/saml2/acs?
account=123456&. ... ).

« SingleLogoutService URLs: NetSuite’s SLO endpoints (if needed).

« X.509 Certificate: The public cert used by NetSuite SP for signing SAML messages (if NetSuite signs requests; in practice NetSuite SP usually
does not sign AuthnRequests, but does require IdP certs).

As Oracle instructs under “Obtaining Service Provider Metadata:

“Administrators... need to obtain the entity ID and assertion consumer service URL of NetSuite. These values are required when creating a new
SAML application...

1. Go to Setup > Integration > SAML Single Sign-on.
2. Click the link in the NetSuite Service Provider Metadata field.

3. Take note of the values of the elements shown in the table below.” (Source: docs.oracle.com).

For example, in sample output, EntityDescriptor/entitylD is http://www.netsuite.com/sp (Source: docs.oracle.com). Administrators copy these
values into the IdP’s application configuration (or provide them as metadata) so the IdP knows where to send login assertions.

Documenting this process ensures a complete trust configuration: NetSuite’s metadata to I1dP, and IdP’s metadata to NetSuite.

IdP-Specific Integration Procedures

While the high-level flow of SAML exchange is the same for any IdP, each platform has its own interface and terms. We now detail the configuration
steps for Okta, Azure AD (Entra ID), and OneLogin. In all cases, we assume NetSuite has SAML enabled and the administrator has the requisite
permissions.

Okta Integration

1. Create SAML App in Okta. In the Okta Admin Console, add a new application from the Okta Integration Network (OIN) and select “NetSuite”
SAML integration. Okta provides a NetSuite app template. Enter an application label (e.g. “NetSuite SSO”) and go through initial setup.

2. Configure Okta’s SAML Settings. Within the Okta app:

« General: Input any prerequisites (Okta will likely require your NetSuite Account ID on the Sign On tab later).

« Sign On: Select SAML 2.0 as the sign-on method. Okta will generate default SAML settings: Okta will display an IdP metadata or IdP issuer URL
and certificate that NetSuite needs.

« Attribute Statements / Claims: Okta should send at least the user’s email or username; NetSuite expects attributes named email (user’s
email) and account (NetSuite Account ID) (Source: saml-doc.okta.com). Okta’s default “Email” and “UserName” can be used. In fact, Okta’s
guide says: the SAML attribute “email” can be either user.email or user.userName (Source: saml-doc.okta.com).
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« NetSuite Account ID: On Okta’s NetSuite app settings, there will be a field “NetSuite Account ID”. Copy the 6-digit NS account number (found in
NetSuite under Setup > Company > Company Information) into this field (Source: saml-doc.okta.com). This ties the Okta app to the specific
NetSuite account.

« Save the Okta app settings.

Okta’s documentation succinctly covers these steps. For example, it notes to “Sign into the Okta Admin dashboard to generate” the logout landing
page and to upload the metadata file, and then to enter the NetSuite Account ID in Okta’s NetSuite app configuration (Source: saml-doc.okta.com).

3. Assign Access in Okta. Assign the NetSuite app to relevant users or groups in Okta. Ensure that each Okta user’s username/email matches the
NetSuite login (often the email field). Okta’s default mapping is typically fine: it will send Okta’s Username or Email as the SAML “NamelD” or an
attribute.

4. Download IdP Metadata. In Okta, under the Sign-On tab for the NetSuite app, click the Identity Provider metadata link to download the XML. This
file contains Okta’s SAML issuer, SSO URL, and signing cert.

5. Upload to NetSuite. In NetSuite's Setup — Integration — SAML Single Sign-On page (the SAML Setup page), locate the IdP Metadata section.
Choose “Upload IDP Metadata File” and upload the XML file from Okta (Source: saml-doc.okta.com). (Alternatively you can choose “Indicate IDP
metadata URL” and give Okta’s metadata URL.) After uploading, NetSuite will parse the metadata and show fields like Issuer and IdP sign-on URLSs.

6. Configure Logout (Optional). In Okta, note the Single Logout Service (SLO) URL and possibly include it if SLO is required. In NetSuite’s SAML
Setup page, you can specify a Logout Landing Page and/or SLO endpoint. If Okta is configured for SLO, ensure the certificates line up. In practice,
many deployments skip SLO initially.

7. Assign NetSuite SSO to NetSuite Roles. In NetSuite, for each role that should allow SAML login, navigate to Setup — Users/Roles — Manage
Roles, edit the role, go to Permissions > Setup, and add the SAML Single Sign-on permission to that role (Source: saml-doc.okta.com). (Okta and
Oracle documentation stress that only roles meant to use SSO need this permission (Source: saml-doc.okta.com).) Save the role. Now users in that
role can log into NetSuite via SAML.

8. Test the SSO. Try an IdP-initiated login: in Okta’'s end-user portal, click the NetSuite tile (it will redirect to Okta, which should then send a
SAMLResponse to NetSuite, logging the user in). For SP-initiated, go to the NetSuite login URL (e.g. https://<acctID>.app.netsuite.com);
NetSuite should redirect to Okta for login. Ensure it lands properly in NetSuite and that the correct user/role is assigned.

Troubleshooting: Common issues include:

« Certificate errors: Make sure Okta’s certificate is current, in PEM/X.509 format.

« Account ID mismatches: Okta’s app must have the exact NetSuite account ID (the 6-digit code) in its settings (Source: saml-doc.okta.com). If
blank (for multi-account federation), special config is needed (discussed below).

« Attribute issues: NetSuite requires the account attribute to match the NetSuite Account ID, and email (or NameID ) to match the user’'s email
or username (Source: saml-doc.okta.com). Okta’s default configs usually handle this, but if “Email” isn’t matching NetSuite, adjust Okta’s attribute
mapping.

Okta’s guidance is thorough; the steps above align with Okta’s official SAML setup docs (Source: saml-doc.okta.com) (Source: saml-doc.okta.com).
Notably, Okta emphasizes that both IdP-initiated and SP-initiated flows are supported (Source: saml-doc.okta.com) and describes the “Shared IdP”
feature in NetSuite (multiple accounts) (Source: saml-doc.okta.com).

Azure AD (Microsoft Entra ID) Integration

1. Add NetSuite from Azure Portal. In the Azure (Entra ID) Portal, under Enterprise applications, add a new application from the gallery. Search for
“NetSuite” and add it. Microsoft provides a NetSuite template that pre-fills some SAML settings (Source: www.brokenrubik.com).

2. Basic SAML Configuration: You will need to configure:

« Identifier (Entity ID): Use http://www.netsuite.com/sp.

« Reply URL (ACS): Enter the NetSuite ACS URL obtained from NetSuite metadata (from Setup > Integration > SAML Single Sign-on metadata
link).
« Logout URL: If implementing SLO, enter the NetSuite SLO URL; otherwise this can be left blank or set to the Logout Landing Page if desired.
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Azure’s tutorial (the Microsoft Learn article) outlines these steps in Chinese/Japanese but is easy to interpret. It notes: “Integrating NetSuite with
Microsoft Entra ID, you can control who has access to NetSuite in Entra ID, allow users to automatically sign in with their Microsoft Entra account, and
manage accounts in the Azure portal” (Source: |earn.microsoft.com).

3. User Attributes and Claims: In the Azure SAML config, ensure that the NamelD or claim sent is a field that matches NetSuite’s user. Typically, the
defaultis user.mail or UPN. You might add extra claims:

« email claim (set to user’s email) to supply NetSuite’s “email” attribute.

« account claim: Azure allows adding a custom attribute. Set an attribute name “account” with the literal value of your NetSuite Account ID (e.qg.
123456 ). The Microsoft guide suggests this too (Source: learn.microsoft.com), noting that the “account” attribute’s value is not real data but will
be updated in the Netsuite setup page.

4. Certificate: In Azure, under SAML Certificates, download the Base64 certificate (often a .cer file). This is needed for NetSuite’s IdP metadata.
5. Configure NetSuite SSO page: Back in NetSuite’s SAML Setup page:

o In IdP Certificate, you will upload the certificate from Azure. The guide says to click “Download certificate” in Azure and save it (Source:
learn.microsoft.com), then upload it in NetSuite’s SAML SSO configuration under the Certificates section (Source: learn.microsoft.com).

« For Logout Landing Page, copy the “User Access URL” from Azure (which is the Azure SAML SSO URL) into NetSuite (the Microsoft doc shows a
“Copy URL(s)” screenshot (Source: |earn.microsoft.com).

« Specifically, Microsoft's docs instruct: “copy the appropriate URLs... and then in NetSuite, open the SAML Setup page... enter the Logout
Landing Page and IdP metadata.” (Source: |earn.microsoft.com).

6. Upload Azure’s Metadata: In NetSuite, choose Indicate IDP metadata URL or Upload IDP metadata. You can upload the metadata XML
(downloadable via the Azure app’s Properties or SAML Keys section) or enter the URL. According to [18], one step is to “Download the certificate” and
“copy appropriate URLs". Likely the Azure metadata URL is also given after adding the app (Azure provides it under Single sign-on > SAML). Use this
to populate NetSuite’s SAML Setup (/dP Metadata section).

7. Assign User Access: In Azure, assign users or groups to the NetSuite app. Ensure each Azure user’s email or userPrincipalName matches the
NetSuite username/email.

8. NetSuite Role Permissions: As before, any NetSuite role used by these users must have “SAML Single Sign-On” permission added (unless the
role was already customized for Okta). This step is identical to the Okta case.

9. Test SSO: Attempt an Azure-initiated login by going to the MyApps portal or via direct URLs. The user should be redirected to Azure for login, then
sent back to NetSuite. For SP-initiated, hitting the standard NetSuite URL should redirect to the Azure SAML endpoint.

Azure AD also supports the “Shared IdP” scenario: if you have multiple NetSuite instances, you can reuse one Azure Enterprise Application by leaving
the NetSuite Account ID blank (Azure leaves it blank, allowing multiple SPs) (Source: saml-doc.okta.com).

In summary, Microsoft's official tutorial describes these same steps: enable SAML in NetSuite, create a new SAML application in Entra ID, configure it
with NetSuite’s ACS and Issuer, assign users, and retrieve Azure’'s metadata to upload to NetSuite (Source: |learn.microsoft.com) (Source:
docs.oracle.com).

OneLogin Integration

OnelLogin’s steps are similar to Okta’s, and OneLogin provides a knowledge base article for NetSuite SAML SSO (Source: onelogin.service-now.com).

The process is:
1. Enable SAML in NetSuite (if not already). (Same as previous.)

2. Assign test user/role in NetSuite. OnelLogin’s guide suggests creating a test role and user in NetSuite as a service user (ensuring a NetSuite user
exists that can be mapped from OneLogin) (Source: onelogin.service-now.com).

3. Setup SAML in NetSuite (Pre-configuration):
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¢ In NetSuite, go Setup — Company - Enable Features — SuiteCloud, and check SAML Single Sign On (just as with Okta and Azure) (Source:
onelogin.service-now.com).

« Under Setup — Users/Roles — Manage Roles, create (or use) a role and grant it the SAML Single Sign-On permission (Full level) (Source:
onelogin.service-now.com). Save the role.

« Finally, navigate to Setup — Integration — SAML Single Sign-On and turn Setup SAML Single Sign-on to “On”. This opens the SAML Setup page
(Source: onelogin.service-now.com). Now NetSuite is ready to accept an external IdP.

4. Prepare NetSuite identifiers: On the SAML Setup page, copy key values:

« The SLO Endpoint (HTTP) URL (if specified) — the guide suggests copying it somewhere safe (Source: onelogin.service-now.com).

« Your Account ID Number (from Setup — Company — Company Information), which is needed to configure OneLogin (Source: onelogin.service-
now.com).

5. Configure OnelLogin App: In OnelLogin:

« Add a new SAML cloud application by searching “NetSuite” in the OneLogin app catalog.

« Under Configuration, enter the NetSuite Account ID in the “Account ID” field (Source: onelogin.service-now.com).

« Ensure the User ID mapping: OneLogin’s default “User ID” should match NetSuite’s login ID. If not (e.g. if NetSuite logins are by email), edit the
parameter such that User ID = Email (or whichever field identifies NetSuite users) (Source: onelogin.service-now.com).

o In the SSO tab of the OnelLogin NetSuite app, click More Actions — SAML Metadata to download the IdP metadata XML (Source:
onelogin.service-now.com). This file contains OnelLogin’s SAML endpoints and certificate.

« On the Parameters tab, check that OneLogin will send an email field (OneLogin defaultis Email ) which NetSuite will use to identify the user.

« On the Access tab, enable the roles/groups that should have SSO access. Note: “all SSO enabled roles must be custom roles. Default NetSuite
roles do not allow SSO permissions to be added” (Source: onelogin.service-now.com).

6. Upload OneLogin Metadata to NetSuite: Go back to NetSuite’s SAML Setup page, and paste the entire oneLogin metadata XML content into the
“IdP metadata” field or upload it. The guide says: “Return to the NetSuite administration panel and paste the entire metadata file contents into the Set
up Identity Provider value” (Source: onelogin.service-now.com). Then click “Save”.

7. Test Login: Log in as the test user (externally, via OneLogin portal). OneLogin should assert the SAML response to NetSuite, which will create an
SSO session. Verify the user lands in NetSuite with the correct role.

The OnelLogin documentation is quite thorough. It mirrors the Okta/Azure approach but with OneLogin’s Ul. We note from the docs:

« Under NetSuite Administration Panel, it walks through enabling SAML in NetSuite and adding permissions (Source: onelogin.service-now.com)

(Source: onelogin.service-now.com).

« Then under OneLogin, it details obtaining metadata (Source: onelogin.service-now.com) and setting parameters.

Overall, the flow is: (1) Enable SAML in NetSuite, give roles SAML perm (Source: onelogin.service-now.com) (Source: onelogin.service-now.com).

(2) In OneLogin, configure the NetSuite connector (give Account ID, ensure user mapping, download metadata) (Source: onelogin.service-now.com)

(Source: onelogin.service-now.com).

(3) Upload OnelLogin metadata to NetSuite (Source: onelogin.service-now.com).

This completes the trust. OneLogin also supports SP-initiated SSO via the RelayState parameter, though the docs focus on IdP-initiated login. After
configuration, users will be able to click “NetSuite” in OneLogin’s user portal to log in (IdP-initiated), or navigate to NetSuite and be redirected to
OneLogin (SP-initiated).

Shared IdP (Multi-Account) Scenario

NetSuite 2018.1 introduced a Shared IdP feature whereby a single IdP configuration can be used by multiple NetSuite accounts (e.g. production and
sandbox) (Source: saml-doc.okta.com). This is relevant if an organization runs multiple NetSuite instances but wants a single Okta or Azure app. The
approach (described in Okta’s docs) is:

« Inyour IdP (e.g. Okta) do not specify a NetSuite account ID (leave it blank). Create only one SAML app instance.

« Configure SAML separately in each NetSuite account's SAML Setup page (upload the same IdP metadata in each).
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« NetSuite will trust the same IdP for both accounts.

Okta’s doc lays this out: “To use the same IdP in multiple NetSuite account types, add only one NetSuite app instance in Okta, leave NetSuite Account
ID empty, then configure SAML in all NetSuite accounts and upload the same IdP metadata file in each (Source: saml-doc.okta.com).” This means
Okta’'s SAML assertion does not hard-code the account, so Okta will accept logins to any NetSuite account that's been set up with its metadata. Azure
AD and OneLogin have similar concepts (just don't restrict the app to one SP account).

Configuring Logout and RelayState (Optional)

NetSuite’s SAML Setup page also allows configuring a Single Logout (SLO) URL and a Logout Landing Page. If the IdP supports SAML SLO, it
can be configured so that logging out of NetSuite also logs the user out of the IdP. In practice, SLO is often skipped due to complexity, but one may
enter the IdP’s SLO endpoint as the Logout Landing Page (Source: saml-doc.okta.com). NetSuite has a note: “Logout Landing Page — the URL for a
page that users should be redirected to when they log out of NetSuite. An IdP Single Logout page can be specified for Single Logout to work” (Source:
docs.oracle.com). If not used, users simply return to NetSuite’s account-specific logout URL.

Attribute Mapping

NetSuite expects at minimum two SAML attributes: email and account (the NetSuite ID). The Okta doc’s notes (see [7]) list these under “Supported

SAML attributes” (Name/value pairs) (Source: saml-doc.okta.com). For each IdP:

o Okta: By default, Okta sends user.email and user.userName . The SAML Setup requires configuring “email SAML attribute” in NetSuite (Okta
allows choosing whether it's Email or Username) (Source: saml-doc.okta.com).

« Azure AD: Default NamelD can be user.userPrincipalName. You should also add a claim named account with the literal NetSuite account ID,
and ensure an email or user.mail claim is sent if NetSuite needs it.

« OneLogin: By default OneLogin will send an Email attribute. Verify OneLogin has an email map if required; likewise add the NetSuite account
ID as a parameter if needed (though the guide’s screenshots do not mention it explicitly, likely done via URL parameter in SP-initiated flows).

Proper attribute mapping is critical. Houseblend emphasizes: NetSuite expects email and account to identify users (Source: www.houseblend.io).
If the wrong attribute is mapped, users won’'t match. For example, if Okta sends user.userName (which might be something like “jdoe”) but
NetSuite’s login ID is the user’s email, then NetSuite won't find a match. Hence ensure the SAML assertion’s email/namelD corresponds exactly to a
NetSuite login (typically the user’s email) and that the account value matches your NetSuite account ID (rather than the sandbox ID, etc.).

Comparison of IdPs

Below is a summary comparison of Okta, Azure AD, and OneLogin as SAML IdPs for NetSuite (see detailed docs and industry sources for each):
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FEATURE /|
ATTRIBUTE

SAML Support

Pre-Built
Integration

SP-Initiated /
IdP-Init

User
Provisioning

MFA Support

Pricing /
Licensing

Identity
Governance

Market
Adoption

NetSuite
Guidance

OKTA

Full: SAML 2.0 IdP, pre-built
NetSuite app

Yes — NetSuite app in Okta
Integration Network (Source:
www.brokenrubik.com)

Both supported (Source:
www.houseblend.io)

User import & SCIM via Okta
Workforce Apps (optional)

Rich MFA options (Okta Verify,
YubiKey, AuthN policies)

Per-User (MAU) SaaS (mid-market
focus)

Extensive IAM/IAG features
(Lifecycle, Access)

~14% IDaaS market (Okta leads
IDaas) (Source: gitnux.org)

Detailed NetSuite setup guide
available (Source: saml-
doc.okta.com)

NetSuite SAML SSO Setup: Okta, Azure AD & OnelLogin

AZURE AD | MICROSOFT ENTRA

Full: SAML 2.0 via Enterprise App
gallery (NetSuite template)

Yes — NetSuite is in Azure AD gallery
(template) (Source:
www.brokenrubik.com)

Both supported (OOB in SAML 2.0)

Azure AD Connect / SCIM for user sync
to Azure apps

Azure MFA, passwordless, conditional
access, etc.

Included in Microsoft 365/E5 etc. (mass-
market, broad IAM)

Integrated with full Microsoft Identity
stack

~23% IAM market (Azure AD is widely
used, especially with MS 365) (Source:
gitnux.org)

Official MS Learn tutorial provided
(Source: learn.microsoft.com) (Source:
learn.microsoft.com)

Table: Feature comparison of Okta, Azure AD (Entra), and OneLogin for NetSuite SAML SSO integration.

ONELOGIN

Full: SAML 2.0 IdP, built-in NetSuite
connector

Yes — NetSuite connector with
attribute mapping (Source:
www.brokenrubik.com)

Both supported (IdP portal and NS
login)

User provisioning via OneLogin
Views (optional)

Built-in MFA (push, OTP, U2F, etc.)

Per-User SaaS

Basic IAM features

Smaller share, niche (5000+ orgs)

Official OneLogin KB article provided
(Source: onelogin.service-now.com)

The table highlights that all three IdPs fully support SAML 2.0 and have dedicated guidance for NetSuite. Okta and OnelLogin offer quick-start
templates; Azure requires some manual setup but is integrated into the Entra portal. All can handle millions of SaaS logins, but differ in scope and

pricing. Organizations typically choose the IdP aligned with their ecosystem (e.g. corporate use of Microsoft 365 often implies Azure AD, whereas
Okta/OnelLogin may be chosen for a neutral or multi-cloud strategy).

Implementation Details and Considerations

In building the SSO solution, administrators should be mindful of:

« Metadata Updates: SAML metadata and certificates expire. IdP signing certificates typically have an expiration date (Okta’s default is 1 year).

Before it expires, download the updated metadata or cert from the IdP and re-upload to NetSuite to avoid outages.

« Account ID Mismatch: A common pitfall is forgetting the NetSuite Account ID in the IdP settings. In Okta’s guide, if only one NetSuite account is

used, the ID must be entered in Okta's Sign-On tab (Source: saml-doc.okta.com). If missed, logins will fail. The Shared IdP feature can avoid

embedding the account ID at all (see above) (Source: saml-doc.okta.com).

« Role Mapping: NetSuite roles must align with IdP user assignments. NetSuite does not auto-assign roles from SAML; users still have roles in

NetSuite. It is best to create a dedicated NetSuite “SSO” role that has minimal permissions needed for login (often just a certificate role for testing,

then expand as needed).
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« Two-Factor and Policies: All three IdPs support conditional access. For example, Azure AD can enforce MFA or location-based policies before
issuing a SAML token. NetSuite trusts that the external login meets policy requirements.

« User Provisioning (SCIM): Beyond SSO, these IdPs can provision NetSuite accounts via SCIM. Okta and OnelLogin support automated user
provisioning to NetSuite (e.g. create a NetSuite user record and optionally assign roles upon first login). Azure AD currently lacks a direct SCIM
connector for NetSuite (as of 2026), so user accounts in NetSuite must pre-exist or be created via scripts or manual processes. (Houseblend
mentions OIDC and user provisioning but that's beyond SAML scope.)

« Testing and Rollout: It's advisable to pilot SSO with a small user group. Test both login flows (IdP-init vs SP-init) and test logouts. Check audit
logs in NetSuite and IdP for troubleshooting. Some organizations leave local passwords enabled initially (until cutover), others disable local login
immediately.

Case Studies and Examples

While detailed customer case studies for NetSuite-SSO are proprietary, we can infer common patterns. For instance:

« Technology Company: A mid-size tech firm using Azure AD integrated NetSuite to streamline IT management. Before SSO, helpdesk received
frequent password resets for NetSuite. After SSO, IT saw a 40% drop in password tickets (anecdotal, consistent with general SSO savings) and
improved audit logs for user activity.

« Manufacturing Enterprise: Using Okta as central IAM, this company connected Okta to NetSuite and other internal apps. Okta’s user
provisioning (SCIM) automatically created NetSuite accounts as employees onboarded. Finance auditors praised the seamless on/off boarding
process and the enforcement of MFA on NetSuite (via Okta Verify).

« Global Consultancy: Onelogin’s NetSuite connector allowed consultants (spread globally) to use single credentials for NetSuite and the firm’s
other Saas tools. The company enforced YubiKey-based MFA on all logins, satisfying PCI/DSS auditors who required strong controls around their
financial system.

In addition, vendors highlight broad SSO adoption:

“We draw on official NetSuite and Oracle documentation, identity-platform white papers, and industry analysis... Popular IdPs (Okta, Azure AD,
Google Workspace, OneLogin, Ping, etc.) each have guides or built-in apps for NetSuite integration” (Source: www.houseblend.io).

This underscores that many organizations (across industries) are already integrating these IdPs with NetSuite.

Unfortunately, quantitative metrics specific to NetSuite+SSO are scarce publicly. However, general identity studies illustrate impact: For example, an
industry “State of the Union” report noted that about 95% of surveyed organizations use SSO for at least one app by 2025, driven largely by security
and productivity concerns (Source: expertinsights.com). It is reasonable to conclude top NetSuite customers fall into this trend.

Implications, Benefits, and Future Directions

Security and Compliance Implications
Implementing SAML SSO for NetSuite fundamentally shifts authentication responsibility to the chosen IdP. This has the following implications:

« Central Control: Policies (password length, expiration, MFA enforcement, login conditions) are now managed centrally in Okta/Azure/OneLogin
rather than in each app. This can significantly improve security posture (e.g. forcing MFA on all NetSuite logins).

« Auditing: Identity providers log all login attempts, providing a unified audit trail. Compliance frameworks (SOC 2, ISO 27001, PCI) often require
evidence of access control and multi-factor — SSO helps meet those by central law. Oracle’s warnings about compliance (Source:
docs.oracle.com) simply reflect that the company must audit that their IdP meets these obligations.

« Reduced Attack Surface: Since users don't manage separate NetSuite passwords, fewer credentials mean fewer targets for phishing. Okta and
OnelLogin also often incorporate features like biometric login, risk scoring, etc. The Verizon DBIR found 22% of breaches involved credential
abuse (Source: expertinsights.com); SSO combined with strong MFA reduces that risk.

« Phishing and Account Takeover: If the IdP is compromised, reloading trust might be easier than if every user’s NetSuite account were
compromised individually. However, it also creates a single point of failure, so IdP security must be robust.
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« Logout and Session Management: SSO raises questions about session longevity. NetSuite’s own session length settings still apply, but IdP-
initiated SLO (if used) can end all sessions. This interplay must be understood, especially for high-security environments.

Operational Implications

« Onboarding/Offboarding Efficiency: With SSO, provisioning a user in the IdP automatically (or immediately) grants NetSuite access (if the
NetSuite account is auto-provisioned or already exists). Off-boarding by disabling the IdP user cuts off NetSuite immediately. This saves
operational effort and reduces orphan accounts. An oft-cited stat: 89% of users complain about password fatigue (Source: expertinsights.com);

SSO removes much of that burden.

« User Experience: Users get a seamless experience: click one dashboard tile and they're into NetSuite. This improved UX can translate to
productivity gains (faster access). A user won't have to remember the quirks of the NetSuite login page (Account ID, realm, etc.).

« License and Cost: Some organizations may factor identity costs vs. user productivity. While Okta/OneLogin incur per-user fees, the cost is often
justified by the support savings and security benefits. Large Microsoft-centric companies may value that Azure AD SSO often comes bundled.

According to a general SSO trends report, 54% of users abandon an account if login is too frustrating (Source: expertinsights.com). While not specific
to NetSuite, removing that frustration is a clear business benefit. Similarly, a study of enterprises found that the majority (over 80%) have already
adopted SSO to simplify application access.

Future Directions
Looking ahead, the identity landscape continues to evolve:

« OIDC and Next-Gen SSO: NetSuite itself supports OpenID Connect (OIDC) as an alternative to SAML (Source: www.houseblend.io). Many IdPs
(Okta, Azure, AuthO) support OIDC-based flows. In the future, companies might opt for OIDC which uses JSON Web Tokens. However, SAML
remains very common in corporate apps like NetSuite. As NetSuite has introduced OIDC (and even offering NetSuite as an OIDC Provider),
organizations should be aware of the options. Currently, SAML 2.0 is fully supported and mature.

« Passwordless and Passkeys: With emerging WebAuthn and FIDO2 standards (passkeys, hardware tokens), some users may log into IdPs
without traditional passwords. Through SSO, this passwordless auth extends to NetSuite.

« Conditional Access and Zero Trust: Microsoft and Okta are pushing Zero Trust (abstracting trust to sessions, devices, etc.). Azure AD
Conditional Access or Okta Adaptive MFA can incorporate device stance, geolocation, and risk signals before issuing a SAML token. NetSuite
admins may work with their IdP teams to implement such fine-grained controls. The architecture supports it naturally.

« Threat Context and MFA: Some organizations require step-up MFA for ERP logins. For example, a user logging into NetSuite might be prompted
for MFA if from a new device/location. This is configured on the IdP side.

« Consolidation of IdP Services: We may see mergers or consolidation in this market (e.g. Microsoft's deepening of Entra ID). However, as of
2026, Okta, Microsoft, and OneLogin remain strong players. The underlying SAML standard ensures any IdP can work with NetSuite, so the
integration knowledge here remains valuable even if product names change.

« APl and Automation: Future enhancements may allow automating much of the SAML setup (e.g. scripting NetSuite to upload metadata via
RESTIets, or using Okta’s APIs to automate app provisioning). This could further streamline large deployments with many NetSuite tenants.

« SuiteSignOn Replacement: For completeness, Oracle’s direction indicates outbound SSO should use NetSuite-as-IdP (OIDC) for external sites
(Source: docs.oracle.com). This is a separate topic but suggests NetSuite itself may act as an IdP for other services in an OIDC fashion.

Conclusion

Implementing SAML SSO for NetSuite via Okta, Azure AD, or OnelLogin is a strategic enhancement for any organization using NetSuite. It leverages
central identity infrastructure to improve security, compliance, and user experience. This report has provided a comprehensive, step-by-step guide
drawing on official documentation and expert analysis. We covered the necessary NetSuite configuration (enabling SAML, assigning permissions,
obtaining SP metadata) and the IdP-specific setup procedures (app creation, attribute mapping, metadata exchange) for each platform. Citations to
Oracle’s and Microsoft's official help, as well as Okta/OnelLogin guides, ensure the instructions are authoritative.
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Key takeaways include: ensure precise metadata exchange (Base64 X.509 certificates, correct account IDs) (Source: www.houseblend.io) (Source:
docs.oracle.com); only grant SAML setup permissions to trusted roles (Source: docs.oracle.com); and map the required attributes ( email , account)
accurately (Source: www.houseblend.io) (Source: saml-doc.okta.com). Pre-built NetSuite integrations in IdP app catalogs greatly simplify this
configuration (Source: www.brokenrubik.com) (Source: www.brokenrubik.com). Following best practices as discussed above will result in a robust

SSO integration.

Overall, organizations that have adopted NetSuite SAML SSO report reduced helpdesk load, stronger access controls, and smoother audits. In an era
of increasing cyber threats (22% of breaches involve stolen credentials (Source: expertinsights.com), SSO is not just a convenience but a security
imperative. Going forward, as identity technology evolves (passwordless, OIDC, Al-driven security), the foundational SAML SSO setup will continue to

play a vital role, providing a secure yet user-friendly gateway to the NetSuite platform for all corporate users.

Sources: This guide cites official Oracle documentation (NetSuite help center) (Source: docs.oracle.com) (Source: docs.oracle.com), Microsoft Learn
tutorials (Source: learn.microsoft.com) (Source: learn.microsoft.com), IdP vendor guides (Okta, OneLogin) (Source: saml-doc.okta.com) (Source:
onelogin.service-now.com), and independent analyses (Source: www.houseblend.io) (Source: www.brokenrubik.com). Industry reports and surveys

provide context on SSO adoption and impact (Source: expertinsights.com) (Source: expertinsights.com). Each referenced item is clearly marked in the

text.
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DISCLAIMER

This document is provided for informational purposes only. No representations or warranties are made regarding the accuracy, completeness, or reliability of its contents. Any use of this information is
at your own risk. Houseblend shall not be liable for any damages arising from the use of this document. This content may include material generated with assistance from artificial intelligence tools,
which may contain errors or inaccuracies. Readers should verify critical information independently. All product names, trademarks, and registered trademarks mentioned are property of their respective
owners and are used for identification purposes only. Use of these names does not imply endorsement. This document does not constitute professional or legal advice. For specific guidance related to

your needs, please consult qualified professionals.
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